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We describeafamily of cachingprotocolsfor distrib-utedhetworks
thatcanbeusedto decreaser eliminatetheoccurrencef hotspots
in thenetwork. Ourprotocolsareparticularlydesignedor usewith
very large networks suchasthe Internet,wheredelayscausedy
hotspotscanbeserere,andwhereit is notfeasiblefor every sener
to have completeinformationaboutthe currentstateof the entire
network. The protocolsare easyto implementusingexisting net-
work protocolssuchas TCP/IR andrequirevery little overhead.
The protocolswork with local control, male ef cient useof exist-
ing resourcesandscalegracefullyasthe network grows.

Our cachingprotocolsare basedon a specialkind of hashing
that we call consistenthashing Roughly speaking,a consistent
hashfunctionis onewhich changesninimally asthe rangeof the
function changes. Throughthe developmentof good consistent
hashfunctions,we areableto develop cachingprotocolswhich do
not requireusersto have a currentor even consistenwiew of the
network. We believe thatconsistenhashfunctionsmay eventually
prove to be usefulin otherapplicationssuchas distributed name
senersand/orquorumsystems.

In this paper we describecachingprotocolsfor distributed net-
works that can be usedto decreaser eliminatethe occurrences
of “hot spots”. Hot spotsoccurary time alarge numberof clients
wish to simultaneouslhaccesslatafrom a singlesener. If thesite
is not provisionedto dealwith all of theseclientssimultaneously
servicemaybe degradedor lost.

Marny of us have experiencedhe hot spotphenomenoiin the
contet of the Weh A Web site cansuddenlybecomeextremely
popularandreceve farmorerequestén arelatively shorttimethan
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it wasoriginally con guredto handle.In fact,a site mayreceve so
mary requestshatit become$swamped, whichtypically renders
it unusableBesidegnakingthe onesiteinaccessibleheavy traf ¢
destinedo onelocationcancongesthenetwork nearit, interfering
with trafc atnearbysites.

As useof the Web hasincreasedso hasthe occurrenceand
impactof hot spots. Recentfamousexamplesof hot spotson the
Webincludethe JPL site afterthe Shoemakr-Levy 9 cometstruck
Jupiter an IBM site during the DeepBlue-Kaspare chesstour
nament,andseveral political siteson the night of the election. In
someof thesecasesuserswveredeniedacces$o asitefor hoursor
evendays.Otherexamplesncludesitesidenti ed as“Web-site-of-
the-day”andsitesthatprovide new versionsof popularsoftware.

Ourwork wasoriginally motivatedby the problemof hot spots
on the World Wide Weh We believe thetoolswe develop may be
relevantto mary client-serer models becauseentralizedseners
on the Internetsuchas Domain Nameseners, Multicast seners,
andContentlLabelsenersarealsosusceptibléo hot spots.

Several approacheso overcomingthe hot spotshave beenpro-
posed Mostusesomekind of replicationstrat@y to storecopiesof
hot pageshroughoutheInternet;this spreadshework of serving
ahotpageacrossseveralseners.In oneapproachalreadyin wide
use,several clientssharea proxy cache All userrequestarefor-
wardedthroughthe proxy, which triesto keepcopiesof frequently
requestegageslt triesto satisfyrequestsvith acachedcopy; fail-
ing this, it forwardsthe requesto the homesener. Thedilemma
in this schemes thatthereis morebene t if moreuserssharethe
samecacheput thenthe cachdtself is liable to getswamped.
Malpanietal. [6] work arouncthis problemby makingagroup
of cachedunctionasone. A users requesfor a pageis directed
to anarbitrarycache. If the pageis storedthere, it is returnedto
the user Otherwise,the cacheforwardsthe requestto all other
cachesvia a specialprotocolcalled“IP Multicast”. If the pageis
cachednowhere,the requestis forwardedto the homesite of the
page. The disadwantageof this techniqueis that as the number
of participatingcachegyrows, even with the useof multicast,the
numberof messagebetweencachescan becomeunmanageable.
A tool that we develop in this paper consistenhashing givesa
way to implementsucha distributed cachewithout requiring that
the cachesommunicatall thetime. We discusghisin Sectior4.
Chankhunthockt al. [1] developedthe HarvestCache,a more
scalableapproactusingatreeof cachesA userobtainsa pageby
askinganearbyleafcachelf neitherthiscachenorits siblingshave
the page therequesis forwardedto the caches parent.If a page
is storedby no cachein the tree, the requesteventually reaches
the root andis forwardedto the homesite of the page. A cache



retainsa copy of ary pageit obtainsfor sometime. Theadwantage
of a cachetreeis thata cacherecevespagerequestonly from its
children(andsiblings),ensuringthatnot too mary requestsarrive
simultaneously Thus, mary requestdor a pagein a shortperiod
of timewill only causeonerequesto thehomesener of the page,
andwon't overloadthe cacheseither A disadwantage at leastin
theory is thatthe sametreeis usedfor all pagesmeaningthatthe
root recevesat leastonerequesfor every distinct pagerequested
of the entirecachetree. This canswamptherootif the numberof
distinct pagerequestgrows too large, meaningthat this scheme
alsosuffersfrom potentialscalingproblems.

Plaxton and Rajaraman[9] shav how to balancethe load
amongall cachesy usingrandomizatiorand hashing. In partic-
ular, they usea hierarchyof progressiely larger setsof “virtual
cachesites” for eachpageandusea randomhashfunctionto as-
sign responsibilityfor eachvirtual site to an actualcachein the
network. Clientssendarequesto arandomelementin eachsetin
thehierarchy Cachesssignedo agivensetcopy thepageto some
membersf the next, larger setwhenthey discover thattheir load
is too heavy. This givesfastresponsesvenfor popularpageshe-
causdhelargestsetthathasthepages notoverloadedlt alsogives
goodloadbalancingbecausamachindgn asmall(thusloaded)set
for onepageis likely to bein alarge(thusunloaded}etfor another
PlaxtonandRajaramars techniques alsofaulttolerant.

ThePlaxton/Rajaramaalgorithmhasdravbacks however. For
example,sincetheir algorithmsendsa copy of eachpagerequest
to arandomelementin every set,the smallsetsfor a popularpage
areguaranteedo be swamped.In fact,thealgorithmusesswamp-
ing asa featuresinceswampingis usedto triggerreplication. This
workswell in their modelof a synchronouparallelsystemwhere
a swampedprocessois assumedo receve a subsebf theincom-
ing message$ut otherwisecontinuego functionnormally Onthe

Internet however, swampinghasmuchmoreseriousonsequences.

Swampedmachinescannotbe relied uponto recover quickly and
mayevencrash.Moreover, theintentionalswampingof largenum-
bersof randommachinesouldwell beviewed unfavorably by the
ownersof thosemachines The Plaxton/Rajaramaalgorithmalso
requiresthatall communicationde synchronousnd/orthatmes-
sageshave priorities, andthat the setof cachesavailablebe x ed
andknown to all users.

Here, we describetwo tools for datareplicationand usethemto
give a cachingalgorithmthatovercomeshe dravbacksof the pre-
cedingapproacheandhasseveraladditional desirableproperties.

Our rst tool, randomcade trees combinesaspectsof the

structuresusedby Chankhunthockt al. and Plaxton/Rajaraman.

Like Chankhunthoctt al., we usea tree of cachedo coalescae-
quests. Like Plaxtonand Rajaramanwe balanceload by using
a differenttree for eachpageand assigningtree nodesto caches
via a randomhashfunction. By combiningthe bestfeaturesof
Chankhunthodet al. and Plaxton/Rajaramawith our own meth-
ods, we prevent ary sener from becomingswampedwith high
probability a propertynot possessedly either Chankhunthodet
al. or Plaxton/Rajaramarin addition,our protocolshavs how to
minimize memoryrequirementgwithout signi cantly increasing
cachemissrates)by only cachingpageghathave beenrequestea
sufcient numberof times.

We believe thatthe extra delayintroducedby atreeof caches
shouldbe quite smallin practice. The time to requesta pageis
multiplied by the tree depth. However, the pagerequestypically
takessollittle time thatthe extra delayis not great. The returnof
a pagecanbe pipelined;a cacheneednot wait until it recevesa
whole pagebeforesendingdatato its child in thetree. Therefore,
thereturnof a pagealsotakesonly slightly longer Altogether the

addeddelayseerby auseris small.

Our secondtool is a new hashingschemewe call consistent
hashing This hashingschemadiffers substantiallyfrom thatused
in Plaxton/RajaramaandotherpracticalsystemsTypical hashing
basedschemesio a goodjob of spreadindoad througha known,
X ed collectionof seners. The Internet,however, doesnot have
a x ed collection of machines. Instead,machinescomeand go
asthey crashor are broughtinto the network. Even worse,the
informationaboutwhatmachinesarefunctionalpropagateslovly
throughthenetwork, sothatclientsmayhaveincompatible'views”
of which machinesreavailableto replicatedata. This makesstan-
dard hashinguselesssinceit relies on clientsagreeingon which
cachesareresponsibldor servinga particularpage. For example,
Feelg etal [3] implementadistributedglobalsharednemorysys-
temfor a network of workstationghatusesa hashtabledistributed
amongthe machinego resole references.Eachtime a nev ma-
chinejoins the network, the requirea centralsener to redistritute
acompletelyupdatechashtableto all themachines.

Consistentashingmay help solve suchproblems.Like most
hashingschemes;onsistenhashingassignsa setof itemsto buck-
ets so that eachbin receves roughly the samenumberof items.
Unlike standarchashingschemesa smallchangen the bucket set
doesnot inducea total remappingof itemsto buckets. In addi-
tion, hashingtemsinto slightly differentsetsof bucketsgivesonly
slightly differentassignmentsf itemsto buckets. We apply con-
sistenthashingto our tree-of-cacheschemeand shav how this
malkesthe schemework well evenif eachclientis aware of only
a constanfractionof all the cachingmachinesin [5] Litwin etal
proposesa hashfunctionthatallows bucketsto be addedoneat a
time sequentiallyHowever our hashfunctionallows the bucketsto
beaddedn anarbitraryorder Anotherschemehatwe canimprove
onis givenby Devine [2]. In addition,we believe that consistent
hashingwill be usefulin otherapplicationgsuchasquorumsys-
tems[7] [8] or distributednameseners)wheremultiple machines
with differentviews of the network mustagreeon a commonstor
agelocationfor anobjectwithoutcommunication.

In Section2 we describeour model of the Web andthe hot spot
problem. Our modelis necessarilysimplistic, but is rich enough
to develop andanalyzeprotocolsthatwe believe may be usefulin
practice.ln Section3, we describeourrandonmtreemethodanduse
it in acachingprotocolthateffectively eliminateshotspotsundera
simpli ed model.Independentf Section3, in Sectiord we present
our consistenhashingnethodanduseit to solve hot spotsundera
differentsimpli ed modelinvolving inconsistentiews.

In Sections we shav how ourtwo techniquegsanbeeffectively
combined.n Section6 we proposea simpledelaymodelthatcap-
tureshierarchicaklusteringof machinesn the Internet.We shav
thatour protocolcanbe easilyextendedo work in this morereal-
istic delaymodel. In Sections7 and8 we considerfaultsandthe
behaior of the protocolover time, respectiely. In Section9 we
discusssomeextensionsandopenproblems.

In several placeswe make useof hashfunctionsthat mapobjects
into arange.For clarity we assumehattheseunctionsmapobjects
in a truly randomfashion,i.e. uniformly andindependently In
practice hashfunctionswith limited independencaremoreplau-
sible sincethey economizeon spaceand randomness.We have
proven all theoremsof this paperwith only limited independence
usingmethodssimilar to thosein [11]. However, in this extended
abstractwe only statethe degreeof independenceequiredfor re-
sultsto hold. Proofsassumindimited independencwiill appeain



thefull versionof this paper

This sectionpresentur modelof the Web andthe hotspotprob-
lem.

We classify computerson the Web into three categories. All
requestdor Web pagesareinitiated by browses. The permanent
homesof Webpagesareserves. Cacesareextramachinesvhich
we useto protectseners from the barrageof browser requests.
Throughoutthe paper the setof cachess andthe numberof
cachess

Eachsener is hometo a x ed setof pages. Cachesarealso
ableto storea numberof pageshut this setmay changeover time
asdictatedby a cachingprotocol. We generallyassumehat the
contentof eachpageis unchangingthoughSection9 containsa
discussiorof thisissue.Thesetof all pagess denoted .

Any machinecan senda messagalirectly to ary otherwith
the restrictionthat a machinemay not be aware of the existence
of all cacheswe requireonly thateachmachineis awareof a
fraction of the cachesor someconstant. The two typical types
of messageare requestdor pagesand the pagesthemseles. A
machinewhich recevestoo mary messageto quickly ceaseso
functionproperlyandis saidto be“swamped”.

measureshe time for a messagdrom machine
to arrive at machine . We denotethis quantity . In
practice,of course,delayson the Internetare not so simply char
acterized Thevalueof shouldberegardedasa“bestguess’that
we optimize on for lack of betterinformation; the correctnesof
a protocolshouldnot dependbn valuesof  (which couldactually
measurearything suchasthroughputprice of connectioror con-
gestion)beingexactly accurate Note thatwe do not make lateng
afunctionof messagsize;thisissueis discussedn Section3.2.1.

All cacheand sener behaior and somebrowser behaior is
speci edin our protocol. In particular the protocolspeci eshow
cachesandsenersrespondo pagerequestandwhich pagesare
storedin a cache. The protocolalsospeci esthe cacheor sener
to which a bronvsersendseachpagerequest.All control mustbe
local; the behaior of a machinecandependonly on messagett
receves.

An adwersarydecideswhich pagesarerequestedy browsers.
However, theadwersarycannotseerandomvaluesgeneratedh our
protocol and cannotadapthis requestdasedon obsered delays
in obtainingpages.We considertwo models.First, we considera
staticmodelin whichasingle“batch” of requestss processedand
requirethatthe numberof pagerequestbeat most where

is aconstanand is the numberof caches.We thenconsider
atemporaimodelin whichtheadwersarymayinitiate new requests
for pagesatrateat most ; thatis, in ary time intenal , he
mayinitiateatmost  requests.

The“hot spotproblem”is to satisfyall bronserpagerequestsvhile
ensuringthatwith high probabilityno cacheor seneris swamped.
Thephraséwith highprobability” meanswith probabilityatleast
", where isacon denceparameteusedthroughouthe

paper

While our basicrequirements to prevent swamping,we also
have two additionalobjectives. The rst isto minimizecachenem-
ory requirementsA protocolshouldwork well without requiring
ary cacheto storealarge numberof pages.A secondobjectiveis,
naturally to minimizethedelayabrowserexperiencesn obtaining
apage.

In this sectionwe introduceour rst tool, randomtrees. To sim-
plify thepresentationye give asimplecachingprotocolthatwould
work well in asimplerworld. In particular we make thefollowing
simpli cations to themodel:

1. All machineknow aboutall caches.
2. for all
3. All requestaremadeatthe sametime.

This restrictedmodelis “static” in the sensahatthereis only
onebatchof requestsye neednot considerthelong-termstability
of thenetwork.

Undertheserestrictionswe shawv a protocolthathasgoodbe-
havior. Thatis, with high probabilityno machineis swamped.We
achieve a total delayof andprove thatit is optimal. We
usetotal cachespacewhichis afractionof thenumberof requests,
andevenly divided amongthe caches.In subsequensectionsve
will shav how to extendthe protocolso asto presere the good
behaior withoutthe simplifying assumptions.

The basicideaof our protocolis an extensionof the “tree of
caches’approachdiscussedh theintroduction.We usethis treeto
ensurethat no cachehasmary “children” askingit for a particu-
lar page.As discussedn theintroduction,levels neartheroot get
mary requestdor a pageevenif the pageis relatively unpopulay
sobeingtherootfor mary pagesauseswamping.Ourtechnique,
similarto Plaxton/Rajaramasis to useadifferent,randomlygen-
eratedtreefor eachpage.This ensureghatno machineis nearthe
rootfor mary pagesthusproviding goodloadbalancing Notethat
we cannotmalke useof the analysisgiven by Plaxton/Rajaraman,
becauseour main concernis to prevent swamping, whereashey
allow machinego be swamped.

In Section3.1 belan, we de ne our protocolprecisely In Sec-
tion 3.2, we analyzethe protocol,boundingtheloadon ary cache,
the storageeachcacheuses,andthe delaya browvserexperiences
beforegettingthe page.

We associatarooted -arytree,calledanabstiacttree with each
page We usethetermnodesonly in referenceo thenodesof these
abstracttrees. The numberof nodesin eachtreeis equalto the
numberof cachesandthe treeis asbalancedas possible(so all
levels but the bottomare full). We referto nodesof the tree by
their rankin breadth- rstsearchorder The protocolis described
asrunningon theseabstractrees;to supportthis, all requestgor
pagesake theform of a4-tupleconsistingof theidentity of there-
guesterthe nameof thedesiredpage a sequencef nodeghrough
whichtherequesshouldbedirected anda sequencef cacheghat
shouldactasthosenodes.To determinghelattersequencehatis,
which cacheactuallydoesthework for agivennode thenodesare
mappedtio machines.Theroot of a treeis always mappedto the
sener for the page. All the othernodesare mappedo the caches
by a hashfunction , which mustbe dis-
tributedto all brovsersandcachesin ordernotto createcopiesof
pagedor whichtherearefew requestswe have anotheparameter

, for how mary requestscachemustseebeforeit botherdo store
acopy of thepage.

Now, givenahashfunction , andparameters and , ourpro-

tocolis asfollows:

Browser Whena browserwantsa page,it picksarandomleafto
root path,mapsthe nodesto machineswith , andasksthe
leaf nodefor the page.Therequesincludesthe nameof the
browser the nameof the page the path,andtheresultof the

mapping.



Cache Whena cacherecevesarequestjt rst checksto seeif it
is cachinga copy of the pageor is in the procesf getting
oneto cachelf so,it returnghepageto therequeste(afterit
getsits copy, if necessary)Otherwisdt incrementscounter
for the pageandthe nodeit is actingas, and asksthe next
machineon the pathfor the page.If thecountemeaches, it
caches copy of thepage.In eithercasethecachepasseshe
pageonto therequestewhenit is obtained.

Sewver Whena sener recevesa requestjt sendshe requestern
copy of thepage.

The analysisis brokeninto threeparts. We begin by shaving that
thelatengy in processing requests likely to be small, underthe
assumptiorthatno sener is swamped.We thenshav thatno ma-
chineis likely to be swamped. We concludeby shawving thatno
cacheneedstoretoo mary pagedor the protocolto work properly
Theanalysisof swampingrunsmuchthesameway, exceptthat
the“weights” onourabstrachodesarenow thenumberof requests
arriving atthosenodes As above, the numberof requestshathit a
machineis boundedy theweightof nodesmappedo it.

Underour protocol,the delaya bronvserexperiencesn obtaining
a pageis determinecdby the heightof thetree. If arequesis for-
wardedfrom a leaf to the root, the lateny is twice the length of
the path, . If therequests satis ed with a cachedcopy,
thelateny is only less. If arequesttopsat a cachethatis wait-
ing for a cachecopy, the lateny is still lesssincea requesthas
alreadystartedupthetree.Notethat canprobablybe madelarge
in practice sothis lateny will bequitesmall.

Notethatin practice thetime requiredto obtainalargepageis
notmultipliedby thenumberof stepdn apathoverwhichit travels.
The reasonis that the pagecan be transmittedalong the pathin
a pipelinedfashion. A cachein the middle of the path canstart
sendingdatato the next cacheassoonasit recevessome;it need
not wait to receve the whole page. This meanshat althoughthis
protocolwill increasehedelayin gettingsmallpagestheoverhead
for largepagess ngyligible. Theexistenceof treeschemedjkethe
HarwestCache suggestshatis acceptablén practice.

Our boundis optimal (up to constanfactors)for ary protocol
that forbids swamping. To seethis, considermaking requests
for a single page. Look at the graphwith nodescorrespondindo
machinesand edgescorrespondingdo links over which the page
is sent. Small lateny implies that this graphhassmall diameter
which implies that somenodemusthave high degree,which im-
pliesswamping.

Theintuition behindouranalysiss thefollowing. Firstwe analyze
thenumberof requestslirectedto theabstractreenodeof various
pagesTheseggive “weights” to thetreenodes We thenanalyzethe
outcomewhenthe treenodesare mappedby a hashfunction onto
the actualcachingmachines:a machinegetsasmary requestas
the total weight of nodesmappedto it. To boundthe projected
weight,we rst give a boundfor the casewhereeachnodeis as-
signedto a randommachine. This is a weightedversionof the
familiar balls-in-binstype of analysis.Our analysisgivesa bound
with anexponentiatail. We canthereforeargueasin [11] thatit ap-
pliesevenwhentheballsareassignedo binsonly -

way independently This canbe achieved by usinga -universal
hashfunctionto mapthe abstractreenodesto machines.

We will now analyzeour protocolunderthe simpli ed model.
In this“static” analysisve assumdor now thatcache$ave enough
spacehatthey never have to evict pagesthis meanghatif acache
hasalreadymade requestdor a pageit will not make another
requesfor thesamepage.ln Theorem3.1we provide high proba-
bility boundsonthenumberof requests cachegets,assuminghat
all the outputsof thefunction areindependenandrandom.The-
orem3.4 extendsour high probability analysisto the casewhen
isa -wayindependentunction. In particularwe shaw thatit suf-
ces to have logarithmicin the systemparameterso achieve the
samehigh probabilityboundsaswith full independence.

Theorem3.1 If is chosenuniformly and at randomfrom the
spaceof functions thenwith probability at least
, whee is a parameterthe numberof requesta given

cadegetsis nomore than

Notethat is the averagenumberof requestpercache
sinceeachbrowserrequestouldgiveriseto requestsipthe
trees.The termarisesbecausattheleaf nodesof atree's

pagesomecachecouldoccur times(balls-in-binsyandthe
adwersarycould chooseto devoteall  requestdo thatpage. We
prove theabove Theorenin therestof thesection.

We split the analysisinto two parts. First we analyzethe re-
queststo a cachedueto its presencen the leaf nodesof the ab-
stracttreesandthenanalyzethe requestsiueto its presencatthe
internalnodesandthenaddthemup.

Due to spacdimitations, we give a proof that only applieswhen
. Its extensionto small is straightforvard but long.
Obserethattherequest$or eachpagearebeingmappedandomly
ontothe leaf nodesof its abstractree. And thentheseleaf nodes
aremappedandomlyontothe setof cachesLook at collectionof
all the leaf nodesandthe numberof requestgweight) associated
with eachoneof them. The varianceamongthe “weights” of the
leaf nodesis maximizedwhenall the requestsare madefor one
page. This is alsothe casewhich maximizesthe numberof leaf
noderequest®nacache.
Eachpages tree hasabout leaf nodes. Sincea
machine hasa chanceof occurringata particuladeafnode,

with probability it will occurin leafnodes.in
fact,sincethereareatmost requests, will occur
timesin all thoserequesteghagestreeswith probability
Givenanassignmendf machinedo leafnodessothat occurs
timesin eachtree,theexpectechumberof requests

getsis — whichis . Also, oncethe as-

signmentof machineto leafnodesis x ed,thenumberof requests
getsis a sumof independenBernoulli variables. So by Cher

noff bounds gets requestsvith probability

. Sowe concludethat gets with

probabilityatleast . Replacing by  andassum-
ing we cansaythatthe sameboundholdswith probability

. It is easyto extendthis proof so thatthe boundholds
evenfor




Againwe think of theprotocolas rst runningontheabstractrees.
Now no abstracinternalnodegetsmorethan requestbecause
eachchild nodegivesoutat most requestgor a page. Consider
ary arbitraryarrangemenof pathsfor all the requestaup their
respectretrees.Sincethereareonly requestén all wecanbound
the numberof abstracthodesthatget  requestsin factwe will
boundthe numberof abstractnodesover all treeswhich receve
between and requestshere . Let
denotethe numberof abstractnodesthat receve between

and requests.Let  bethe numberof requestdor page .
Then . Sinceeachof the requestgivesrise to at
most requestaip the trees,the total numberof requestss
nomorethan . So,

@

Lemma 3.2 Thetotal numberof internal nodeswhich receiveat
least requestss at most if

Proof (sketch): Look atthetreeinducedby therequespaths,con-
tractoutdegreel nodesandcountinternalnodes. 0O

For therecanclearlybenomorethan
Theprecedingemmatellsusthat , thenumberof abstrachodes
thatreceve between and requestsis atmost— exceptfor

. For ,  will beatmost . Now the probabil-
ity thatmachine assumesgivenoneofthese nodess
Sinceassignmentsf nodesto machinesareindependenthe prob-
ability thatamachine isrecevesmorethan of thesenodeds at
most . In orderfor theright handside

to beassmallas we musthave —

Notethatthelattertermwill be presenonly if — . So
is — with probabilityatleast

Sowith probabilityatleast thetotal numberof

requestsecevedby duetointernalnodeswill beof theorderof

By combiningthe high probabilityboundsfor internalandleaf
nodeswe cansaythata machinegets

—— . Replacing by
in comparisiorwith ~ weget

requestswith probability at least
andignoring
Theorenm3.1.

In this sectionwe
shaw thatthe high probabilityboundwe have provenfor the num-
berof requestsecevedby amachine istight.

Lemma 3.3 Thee exists a distribution of
so that a given madine gets

requestsvith probability at least

requeststo pages

requests.

Proof: Full paper [l

We now extendour high
probability analysisto functions thatarechoserat randomfrom
a -universalhashfamily.

Theorem3.4 If is chosenat randomfroma -univesal hash
familythenwith probability at least agivencacereceives

nomorethan -
—— requests.

Proof: Thefull proofis deferredto the nal versionof the paper
This resultdoesnot follow immediatelyfrom the resultsof [11],
but involvesa similaragument.

Setting we getthefollowing corollary

Corollary 3.5 Thehigh probability boundprovedin theoem 3.1
for the numberof requesta cache getsholdsevenif s selected
froma -univesal hashfamily.

In fact, this canbe shavn to betruefor all the boundsthatwe will
prove later, i.e.,it sufces tobelogarithmicin thesystemsize.

In this section,we discussthe amountof storageeachcachemust
have in orderto make our protocolwork. The amountof storage
requiredat a cacheis simply the numberof pagesfor whichiit re-

ceivesmorethan requests.

Lemma 3.6 Thetotal numberof cachedpages,over all madines,

is — with probability at least LA
givencache has - cacedcopieswith high proba-
bility.

Proof (sketch): Theanalysiss very similarto thatin proofof The-
orem3.1. We againplay the protocolon theabstractrees.Sincea
pageis cachednly if it requested times,we assigneachabstract
nodeaweightof oneif it getsmorethan request@andzeroother
wise. Theseabstrachodesarethenmappedandomlyontothe set
of caches.We canboundthe total weightreceved by a particular
cachewhichis exactly thenumberof pagest caches. ([l

In this sectionwe de ne a new hashingtechniquecalled consis-
tenthashing We motivatethis techniqueby referenceo a simple
schemdor datareplicationonthelnternet.Considemsinglesener
thathasa large numberof objectsthatotherclientsmight wantto
access. It is naturalto introducea layer of cachesbhetweenthe
clientsandthe senerin orderto reducethe loadon the sener. In
sucha schemethe objectsshouldbe distributedacrosshecaches,
sothateachis responsibldor a roughly equalshare.In addition,
clients needto know which cacheto query for a speci ¢ object.
The ohvious approachs hashing.The sener canusea hashfunc-
tion that evenly distributesthe objectsacrossthe caches.Clients
canusethe hashfunctionto discorer which cachestoresa object.
Considernow what happenswvhenthe setof active cachingma-
chineschangespr wheneachclient is aware of a different setof
caches.(Suchsituationsarevery plausibleon the Internet.) If the
distribution wasdonewith a classicahashfunction (for example,
thelinear congruentiafunction ), suchin-
consistenciesvould be catastrophic.Whenthe rangeof the hash
function( in the example)changedalmostevery item would be



hashedo a new location. Suddenlyall cacheddatais uselesse-
causeclientsarelookingfor it in a differentlocation.

Consistenhashingsolvesthisproblemof different‘views.” We
de ne aview to bethe setof cacheof which a particularclientis
aware. We assumehat while views canbe inconsistentthey are
substantialeachmachines awareof aconstanfractionof thecur
rently operatingcaches.A client usesa consistenthashfunction
to mapa objectto oneof the cachedn its view. We analyzeand
construchashfunctionswith thefollowing consisteng properties.
First, thereis a “smoothness’hroperty Whena machineis added
to or removed from the setof cachesthe expectedfraction of ob-
jectsthatmustbe moved to a nen cacheis the minimum needed
to maintainabalancedoadacrosshe cachesSecondpver all the
clientviews, thetotal numberof differentcachego which a object
is assigneds small. We call this property“spread”. Similarly, over
all the client views, the numberof distinct objectsassignedo a
particularcacheis small. We call this property“load”.

Consistenthashingtherefore solves the problemsdiscussed
abore. The “spread” propertyimplies that even in the presence
of inconsistenviews of theworld, reference$or agivenobjectare
directedonly to a smallnumberof cachingmachinesDistributing
aobjectto this smallsetof cachewwill insureaccesgor all clients,
without using a lot of storage. The “load” propertyimplies that
no onecacheis assignedn unreasonablaumberof objects. The
“smoothness’propertyimplies that smoothchangesn the set of
cachingmachinesare matchedby a smoothevolutionin the loca-
tion of cachedbjects.

Sincethereare mary waysto formalize the notion of consis-
teng/ asdescribedabore, we will not committo a precisede ni-
tion. Ratherin Sectiond.4we de ne a“rangedhashfunction” and
then preciselyde ne several quantitiesthat capturedifferent as-
pectsof “consistenyg”. In Section4.2 we constructpracticalhash
functionswhich exhibit all four to someextent. In Section4.4,we
discusstheraspectof consistenhashingwhihc, thoughnot ger
maneto this paper indicatesomeof the richnessunderlyingthe
theory

In this sectionwe formalizeandrelatefour notionsof consisteny.

Let bethesetofitemsand bethesetof buckets.Let
bethenumberof items. A view is ary subsebf thebuckets .

A rangedhashfunctionis afunctionof theform

. Sucha function speci es an assignmentf itemsto buckets
for every possibleview. Thatis, is the bucket to which
item is assignedn view . (We will usethe notation in
place from now on.) Sinceitemsshouldonly be assigned
to usablebuckets,we require for every view

A ranged hashfamily is a family of rangedhashfunctions. A
randomranged hashfunctionis a function dravn at randomfrom
aparticularrangechashfamily.

In the remainderof this section,we stateandrelatesomerea-
sonablenotions of consisteng regarding rangedhash families.
Throughout,we usethe following notationalcorventions: is a
rangechashfamily, isarangechashfunction, isaview, isan
item,and is abucket.

Balance: A rangechashfamily is balancedf, givena particu-
larview asetof items,andarandomlychoserfunctionselected
from the hashfamily, with high probability the fraction of items
mappedo eachbucketis .

The balancepropertyis what is prized about standardhash
functions: they distribute itemsamongbucketsin a balancedfa-
sion.

Monotonicity: A rangedhashfunction is monotonef for all
views , implies A

rangechashfamily is monotonef every rangedhashfunctionin it
is.

This propertysaysthatif itemsareinitially assignedo a set
of buckets andthensomenewn bucketsare addedto form
thenanitem maymove from anold bucketto anew bucket, but not
from oneold bucket to another This re ects oneintuition about
consisteng: whenthesetof usablebucketschangesitemsshould
only moveif necessaryo presere anevendistribution.

Spread: Let beasetof views, altogetheicontaining

distinct buckets and eachindividually containingat least
buckets. For a rangedhashfunction and a particularitem , the
spread is the quantity . The spreadof a hash

function is the maximumspreadof anitem. The spread of
ahashfamily is if with high probability the spreadof arandom
hashfunctionfrom thefamily is

Theideabehindspreadsthatthereare peoplegachof whom
canseeat leasta constantfraction () of the buckets that are
visible to anyone. Eachpersortriesto assignanitem to abucket
usinga consistenhashfunction. The propertysaysthatacrosshe
entiregroup,thereareat most differentopinionsaboutwhich
bucket shouldcontainthe item. Clearly a good consistenthash
functionshouldhave low spreacdver all items.

Load: De ne asetof views ashefore. For a rangedhash
function andbucket , theload is thequantity .
Theload of a hashfunctionis the maximumload of a bucket. The
load of ahashfamilyis if with high probability arandomlycho-
senhashfunctionhasload . (Notethat is thesetof items

assignedo bucket in view .) Theload propertyis similar to
spread.Thesame peopleareback,but this time we considera
particularbucket insteadof anitem. The propertysaysthatthere
areat most distinctitemsthat at leastone personthinks be-
longsin the bucket. A good consistentashfunction shouldalso
have low load.

Our mainresultfor consistenhashingis Theorem4.1 which
shavstheexistenceof anef ciently computablanonotonicanged
hashfamily with logarithmicspreadandbalance.

We now give a constructionof a rangedhashfamily with good
properties Supposehatwe have two randomfunctions  and
Thefunction mapsbucketsrandomlyto theunitintenal, and
doesthe samefor items. is de ned to be the bucket
thatminimizes . In otherwords, is mappedo the
bucket“closest”to . Forreasonshatwill becomeapparentye ac-
tually needto have morethanonepointin theunit interval associ-
atedwith eachbucket. Assumingthatthe numberof bucketsin the
rangeis alwayslessthan , wewill need pointsfor each
bucket for someconstant . The easiestvay to view this is that
eachbucket is replicated times,andthen  mapseach
replicatedbucket randomly In orderto economizeon the spaceto
represent functionin the family, andon the useof randombits,
we only demandhatthefunctions and mappoints -
way independentlanduniformly to . Notethatfor eachpoint
we pick in theunitintenal, we needonly pick enoughrandombits
to distinguishthe point from all otherpoints. Thusit is unlikely
thatwe needmorethan numberof points bits for eachpoint.
Denotetheabove describechashfamily as

Theorem4.1 Theranged hashfamily  describedaborve hasthe
following properties:

1. ismonotone



2. Balance: For a xed view — for

and , and, conditionedon the choiceof , the
assignmentsfitemsto budketsare

3. Spead: If the numberof views for someconstant
, and the numberof items , thenfor , is

with probability greaterthan

4. Load: If and are asaboveg thenfor , is

with probability greaterthan

Proof (sketch): Monotonicityis immediate. Whena new bucket
is addedtheonly itemsthatmove arethosethatarenow closesto
oneof thenew bucket's associategoints.No itemsmove between
old buckets. The spreadandload propertiedollow from the obser
vationthatwith high probability a pointfrom everyview fallsinto
an intenal of length . Spreadfollows by observingthat
the numberof bucket pointsthat fall in this size intenval around
anitem pointis an upperboundon the spreadof thatitem, since
no otherbucket canbecloserin ary view. StandardChernof argu-
mentsapplyto thiscase Loadfollows by asimilaragumentvhere
we countthe numberof item pointsthatfall in theregion “owned”
by a bucket's associategoints. Balancefollows from thefactthat
when points are randomlymappedto the unit interval,
eachbucketis with highuprobabilityresponsibldor no morethan

a — fractionof theintenal. Thekey hereis to countthe number

of combinatroiallydistinctwaysof assigninghislargeafractionto
the pointsassociatedvith a bucket. This turnsoutto be
polynomialin . Wethenamuethatwith high probabilitynoneof
thesepossibilitiescouldactuallyoccurby shaving thatin eachone
anadditionalbucket pointis likely to fall. We deducethatthe ac-
tuallengthmustbesmallerthan . All of theabove proofs
canbedonewith only -way independeninappings. O

The following corollary is immediateandis usefulin the rest
of thepaper

Corollary 4.2 Wth the sameconditionsof the previoustheoem,
inary view — for and

In this sectionwe shaw haw the hashfamily just dexcrobedcan
beimplementeckfciently. Speci cally, the expectedunningtime
for asinglehashcomputatiorwill be . Theexpectatioris over
the choiceof hashfunction. The expectedrunningtime for adding
or deletinga bucket will be where is anupperbound
onthetotal numberof bucketsin all views.

A simple implementationusesa balancedbinary searchtree
to storethe correspondencketweensggmentsof the unit intenal
andbuclets. If thereare buckets,thentherewill be
intenals, so the searchtreewill have depth
single hashcomputationtakes
additionor removal of a bucket is
delete pointsfor eachbucket.

Thefollowing trick reducesheexpectedunningtime of ahash
computatiorto . Theideais to divide theintenal into roughly

equallength segments,andto keepa separatesearch
treefor eachsggment.Thus,thetime to computethe hashfunction
is the time to determinewhich intenal is in, plusthetime
to lookup the bucket in the correspondingsearchtree. The rst
timeis always . Since the expectednumberof pointsin each
segmentis , thesecondimeis in expectation.

Onecaveatto theabove is thatasthe numberof bucketsgrows,
the size of the subinterals needsto shrink. In orderto dealwith
thisissue we will useintenalsonly of length for some . At

rst wechoosehelargest suchthat . Then,

. Thus,a
time. Thetime for an
sincewe insertor

-wayindependent.

aspointsareaddedwe bisectsggmentsggraduallysothatwhenwe
reachthenext powerof , wehave alreadydividedall thesegments.
In thiswaywe amortizethework of dividing searcttreesoverall of

theadditionsandremovals. Anotherpointis thatthesearchreesin

adjacenemptyintenals mayall needto be updatedvhena bucket
is addedsincethey mayall now beclosesto thatbucket. Sincethe
expectedengthof arun of emptyintenalsis small,the additional
costis negligible. Foramorecompleteanalysisof therunningtime

we referto thecompleteversionof the paper

In this section,we discusssomeadditionalfeaturesof consistent
hashingvhich,thoughunneccessarfpr theremaindenof thepaper
demonstratsomeof its interestingproperties.

To give insightinto the monotoneproperty we will de ne a
new classof hashfunctionsandthenshaw thatthis is equivalentto
theclassof monotonaangechashfunctions.

A -hashfunction is a hashfunction of the familiar form

constructedasfollows. With eachitem ,
associat@ permutation of all thebuckets . De ne to
bethe rst bucketin the permutation thatis containedn the
view . Notethatthe permutationsieednot be choseruniformly
or independently

Theorem 4.3 Every monotoneranged hashfunctionis a -hash
functionandviceversa.

Proof (sketch): For arangechashfunction , associatéem with
the permutation

Suppose s the rst elementof an arbitrary view in this

permutation. Then Since
, monotonicityimplies

|

The equialencestatedin Theorem4.3 allows us to reason
aboutmonotonicrangedhashfunctionsin termsof permutations
associateaith items.

Universality: A rangedhashfamily is univessal if restricting
every function in the family to a single view createsa universal
hashfamily.

This propertyis oneway of requiringthata rangedhashfunc-
tion bewell-behaedin every view. The abore conditionis rather
stringent;it saysthatif a view is x ed, items are assignedan-
domly to the binsin thatview. Thisimpliesthatin ary view
theexpectedractionof itemsassignedo of thebucketsis
Using only monotonicityandthis fact aboutthe uniformity of the
assignmentwe candeterminethe expectednumberof itemsreas-
signedwhenthe setof usablebucketschangesThis relatesto the
informal notionof “smoothness”.

Theorem4.4 Let bea monotonic,univesal ranged hashfunc-
tion. Let and beviews. Theexpectedractionofitems for
which is

Proof (sketch): Countthe numberof itemsthat move aswe add
bucketsfrom  until theview is , andthendeletebuckets
downto

|

Notethatmonotonicityis usedonly to shawv anupperboundon
the numberof itemsreassignedo a nev bucket; this implies that
onecannot obtaina “more consistent'universalhashfunction by
relaxingthe monotonecondition.

We have shawn thatevery monotonerangedhashfunctioncan
be obtainedby associatingeachitem with a randompermutation



of buckets. The mostnaturalmonotoneconsistenhashfunction
is obtainedby choosinghesepermutationsndependentlanduni-

formly atrandom.We denotethis functionby

Theorem4.5 Thefunction is monotonicaanduniveisal. For item
andbudet ead of the following hold with probability at least
: and

— 2.

Proof: Monotonicity and universality are immediate;this leaves
spreadandload. De ne:

We use to denotea list of the bucketsin
which areorderedasin

First, considerspread.Recallthatin a particularview, item
is assignedo the rst bucket in which is alsoin the view.
Thereforejf every view containsoneof the rst  bucketsin
thenin every view item will be assignedo one of the rst
bucketsin . Thisimpliesthatitem is assignedo at most
distinctbucketsover all theviews.

We have to shav thatwith high probabilityevery view contains
oneof the rst  bucketsin . We do this by shaving thatthe
complemenhaslow probability; thatis, the probability thatsome
view containsnoneof the rst  bucketsis atmost

The probabilitythata particularview doesnot containthe rst
bucketin is atmost , sinceeachview containsatleast
a fraction of all buckets. The factthatthe rst bucket is not
in aview only reduceshe probability that subsequerucketsare
not in the view. Therefore the probability that a particularview
containsnoneof the rst  bucketsis at most

. By the union bound,the probability
thatevenoneof the views containsnoneof the rst  bucketsis
atmost

Now considelload. By similarreasoningeveryitem in every

view is assignedo one of the rst bucketsin

with probabilityat least . We shaw below thata x ed
bucket appearamongthe rst bucketsin for
atmost items with probabilityatleast . By theunion

bound,botheventsoccurwith highprobability Thisimpliesthatat
most itemsareassignedo bucket over all theviews.

All that remainsis to prove the secondstatement. The ex-
pectednumberof items for which the bucket appearsamong
the rst bucketsin is . Us-
ing Chernof boundswe nd thatbucket appearamongthe rst

bucketsin foratmost items with probability
atleast
O

A simpleapproacho constructinga consistenhashfunctionis
to assignrandomscoresto buckets, independentlyfor eachitem.
Sortingthescoresle nesarandompermutationandthereforehas
thegoodpropertieprovedin thethis section.However, nding the
bucket anitem belongsin requirescomputingall the scores.This
couldberestrictvly slow for largebucket sets.

In this sectionwe apply the techniquegievelopedin the last sec-
tion to thesimplehotspotprotocoldevelopedin section3. We now
relaxtheassumptiorthatclientsknow aboutall of thecachesWe

assumenly thateachmachineknows abouta fraction of the
cacheshoserby anad\ersary Thereis no differencen the proto-
col, exceptthatthe mapping is a consistenhashfunction. This
changewill not affectlateng. Thereforewe only analyzethe ef-
fectson swampingandstorage.The basicpropertiesof consistent
hashingare crucial in shaving that the protocol still works well.
In particular the blowup in the numberof requestsandstorageis
proportionalto themaximum and of thehashfunction.

Theorem5.1 If is implementedisingthe -wayindepen-
dentconsistenhashfunctionof Theoem4.1andif ead view con-
sistsof cadesthenwith probability at least
an arbitrary cace gets no more than

requests.

Proof (sketch): We look at the differenttreesof cachedor dif-
ferentviews for onepage, . Let denotethe number
of cachesn eachtree. We overlay thesedifferenttreeson onean-
otherto getanew treewherein eachnode thereis a setof caches.
Dueto the spreadpropertyof the consistenhashfunctionat most
cachesappearat ary nodein this combinedtree

with high probability In factsincethereareonly requeststhis
will betruefor thenodesof all the treesfor therequestegbages.
If denoteshe eventthat  appearsn the nodeof the
combinedtreefor page thenwe know from Corrollary 4.2 that
the probability of this eventis , where istheload which
is with high probability We conditionontheeventthat

and are which happenswvith high probability

Sinceacachen anodesendsoutatmost requestseachnode

in thecombinedreesendsoutatmost  requestsWe now adapt
theproof of Theorem3.1to this case.In Theoren3.1whereevery
machinewas awareof all the cachesanabstrachodewas as-
signedto ary givenmachinewith probability . We naw assign
andabstrachodeto agivenmachinewith probability . So
we haveascenariavith cachesvhereeachabstrachode

sendsoutupto requestgo its parentand  occursat eachab-
stractnodeindependentlyandwith probability . Therest
of theproofis very similarto thatof Theorem3.1.

|

Usingtechniquessimilar to thosein proof of Theorem5.1 we get
thefollowing lemma. The proofis deferredto the nal versionof
thepaper

Lemma 5.2 Thetotal numberof cachedpages, over all madines

is — with probability of A
givencache has cacedcopieswith high
probability.

Sofar we assumedhat every pair of machinescancommunicate
with equalease. In this sectionwe extend our protocol to take
the lateny betweermachines, , into account.The lateny of the
whole requestwill be the sum of the latenciesof the machine-
machinelinks crossedby the request. For simplicity, we assume
in this sectionthatall clientsareawareof all caches.

We extendour protocolto arestrictedclassof functions . In
particulay we assumehat is anultrametric Formally, anultra-
metricis a metric which obeys a more strict form of the triangle
inequality:



Theultrametricis anaturalmodelof Internetdistancessinceit
essentiallycaptureghehierarchicahatureof thelnternettopology
underwhich, for example,all machinesn a given university are
equidistantput all of themarefartheraway from anotheruniver-
sity, andstill fartherfrom anothercontinent. Thelogical point-to-
point connectyity is establishectopa physicalnetwork, andit is
generallythe casethatthe lateny betweertwo sitesis determined
by the “highestlevel” physicalcommunicationlink that mustbe
traversedon the pathbetweerthem. Indeed,anotherde nition of
anultrametricis asahierarchicaktlusteringof points. Thedistance
in the ultrametricbetweernwo pointsis completelydeterminedy
thesmallestlustercontainingbothof the points.

The only modi cation we male to the protocolis that when a
browser mapsthe tree nodesto caches,it only usescachesthat
areascloseto it asthe sener of the desiredpage. By doingthis,
we insurethat our pathto the sener doesnot containary caches
thatareunnecessariljar avay in themetric. The mappingis done
usinga consistentashfunction, which is the vital elementof the
solution.

Clearly, requiringthatbrowsersuse“nearby” cachesancause
swampingif thereis only onecacheandsenerneamary browsers.
Thus,in orderto avoid case®f degeneratailtrametricavherethere
arebrowsersthatarenot closeto ary cache,andwherethereare
clustersin the ultrametricwithout ary cachesn them,we restrict
thesetof ultrametricghatmaybepresentedb theprotocol. There-
strictionis thatin ary clustertheratioof thenumberf cacheso the
numberof bravsersmay not fall belov (recallthat ).
This restrictionmakes sensein the real world where cachesare
likely to be evenly spreadout over the Internet. It is alsoneces-
sary aswe can prove that a large numberof browvsersclustered
aroundonecachecanbe forcedto swampthat cachein somecir-
cumstances.

It is clearfrom theprotocolandthede nition of anultrametricthat
thelateny will benomorethanthedepthof thetree, ,times
thelateny betweerthe brovserandthe sener. Soonceagainwe
needonly look atswampingandstorage Theintuitionis thatinside
eachclusterthe boundswe provedfor the unit distancemodelap-
ply. Themonotonepropertyon consistenhashingwill allow usto
restrictour analysisto clusters.Thus,summingover these
clusterswe have only a blowupin thebound.

Theorem6.1 Let bean ultrametric. Supposehat eat browser
males at mostonerequest. Thenin the protocol above an arbi-
trary cachegetsnomore than

requestswith probability at least

whee isaparameter

Proof (sketch): Theintuition behindareproofis thefollowing. We
boundtheloadonamachine . Considetherankingof machines
accordingotheirdistancdrom . Suppose asks
for a pagefrom a machinecloserto itselfthan . Thenaccording
to ourmodi ed protocol,it will neverinvolve in therequestSo
weneedonly considemachine  if it asksfor apageatleastasfar
awayfromitselfas . It followsfromthede nition of ultrametrics
thatevery , is alsousedin therevisedprotocolby
Intuitively, our original protocol spreadload amongthe ma-
chinesso thatthe probability a machinegot on the pathfor a par
ticular pagerequestsvas . In our ultrametricpro-

tocol, playstheprotocolonasetof atleast machinesSo is
onthepathof therequesfrom  with probability
Summingover , theexpectedoadon is .

Statingthingsslightly moreformally, we considemla setof
nested“virtual” clusters Note that ary
browserin will useall machinesn in theprotocol.We
modify the protocolsothatsucha machineusesonly themachines
in . Thisonly reduceshenumberf machinest uses According
to the monotonicitypropertyof our consistenhashfunctions,this
only increasesheloadon machine

Now we canconsidereach separatelyand apply the static
analysis.Thetotalnumberf requestsirriving in oneof theclusters
underthemodi ed protocolis proportionato thenumberof caches
in the cluster so our static analysisappliesto the cluster This
gives us a boundof on theloadinducedon by
Sumnmingover the clustersprovesthetheorem. ([l

Usingtechniquesimilar to thosein proof of Theorem6.1 we get
thefollowing lemma.

Lemma 6.2 Thetotal numberof cachedpages, over all madines
is with probability of LA
givencache has cactedcopieswith high
probability.

Basically asin Plaxton/Rajaramarthe factthatour protocoluses
randomshortpathsto the sener malesit fault tolerant. We con-
sidera modelin which an adwersarydesignateshat someof the
cachingmachinesnaybedown thatis, ignoreall attemptsatcom-
munication.Remembethat our adwersarydoesnot getto seeour
randombits, andthuscannotsimply designatell machinesat the
top of atreeto be dowvn. The only restrictionis thata speci ed
fraction of the machinedn every view mustbe up. Underour
protocol,no preemptie cachingof pagess done.Thus,if asener
goesdown, all pageghatit hasnotdistributedbecomenaccessible
to ary algorithm. This problemcanbe eliminatedusingstandard
techniquessuchasRabin’s InformationDispersalAlgorithm [10].
Soweignoresener faults.

Obsere thata requests satis ed if andonly if all the caches
servingfor the nodesof the tree pathare not down. Sinceeach
nodeis mappedto a machine( -wise)independentlyit is trivial
(using standardChernof bounds)to lower boundthe numberof
abstrachodeghathave working pathsto theroot. Thisleadsto the
following lemma:

Lemma7.1 Supposdhat . With high probability,
thefractionof abstiact-treeleaveshat havea working pathto the
rootis . In particular, if , this
fractionis a constant.

The modi cation to the protocol is therefore quite simple.
Choosea parameter, andsimultaneouslysend requestdor the
page.A logarithmicnumberif requestss sufcient to give a high
probability of oneof therequestgoesthrough.This changen the
protocolwill of coursehave animpacton the system.Thisimpact
is describedn thefull paper

Note that sincecommunicatioris a chang thing on the Inter
net, failure to get a quick responsdrom a machineis not a par
ticularly goodindicationthatit is down. Thus,we focusedon the
toleranceof faults,andnotontheirdetection However, givensome
wayto decidethatamachinés down, our consistenhashfunctions
male it trivial to reassigrthework to othermachineslf ayoude-
cideamachines down, remorve it from your view.



Sofar, we have omittedary realmentionof time from our analy-
ses.We have insteadconsideredaindanalyzeda single“batch” of
requestsandarguedthat this batchcauses limited amountof
caching(storagaisagept every machinewhile simultaneouslar
guingthatno machinegetsswampedby the batch.In this section,
we shaw how this staticanalysiscarriesmplicationsfor atemporal
modelin which requestsrrive over time. Recallthatourtemporal
modelsaysthatbrovsersissuegequestatacertainrate .

Time is a problematicissuewhen modelingthe Internet, be-
causethe communicatiorprotocolsfor it have no guaranteese-
gardingtime of delivery. Thusary one requestcould take arbi-
trarily long. However, we can considerthe rate at which seners
receve requestsThis seemdik e anoverly simplisticmeasurebut
therateatwhichamachinecanreceve requestss in factthestatis-
tic thathardwaremanufcturersadwertise.We consideranintenal
of time , andapplyour“requestsall comeatonce”analysigo the
requestshatcomein thisintenal.

We canwrite the boundsfrom the staticanalysison
asfollows:

requests

cachesize cachéoad

Supposeanachineshave cachesize Considera time intenal
smallenougho male smallenouglsothat .
In otherwords,the numberof requestshatarrive in thisintenal is
insufcient, accordingo our staticanalysisfo usestorageexceed-
ing permachine. Thusonceamachinecaches pageduringthis
intenal, it keepst for theremaindenf theintenal. Thusour static
analysiswill applyoverthisinterval. This givesusaboundon how
mary requestanarrive in theintenal. Dividing by the intenal
length,we gettherateatwhichcacheseerequests:
Pluggingin the boundsrom Section3, we getthefollowing:

Theorem 8.1 If our madineshave storage, for

someconstant , thenwith probability , the boundon the

rate of new requestger cache whenwe have madinesof size
is — —

Obsere the tradeofs implicit in this theorem. Increasing
causeghe load to decreaseproportionately but never belov
Increasing increaseghe load linearly (but re-

ducesthe numberof hopson a requestpath). Increasing seems
only to hurt, suggestinghatwe shouldalwaystake

Theabove analysisusedtherateat which requestsvereissued
to measurethe rate at which connectionsare establishedo ma-
chines. If we alsoassumehat eachconnectionlastsfor a nite
duration thisimmediatelytranslatesnto aboundonthe numberof
connection®penatamachineatary giventime.

This paperhasfocusedon one particularcachingproblem—that
of handlingreadrequeston the Weh We believe the ideashave
broaderapplicability In particular consistenthashingmay be a
usefultool for distributing informationfrom namesenerssuchas
DNS andlabelsenerssuchasPICSin aload-balance@dndfault-
tolerantfashion. Our two schemesnay togethemrovide aninter-
estingmethodfor constructingnulticasttrees[4].
Anotherimportantway in which our ideascould be extended
is in handlingpageswvhoseinformationchangesver time, dueto
eithersener or clientactiity. If weaugmenburprotocolto let the
sener know which machinesare currently cachingits page,then
the sener cannotify suchcachesvhenaer the dataon its pages
changesThis mightwork particularlywell in conjunctionwith the
currentlyunderdevelopmentmulticastprotocols[4] thatbroadcast

informationfrom a sener to all the client memberof a multicast
“group’ Our protocolcanbe mappednto this modelif we assume
thatevery machiné‘caching”apaggoinsamulticastgroupfor that

page. Evenwithout multicast,if eachcachekeepstrack, for each
pageit cachespf theatmost othercachest hasgiventhe page
to, thennoti cation of changesanbe sentdown the treeto only

thecacheghathave copies.

It remainsopenhow to dealwith time whenmodelingthe In-
ternet,becausehe communicationprotocolshave no guarantees
regardingtime of delivery. Indeedatthepacletlevel, therearenot
evenguaranteesegardingeventualdelivery. This suggestsnodel-
ing the Internetas somekind of distributedsystem. Clearly, in a
modelin which thereare no guaranteesegardingdelivery times,
thebestonecanhopeto prove is someof theclassicalivenessand
safetypropertiesunderlyingdistributedalgorithms. It is not clear
whatonecanprove aboutcachingandswampingin suchamodel.
We think thatthereis signi cant researchio be doneon the proper
way to modelthis aspecbf thenternet.

We alsobelieve thatinterestingopenquestiongemainregard-
ing the methodof consistenhashingthatwe presenin this paper
Amongthemarethe following. Is therea -universalconsistent
hashfunction that can be evaluatedef ciently?? What tradeofs
canbeachieved betweerspreacandload? Are theresomekind of
“perfect” consistenhashfunctionsthat can be constructedieter
ministically with the samespreadandload boundswe give? On
what othertheoreticalproblemscan consistentashinggive us a
handle?
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