
ConsistentHashingandRandomTrees:
DistributedCachingProtocolsfor Relieving Hot Spotson theWorld WideWeb

�

David Karger
�

Eric Lehman
�

TomLeighton
��� �

Matthew Levine
�

DanielLewin
�

RinaPanigrahy
�

���	��

���	��


Wedescribeafamily of cachingprotocolsfor distrib-utednetworks
thatcanbeusedtodecreaseoreliminatetheoccurrenceof hotspots
in thenetwork. Ourprotocolsareparticularlydesignedfor usewith
very large networks suchasthe Internet,wheredelayscausedby
hotspotscanbesevere,andwhereit is not feasiblefor everyserver
to have completeinformationaboutthe currentstateof the entire
network. Theprotocolsareeasyto implementusingexisting net-
work protocolssuchas TCP/IP, and requirevery little overhead.
Theprotocolswork with local control,make ef�cient useof exist-
ing resources,andscalegracefullyasthenetwork grows.

Our cachingprotocolsarebasedon a specialkind of hashing
that we call consistenthashing. Roughly speaking,a consistent
hashfunction is onewhich changesminimally asthe rangeof the
function changes. Throughthe developmentof good consistent
hashfunctions,weareableto developcachingprotocolswhichdo
not requireusersto have a currentor even consistentview of the
network. Webelieve thatconsistenthashfunctionsmayeventually
prove to be useful in otherapplicationssuchasdistributedname
serversand/orquorumsystems.
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In this paper, we describecachingprotocolsfor distributed net-
works that can be usedto decreaseor eliminatethe occurrences
of “hot spots”.Hot spotsoccurany time a largenumberof clients
wish to simultaneouslyaccessdatafrom a singleserver. If thesite
is not provisionedto dealwith all of theseclientssimultaneously,
servicemaybedegradedor lost.

Many of ushave experiencedthe hot spotphenomenonin the
context of the Web. A Web site cansuddenlybecomeextremely
popularandreceive farmorerequestsin arelatively shorttimethan
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it wasoriginally con�guredto handle.In fact,asitemayreceiveso
many requeststhatit becomes“swamped,” whichtypically renders
it unusable.Besidesmakingtheonesiteinaccessible,heavy traf�c
destinedto onelocationcancongestthenetwork nearit, interfering
with traf�c atnearbysites.

As useof the Web hasincreased,so hasthe occurrenceand
impactof hot spots.Recentfamousexamplesof hot spotson the
WebincludetheJPLsiteaftertheShoemaker-Levy 9 cometstruck
Jupiter, an IBM site during the DeepBlue-Kasparov chesstour-
nament,andseveral political siteson thenight of the election. In
someof thesecases,usersweredeniedaccessto asitefor hoursor
evendays.Otherexamplesincludesitesidenti�ed as“Web-site-of-
the-day”andsitesthatprovidenew versionsof popularsoftware.

Ourwork wasoriginally motivatedby theproblemof hotspots
on theWorld Wide Web. We believe thetoolswe developmaybe
relevant to many client-server models,becausecentralizedservers
on the InternetsuchasDomainNameservers,Multicast servers,
andContentLabelserversarealsosusceptibleto hot spots.
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Several approachesto overcomingthe hot spotshave beenpro-
posed.Mostusesomekind of replicationstrategy to storecopiesof
hot pagesthroughouttheInternet;this spreadsthework of serving
ahotpageacrossseveralservers.In oneapproach,alreadyin wide
use,several clientssharea proxycache. All userrequestsarefor-
wardedthroughtheproxy, which triesto keepcopiesof frequently
requestedpages.It triesto satisfyrequestswith acachedcopy; fail-
ing this, it forwardsthe requestto the homeserver. Thedilemma
in this schemeis that thereis morebene�t if moreuserssharethe
samecache,but thenthecacheitself is liable to getswamped.

Malpanietal. [6] work aroundthisproblemby makingagroup
of cachesfunctionasone. A user's requestfor a pageis directed
to an arbitrarycache. If the pageis storedthere,it is returnedto
the user. Otherwise,the cacheforwardsthe requestto all other
cachesvia a specialprotocolcalled“IP Multicast”. If the pageis
cachednowhere,the requestis forwardedto the homesite of the
page. The disadvantageof this techniqueis that as the number
of participatingcachesgrows, even with the useof multicast,the
numberof messagesbetweencachescanbecomeunmanageable.
A tool that we develop in this paper, consistenthashing, givesa
way to implementsucha distributedcachewithout requiringthat
thecachescommunicateall thetime. Wediscussthis in Section4.

Chankhunthodet al. [1] developedtheHarvestCache,a more
scalableapproachusinga treeof caches.A userobtainsa pageby
askinganearbyleafcache.If neitherthiscachenoritssiblingshave
thepage,therequestis forwardedto thecache's parent.If a page
is storedby no cachein the tree, the requesteventually reaches
the root and is forwardedto the homesite of the page. A cache



retainsacopy of any pageit obtainsfor sometime. Theadvantage
of a cachetreeis thata cachereceivespagerequestsonly from its
children(andsiblings),ensuringthatnot too many requestsarrive
simultaneously. Thus,many requestsfor a pagein a shortperiod
of timewill only causeonerequestto thehomeserverof thepage,
andwon't overloadthe cacheseither. A disadvantage,at leastin
theory, is that thesametreeis usedfor all pages,meaningthat the
root receivesat leastonerequestfor every distinctpagerequested
of theentirecachetree. This canswamptheroot if thenumberof
distinct pagerequestsgrows too large, meaningthat this scheme
alsosuffersfrom potentialscalingproblems.

Plaxton and Rajaraman[9] show how to balancethe load
amongall cachesby usingrandomizationandhashing.In partic-
ular, they usea hierarchyof progressively larger setsof “virtual
cachesites” for eachpageandusea randomhashfunction to as-
sign responsibilityfor eachvirtual site to an actualcachein the
network. Clientssenda requestto a randomelementin eachsetin
thehierarchy. Cachesassignedto agivensetcopy thepageto some
membersof thenext, largersetwhenthey discover that their load
is too heavy. This givesfastresponsesevenfor popularpages,be-
causethelargestsetthathasthepageisnotoverloaded.It alsogives
goodloadbalancing,becauseamachinein asmall(thusloaded)set
for onepageis likely to bein alarge(thusunloaded)setfor another.
PlaxtonandRajaraman's techniqueis alsofault tolerant.

ThePlaxton/Rajaramanalgorithmhasdrawbacks,however. For
example,sincetheir algorithmsendsa copy of eachpagerequest
to a randomelementin every set,thesmallsetsfor a popularpage
areguaranteedto beswamped.In fact,thealgorithmusesswamp-
ing asa featuresinceswampingis usedto triggerreplication.This
workswell in their modelof a synchronousparallelsystem,where
a swampedprocessoris assumedto receive a subsetof theincom-
ing messages,but otherwisecontinuesto functionnormally. Onthe
Internet,however, swampinghasmuchmoreseriousconsequences.
Swampedmachinescannotbe relieduponto recover quickly and
mayevencrash.Moreover, theintentionalswampingof largenum-
bersof randommachinescouldwell beviewedunfavorablyby the
ownersof thosemachines.ThePlaxton/Rajaramanalgorithmalso
requiresthatall communicationsbesynchronousand/orthatmes-
sageshave priorities,andthat the setof cachesavailablebe �x ed
andknown to all users.
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Here,we describetwo tools for datareplicationandusethemto
give a cachingalgorithmthatovercomesthedrawbacksof thepre-
cedingapproachesandhasseveraladditional,desirableproperties.

Our �rst tool, randomcache trees, combinesaspectsof the
structuresusedby Chankhunthodet al. and Plaxton/Rajaraman.
Like Chankhunthodet al., we usea treeof cachesto coalescere-
quests. Like Plaxtonand Rajaraman,we balanceload by using
a different tree for eachpageandassigningtreenodesto caches
via a randomhashfunction. By combiningthe best featuresof
Chankhunthodet al. andPlaxton/Rajaramanwith our own meth-
ods, we prevent any server from becomingswampedwith high
probability, a propertynot possessedby either Chankhunthodet
al. or Plaxton/Rajaraman.In addition,our protocolshows how to
minimize memoryrequirements(without signi�cantly increasing
cachemissrates)by only cachingpagesthathavebeenrequesteda
suf�cient numberof times.

We believe that theextra delayintroducedby a treeof caches
shouldbe quite small in practice. The time to requesta pageis
multiplied by the treedepth. However, the pagerequesttypically
takesso little time that the extra delayis not great. The returnof
a pagecanbe pipelined;a cacheneednot wait until it receivesa
wholepagebeforesendingdatato its child in thetree. Therefore,
thereturnof apagealsotakesonly slightly longer. Altogether, the

addeddelayseenby auseris small.
Our secondtool is a new hashingschemewe call consistent

hashing. This hashingschemedifferssubstantiallyfrom thatused
in Plaxton/Rajaramanandotherpracticalsystems.Typicalhashing
basedschemesdo a goodjob of spreadingload througha known,
�x ed collectionof servers. The Internet,however, doesnot have
a �x ed collection of machines. Instead,machinescomeand go
as they crashor are broughtinto the network. Even worse, the
informationaboutwhatmachinesarefunctionalpropagatesslowly
throughthenetwork, sothatclientsmayhaveincompatible“views”
of whichmachinesareavailableto replicatedata.Thismakesstan-
dardhashinguselesssinceit relies on clientsagreeingon which
cachesareresponsiblefor servinga particularpage.For example,
Feeley etal [3] implementadistributedglobalsharedmemorysys-
temfor anetwork of workstationsthatusesahashtabledistributed
amongthe machinesto resolve references.Eachtime a new ma-
chinejoins thenetwork, therequirea centralserver to redistribute
acompletelyupdatedhashtableto all themachines.

Consistenthashingmay helpsolve suchproblems.Like most
hashingschemes,consistenthashingassignsasetof itemsto buck-
ets so that eachbin receives roughly the samenumberof items.
Unlike standardhashingschemes,a smallchangein thebucket set
doesnot inducea total remappingof items to buckets. In addi-
tion, hashingitemsinto slightly differentsetsof bucketsgivesonly
slightly differentassignmentsof itemsto buckets. We apply con-
sistenthashingto our tree-of-cachesscheme,and show how this
makesthe schemework well even if eachclient is awareof only
a constantfractionof all thecachingmachines.In [5] Litwin et al
proposesa hashfunction thatallows bucketsto be addedoneat a
timesequentially. Howeverourhashfunctionallowsthebucketsto
beaddedin anarbitraryorder. Anotherschemethatwecanimprove
on is given by Devine [2]. In addition,we believe that consistent
hashingwill be usefulin otherapplications(suchasquorumsys-
tems[7] [8] or distributednameservers)wheremultiplemachines
with differentviews of thenetwork mustagreeon a commonstor-
agelocationfor anobjectwithoutcommunication.
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In Section2 we describeour modelof the Web andthe hot spot
problem. Our model is necessarilysimplistic, but is rich enough
to developandanalyzeprotocolsthatwe believe maybeusefulin
practice.In Section3,wedescribeourrandomtreemethodanduse
it in acachingprotocolthateffectively eliminateshotspotsundera
simpli�ed model.Independentof Section3, in Section4wepresent
ourconsistenthashingmethodanduseit to solvehotspotsundera
differentsimpli�ed modelinvolving inconsistentviews.

In Section5 weshow how ourtwo techniquescanbeeffectively
combined.In Section6 weproposeasimpledelaymodelthatcap-
tureshierarchicalclusteringof machineson theInternet.We show
thatour protocolcanbeeasilyextendedto work in this morereal-
istic delaymodel. In Sections7 and8 we considerfaultsandthe
behavior of the protocolover time, respectively. In Section9 we
discusssomeextensionsandopenproblems.
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In several placeswe make useof hashfunctionsthat mapobjects
into arange.Forclarityweassumethatthesefunctionsmapobjects
in a truly randomfashion,i.e. uniformly and independently. In
practice,hashfunctionswith limited independencearemoreplau-
sible sincethey economizeon spaceand randomness.We have
proven all theoremsof this paperwith only limited independence
usingmethodssimilar to thosein [11]. However, in this extended
abstractwe only statethedegreeof independencerequiredfor re-
sultsto hold. Proofsassuminglimited independencewill appearin



thefull versionof thispaper.
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This sectionpresentsour modelof theWebandthehotspotprob-
lem.

We classifycomputerson the Web into threecategories. All
requestsfor Web pagesareinitiatedby browsers. Thepermanent
homesof Webpagesareservers. Cachesareextramachineswhich
we useto protectservers from the barrageof browser requests.
Throughoutthe paper, the set of cachesis � and the numberof
cachesis � .

Eachserver is hometo a �x ed setof pages.Cachesarealso
ableto storea numberof pages,but this setmaychangeover time
asdictatedby a cachingprotocol. We generallyassumethat the
contentof eachpageis unchanging,thoughSection9 containsa
discussionof this issue.Thesetof all pagesis denoted� .

Any machinecan senda messagedirectly to any other with
the restrictionthat a machinemay not be awareof the existence
of all caches;we requireonly thateachmachineis awareof a ���
	

fraction of the cachesfor someconstant	 . The two typical types
of messagesare requestsfor pagesand the pagesthemselves. A
machinewhich receivestoo many messagestoo quickly ceasesto
functionproperlyandis saidto be“swamped”.

�
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measuresthe time for a messagefrom machine�

 

to arrive at machine�

% . We denotethis quantity �����

 ��

�

%�� . In
practice,of course,delayson the Internetarenot so simply char-
acterized.Thevalueof � shouldberegardedasa “bestguess”that
we optimizeon for lack of betterinformation; the correctnessof
a protocolshouldnot dependon valuesof � (which couldactually
measureanything suchasthroughput,priceof connectionor con-
gestion)beingexactly accurate.Notethatwe do not make latency
a functionof messagesize;this issueis discussedin Section3.2.1.

All cacheand server behavior and somebrowser behavior is
speci�ed in our protocol. In particular, theprotocolspeci�eshow
cachesandserversrespondto pagerequestsandwhich pagesare
storedin a cache.The protocolalsospeci�esthe cacheor server
to which a browsersendseachpagerequest.All control mustbe
local; the behavior of a machinecandependonly on messagesit
receives.

An adversarydecideswhich pagesarerequestedby browsers.
However, theadversarycannotseerandomvaluesgeneratedin our
protocolandcannotadapthis requestsbasedon observed delays
in obtainingpages.We considertwo models.First, we considera
staticmodelin whichasingle“batch” of requestsis processed,and
requirethatthenumberof pagerequestsbeatmost  "!$#�� where

# is a constantand � is the numberof caches.We thenconsider
a temporalmodelin which theadversarymayinitiatenew requests
for pagesat rateat most % ; that is, in any time interval &(')� , he
mayinitiateatmost %*& requests.

�
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The“hot spotproblem”is to satisfyall browserpagerequestswhile
ensuringthatwith highprobabilityno cacheor server is swamped.
Thephrase“with highprobability”means“with probabilityat least

�.-/����0 ”, where0 is acon�denceparameterusedthroughoutthe
paper.

While our basicrequirementis to prevent swamping,we also
havetwoadditionalobjectives.The�rst is tominimizecachemem-
ory requirements.A protocolshouldwork well without requiring
any cacheto storea largenumberof pages.A secondobjective is,
naturally, to minimizethedelayabrowserexperiencesin obtaining
apage.
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In this sectionwe introduceour �rst tool, randomtrees. To sim-
plify thepresentation,wegiveasimplecachingprotocolthatwould
work well in asimplerworld. In particular, wemake thefollowing
simpli�cations to themodel:

1. All machinesknow aboutall caches.

2. �����43

�

�65

�

!7� for all 8:9 !<; .

3. All requestsaremadeat thesametime.

This restrictedmodelis “static” in thesensethat thereis only
onebatchof requests;we neednotconsiderthelong-termstability
of thenetwork.

Undertheserestrictionswe show a protocolthathasgoodbe-
havior. Thatis, with highprobabilityno machineis swamped.We
achieve a total delayof =>��?A@�BC�

� andprove that it is optimal. We
usetotalcachespacewhich is a fractionof thenumberof requests,
andevenly divided amongthe caches.In subsequentsectionswe
will show how to extend the protocolso asto preserve the good
behavior without thesimplifying assumptions.

The basicideaof our protocol is an extensionof the “tree of
caches”approachdiscussedin theintroduction.Weusethis treeto
ensurethat no cachehasmany “children” askingit for a particu-
lar page.As discussedin the introduction,levelsneartheroot get
many requestsfor a pageeven if the pageis relatively unpopular,
sobeingtherootfor many pagescausesswamping.Ourtechnique,
similarto Plaxton/Rajaraman's, is to useadifferent,randomlygen-
eratedtreefor eachpage.This ensuresthatno machineis nearthe
rootfor many pages,thusproviding goodloadbalancing.Notethat
we cannotmake useof the analysisgiven by Plaxton/Rajaraman,
becauseour main concernis to prevent swamping,whereasthey
allow machinesto beswamped.

In Section3.1below, we de�ne our protocolprecisely. In Sec-
tion 3.2,we analyzetheprotocol,boundingtheloadon any cache,
the storageeachcacheuses,andthe delaya browserexperiences
beforegettingthepage.
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Weassociatea rootedD -ary tree,calledanabstract tree, with each
page.Weusethetermnodesonly in referenceto thenodesof these
abstracttrees. The numberof nodesin eachtree is equalto the
numberof caches,and the tree is asbalancedaspossible(so all
levels but the bottomare full). We refer to nodesof the treeby
their rank in breadth-�rstsearchorder. The protocolis described
asrunningon theseabstracttrees;to supportthis, all requestsfor
pagestake theform of a4-tupleconsistingof theidentityof there-
quester, thenameof thedesiredpage,asequenceof nodesthrough
whichtherequestshouldbedirected,andasequenceof cachesthat
shouldactasthosenodes.To determinethelattersequence,thatis,
whichcacheactuallydoesthework for agivennode,thenodesare
mappedto machines.The root of a treeis alwaysmappedto the
server for thepage.All theothernodesaremappedto thecaches
by a hashfunction EGFH�JILKM�ON�N�NP�RQTSU� , which mustbe dis-
tributedto all browsersandcaches.In ordernot to createcopiesof
pagesfor whichtherearefew requests,wehaveanotherparameter,

V , for how many requestsacachemustseebeforeit bothersto store
acopy of thepage.

Now, givenahashfunction E , andparametersD and V , ourpro-
tocol is asfollows:

Browser Whena browserwantsa page,it picksa randomleaf to
root path,mapsthenodesto machineswith E , andasksthe
leaf nodefor thepage.Therequestincludesthenameof the
browser, thenameof thepage,thepath,andtheresultof the
mapping.



Cache Whena cachereceivesa request,it �rst checksto seeif it
is cachinga copy of thepageor is in theprocessof getting
oneto cache.If so,it returnsthepageto therequester(afterit
getsitscopy, if necessary).Otherwiseit incrementsacounter
for the pageandthe nodeit is actingas,andasksthe next
machineon thepathfor thepage.If thecounterreachesV , it
cachesacopy of thepage.In eithercasethecachepassesthe
pageon to therequesterwhenit is obtained.

Server Whena server receivesa request,it sendsthe requestera
copy of thepage.

��& �
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Theanalysisis broken into threeparts.We begin by showing that
the latency in processinga requestis likely to besmall,underthe
assumptionthatno server is swamped.We thenshow thatno ma-
chine is likely to be swamped. We concludeby showing that no
cacheneedstoretoomany pagesfor theprotocolto work properly.

Theanalysisof swampingrunsmuchthesameway, exceptthat
the“weights” onourabstractnodesarenow thenumberof requests
arriving at thosenodes.As above, thenumberof requeststhathit a
machineis boundedby theweightof nodesmappedto it.

��& � & ���

�+

�

�

�

�

Underour protocol,the delaya browserexperiencesin obtaining
a pageis determinedby theheightof the tree. If a requestis for-
wardedfrom a leaf to the root, the latency is twice the lengthof
the path, � ?A@�B�� � . If the requestis satis�ed with a cachedcopy,
the latency is only less. If a requeststopsat a cachethat is wait-
ing for a cachecopy, the latency is still lesssincea requesthas
alreadystartedup thetree.Notethat D canprobablybemadelarge
in practice,sothis latency will bequitesmall.

Notethatin practice,thetimerequiredto obtaina largepageis
notmultipliedby thenumberof stepsin apathoverwhichit travels.
The reasonis that the pagecanbe transmittedalong the path in
a pipelinedfashion. A cachein the middle of the pathcanstart
sendingdatato thenext cacheassoonasit receivessome;it need
not wait to receive thewholepage.This meansthatalthoughthis
protocolwill increasethedelayin gettingsmallpages,theoverhead
for largepagesis negligible. Theexistenceof treeschemes,likethe
HarvestCache,suggeststhatis acceptablein practice.

Our boundis optimal(up to constantfactors)for any protocol
that forbids swamping. To seethis, considermaking � requests
for a singlepage.Look at thegraphwith nodescorrespondingto
machinesand edgescorrespondingto links over which the page
is sent. Small latency implies that this graphhassmall diameter,
which implies that somenodemusthave high degree,which im-
pliesswamping.
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Theintuition behindouranalysisis thefollowing. Firstweanalyze
thenumberof requestsdirectedto theabstracttreenodesof various
pages.Thesegive“weights” to thetreenodes.Wethenanalyzethe
outcomewhenthe treenodesaremappedby a hashfunctiononto
the actualcachingmachines:a machinegetsasmany requestsas
the total weight of nodesmappedto it. To boundthe projected
weight,we �rst give a boundfor the casewhereeachnodeis as-
signedto a randommachine. This is a weightedversionof the
familiar balls-in-binstypeof analysis.Our analysisgivesa bound
with anexponentialtail. Wecanthereforeargueasin [11] thatit ap-
pliesevenwhentheballsareassignedto binsonly � !
� ��?A@ B 0

� -
way independently. This canbe achieved by usinga � -universal
hashfunctionto maptheabstracttreenodesto machines.

We will now analyzeour protocolunderthesimpli�ed model.
In this“static” analysisweassumefor now thatcacheshaveenough
spacethatthey neverhave to evict pages;thismeansthatif acache
hasalreadymade V requestsfor a pageit will not make another
requestfor thesamepage.In Theorem3.1weprovidehigh proba-
bility boundsonthenumberof requestsacachegets,assumingthat
all theoutputsof thefunction E areindependentandrandom.The-
orem3.4extendsour high probabilityanalysisto thecasewhen E

is a � -way independentfunction. In particularwe show thatit suf-
�ces to have � logarithmicin thesystemparametersto achieve the
samehighprobabilityboundsaswith full independence.
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Theorem3.1 If E is chosenuniformly and at randomfrom the
spaceof functions� I KM�ON�N�NP�RQ�� S � thenwith probabilityat least

� - ����0 , where 0 is a parameter, thenumberof requestsa given
cachegetsis nomore than

#

�

� ?A@ B � �����

�

? @�BC0

?A@ BH?A@�BC0����

�����

D

V

? @�BC0

?A@ B��

���

 

?A@ BC0"!

� ?A@ BH0$#

Notethat #H?A@�B�� � is theaveragenumberof requestspercache
sinceeachbrowserrequestcouldgiveriseto ?A@ B

�
� requestsupthe

trees.The
 &% ')(+*

% ')(+% ')(&*

termarisesbecauseat theleafnodesof a tree's

pagesomecachecouldoccur
% ')(,*

% ')(�% ')(,*

times(balls-in-bins)andthe
adversarycouldchooseto devote all  requeststo thatpage.We
prove theabove Theoremin therestof thesection.

We split the analysisinto two parts. First we analyzethe re-
queststo a cachedueto its presencein the leaf nodesof the ab-
stracttreesandthenanalyzetherequestsdueto its presenceat the
internalnodesandthenaddthemup.
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Due to spacelimitations, we give a proof that only applieswhen
010  . Its extensionto small 0 is straightforward but long.
Observethattherequestsfor eachpagearebeingmappedrandomly
onto the leaf nodesof its abstracttree. And thentheseleaf nodes
aremappedrandomlyontothesetof caches.Look at collectionof
all the leaf nodesandthe numberof requests(weight) associated
with eachoneof them. The varianceamongthe “weights” of the
leaf nodesis maximizedwhenall the requestsare madefor one
page. This is also the casewhich maximizesthe numberof leaf
noderequestsonacache.

Eachpage's tree hasabout �>� �>- ��� D

� leaf nodes. Sincea
machine� hasa ��� � chanceof occurringataparticularleafnode,
with probability � - ����0 it will occurin � �

% ')(+*

% ')(�% ')(&*

� leafnodes.In

fact,sincethereareat most  requests,� will occur � �

% ')(+*

% ')(�% ')(&*

�

timesin all thoserequestedpages'treeswith probability � -  ��0 .
Givenanassignmentof machinesto leafnodessothat � occurs

� �

% ')(,*

% ')(+% ')(,*

� timesin eachtree,theexpectednumberof requests�

getsis  

 

2

� �

% ')(,*

% ')(+% ')(,*

� which is � �

 &% ')(&*

% ')(�% ')(,*

� . Also, oncethe as-
signmentof machineto leafnodesis �x ed,thenumberof requests

� getsis a sumof independentBernoulli variables.So by Cher-
noff bounds� gets� �

 &% ')(+*

% ')(+% ')(,*

� ?A@ BH0

� requestswith probability

�:-$�
��0 . Sowe concludethat � gets � �

 ,% ')(&*

% ')(+% ')(,*

�L?A@�BC0

� with
probabilityatleast� - �  3� �

�

��0 . Replacing0 by 0

%

andassum-
ing 0 'L wecansaythatthesameboundholdswith probability

� - �
��0 . It is easyto extendthis proof so that the boundholds
evenfor 054$ .
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Againwethink of theprotocolas�rst runningontheabstracttrees.
Now no abstractinternalnodegetsmorethan D

V requestsbecause
eachchild nodegivesout at most V requestsfor a page.Consider
any arbitraryarrangementof pathsfor all the  requestsup their
respectivetrees.Sincethereareonly  requestsin all wecanbound
thenumberof abstractnodesthatget D

V requests.In factwe will
boundthe numberof abstractnodesover all treeswhich receive
between�

5 and �

5

�  

requestswhere ���

V

;�� ? @�BHD

V

- � . Let
�

5 denotethe numberof abstractnodesthat receive between�

5

and �

5

�  

requests.Let ��� be the numberof requestsfor page	 .
Then 
������  . Sinceeachof the  requestsgives rise to at
most ?A@ B � � requestsup the trees,the total numberof requestsis
no morethan  ?A@ B � � . So,

% ')(�


� �����

 

�

5����

�

5

�

5��$ ?A@ B � � (1)

Lemma 3.2 Thetotal numberof internal nodeswhich receiveat
least V�� requestsis at most�� �

� if �

'"�

Proof (sketch): Look at thetreeinducedby therequestpaths,con-
tractoutdegree1 nodes,andcountinternalnodes.

For �

!7� therecanclearlybenomorethan  ? @�B+� � requests.
Theprecedinglemmatellsusthat �

5 , thenumberof abstractnodes
thatreceivebetween�

5 and �

5

�
 

requests,is atmost
%��

%�� exceptfor
; !�� . For ; !�� , �

5 will beatmost  ?A@ B
�

� . Now theprobabil-
ity thatmachine� assumesagivenoneof these�

5 nodesis ��� � .
Sinceassignmentsof nodesto machinesareindependenttheprob-
ability thatamachine� is receivesmorethan  of thesenodesis at
most ��!

�

"

! � �
���

�

"

� �$#

�

5
� �% 

�

"

. In orderfor theright handside
to beassmallas �
��0 we musthave  !'& �

!

�

2

�

% ')(,*

% ')((
*)

+

�

% ')(,*

�

� .

Notethat thelatter termwill bepresentonly if
2

!

�

?A@ BC0 ' � . So

 is � �

!

�

2

�

% ')(+*

% ')(�
,)

+

�

% ')(&*

�

� with probabilityat least � -L����0 .

Sowith probabilityat least �C- ? @�B*��D

V

�

��0 thetotalnumberof
requestsreceivedby � dueto internalnodeswill beof theorderof

% ')(�


� �����
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5-�.�

�

5

�
 

�

�

5

�

�

? @�BC0

? @�B*�

2

!

�

?A@�BC0

�

#

! �
#O? @�B�� � �����

D

V

?A@ BH0

?A@ B*�

� �

 

?A@�BC0

�

� ?A@�BC0$#

By combiningthehighprobabilityboundsfor internalandleaf
nodes,wecansaythatamachinegets

#

�

� ?A@�B � � ���

�

?A@ BC0

?A@ BO? @�BC0

���

�����

D

V

?A@ BH0

?A@ B3�

� �

 

?A@ BH0 !

�(? @�BC0$#

requestswith probabilityat least � -�� �

% ')(

� �

*

� . Replacing0 by
0 ?A@ B*��D

V

� andignoring ?A@ BO? @�B ��D

V

� in comparisionwith D

V weget
Theorem3.1.
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In this sectionwe
show thatthehigh probabilityboundwe have provenfor thenum-
berof requestsreceivedby amachine� is tight.

Lemma 3.3 There exists a distribution of  requeststo pages
so that a given machine � gets & � #O? @�B

�
� �J#

% ')(,*

% ')(+% ')(,*

�

� �

% ')(,*

% ')(

�0/21

3

% ')(+*

!

� requestswith probabilityat least ����0 .

Proof: Full paper.
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� � �
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� � 	 �

�

� �
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E We now extendour high
probabilityanalysisto functions E thatarechosenat randomfrom
a � -universalhashfamily.

Theorem3.4 If E is chosenat randomfrom a � -universal hash
familythenwithprobabilityat least � -6�
��0 a givencachereceives
nomorethan �
#H? @�B�� �3� � � � �

V

0/��D � #

� �

 65-7

� �.�
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� �
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�

�

 

% ')(
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� � requests.

Proof: The full proof is deferredto the �nal versionof thepaper.
This resultdoesnot follow immediatelyfrom the resultsof [11],
but involvesasimilarargument.

Setting� !$?A@ BH0 wegetthefollowing corollary.

Corollary 3.5 Thehigh probability boundproved in theorem3.1
for thenumberof requestsa cachegetsholdsevenif E is selected
froma ?A@ BC0 -universal hashfamily.

In fact,this canbeshown to betruefor all theboundsthatwewill
prove later, i.e., it suf�ces � to belogarithmicin thesystemsize.

��&���&�� �


��'���

�

�

In this section,we discusstheamountof storageeachcachemust
have in orderto make our protocolwork. The amountof storage
requiredat a cacheis simply thenumberof pagesfor which it re-
ceivesmorethan V requests.

Lemma 3.6 Thetotal numberof cachedpages,over all machines,
is � ��?A@ BC ?A@�B

�
���

�

�

� with probability at least � -$���� 98




 

�

. A
givencache � has � �

 

�

� ? @�BC 

� cachedcopieswith high proba-
bility.

Proof (sketch): Theanalysisis verysimilarto thatin proofof The-
orem3.1. Weagainplay theprotocolon theabstracttrees.Sincea
pageis cachedonly if it requestedV times,weassigneachabstract
nodeaweightof oneif it getsmorethan V requestsandzeroother-
wise. Theseabstractnodesarethenmappedrandomlyontotheset
of caches.We canboundthetotal weightreceived by a particular
cache,which is exactly thenumberof pagesit caches.
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In this sectionwe de�ne a new hashingtechniquecalledconsis-
tenthashing. We motivatethis techniqueby referenceto a simple
schemefor datareplicationontheInternet.Considerasingleserver
thathasa largenumberof objectsthatotherclientsmight want to
access. It is natural to introducea layer of cachesbetweenthe
clientsandtheserver in orderto reducethe loadon theserver. In
sucha scheme,theobjectsshouldbedistributedacrossthecaches,
so thateachis responsiblefor a roughlyequalshare.In addition,
clientsneedto know which cacheto query for a speci�c object.
Theobviousapproachis hashing.Theserver canusea hashfunc-
tion that evenly distributesthe objectsacrossthe caches.Clients
canusethehashfunctionto discover which cachestoresa object.
Considernow what happenswhen the set of active cachingma-
chineschanges,or wheneachclient is awareof a different setof
caches.(Suchsituationsarevery plausibleon theInternet.) If the
distribution wasdonewith a classicalhashfunction(for example,
the linearcongruentialfunction �

�S;:

�

�=< �?>6@A@�	

� ), suchin-
consistencieswould be catastrophic.Whenthe rangeof the hash
function(	 in theexample)changed,almostevery item would be



hashedto a new location. Suddenly, all cacheddatais uselessbe-
causeclientsarelooking for it in adifferentlocation.

Consistenthashingsolvesthisproblemof different“views.” We
de�ne a view to bethesetof cachesof which a particularclient is
aware. We assumethat while views canbe inconsistent,they are
substantial:eachmachineis awareof aconstantfractionof thecur-
rently operatingcaches.A client usesa consistenthashfunction
to mapa objectto oneof the cachesin its view. We analyzeand
constructhashfunctionswith thefollowing consistency properties.
First, thereis a “smoothness”property. Whena machineis added
to or removed from thesetof caches,theexpectedfractionof ob-
jectsthat mustbe moved to a new cacheis the minimum needed
to maintainabalancedloadacrossthecaches.Second,over all the
clientviews, thetotalnumberof differentcachesto whichaobject
is assignedis small.Wecall thisproperty“spread”.Similarly, over
all the client views, the numberof distinct objectsassignedto a
particularcacheis small.Wecall thisproperty“load”.

Consistenthashingthereforesolves the problemsdiscussed
above. The “spread” propertyimplies that even in the presence
of inconsistentviewsof theworld, referencesfor agivenobjectare
directedonly to asmallnumberof cachingmachines.Distributing
aobjectto thissmallsetof cacheswill insureaccessfor all clients,
without using a lot of storage. The “load” propertyimplies that
no onecacheis assignedanunreasonablenumberof objects.The
“smoothness”propertyimplies that smoothchangesin the setof
cachingmachinesarematchedby a smoothevolution in the loca-
tion of cachedobjects.

Sincetherearemany waysto formalizethe notion of consis-
tency asdescribedabove, we will not commit to a precisede�ni-
tion. Rather, in Section4.4wede�ne a“rangedhashfunction” and
then preciselyde�ne several quantitiesthat capturedifferent as-
pectsof “consistency”. In Section4.2 we constructpracticalhash
functionswhich exhibit all four to someextent. In Section4.4,we
discussotheraspectsof consistenthashingwhihc, thoughnot ger-
maneto this paper, indicatesomeof the richnessunderlyingthe
theory.
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In thissection,weformalizeandrelatefour notionsof consistency.
Let � bethesetof itemsand� bethesetof buckets.Let � !�� ���

bethenumberof items.A view is any subsetof thebuckets � .
A rangedhashfunctionis a functionof theform 	4F���
 I�� �S

� . Sucha function speci�es an assignmentof items to buckets
for every possibleview. That is, 	
��


�

8

� is the bucket to which
item 8 is assignedin view 
 . (We will usethe notation 	��.��8

� in
place 	
��


�

8

� from now on.) Sinceitemsshouldonly be assigned
to usablebuckets,we require	��O���

���


 for every view 
 .
A ranged hashfamily is a family of rangedhashfunctions.A

randomranged hashfunctionis a functiondrawn at randomfrom
aparticularrangedhashfamily.

In the remainderof this section,we stateandrelatesomerea-
sonablenotions of consistency regarding rangedhash families.
Throughout,we usethe following notationalconventions: � is a
rangedhashfamily, 	 is a rangedhashfunction, 
 is aview, 8 is an
item,and < is abucket.

Balance: A rangedhashfamily is balancedif, givenaparticu-
lar view 
 a setof items,anda randomlychosenfunctionselected
from the hashfamily, with high probability the fraction of items
mappedto eachbucket is � � �
��� ���

� .

The balanceproperty is what is prized about standardhash
functions: they distribute itemsamongbuckets in a balancedfa-
sion.

Monotonicity: A rangedhashfunction 	 is monotoneif for all
views 


 
�




%
�

� , 	
���

��8

���




 implies 	
���

��8

�

!�	
���

��8

� . A

rangedhashfamily is monotoneif every rangedhashfunctionin it
is.

This propertysaysthat if itemsare initially assignedto a set
of buckets 


 andthensomenew bucketsareaddedto form 


% ,
thenanitemmaymovefrom anold bucket to anew bucket,but not
from oneold bucket to another. This re�ects one intuition about
consistency: whenthesetof usablebucketschanges,itemsshould
only move if necessaryto preserve anevendistribution.

Spread: Let 


 

N�N�N�
! beasetof views,altogethercontaining
� distinct buckets and eachindividually containingat least �R�
	

buckets. For a rangedhashfunction anda particularitem 8 , the
spread ".��8

� is the quantity #

#

$

	 � � ��8

�&%

 

5��

 

#

#

. The spreadof a hash
function "O�'	

� is the maximumspreadof an item. The spreadof
a hashfamily is " if with high probability, thespreadof a random
hashfunctionfrom thefamily is " .

Theideabehindspreadis thatthereare � people,eachof whom
can seeat leasta constantfraction ( ���
	 ) of the buckets that are
visible to anyone.Eachpersontriesto assignanitem 8 to a bucket
usinga consistenthashfunction.Thepropertysaysthatacrossthe
entiregroup,thereareat most ".��8

� differentopinionsaboutwhich
bucket shouldcontainthe item. Clearly, a goodconsistenthash
functionshouldhave low spreadover all items.

Load: De�ne a setof � views asbefore. For a rangedhash
function 	 andbucket < , theload (
�?<

� is thequantity #

#

)

�

	

�

 

�

�?<

�

#

#

.
Theloadof a hashfunctionis themaximumloadof a bucket. The
loadof ahashfamily is ( if with highprobability, a randomlycho-
senhashfunctionhasload ( . (Notethat 	

�

 

�

�?<

� is thesetof items

assignedto bucket < in view 
 .) The load propertyis similar to
spread.Thesame� peopleareback,but this time we considera
particularbucket < insteadof anitem. Thepropertysaysthatthere
areat most (
�?<

� distinct itemsthat at leastonepersonthinks be-
longsin the bucket. A goodconsistenthashfunctionshouldalso
have low load.

Our main result for consistenthashingis Theorem4.1 which
showstheexistenceof anef�ciently computablemonotonicranged
hashfamily with logarithmicspreadandbalance.
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We now give a constructionof a rangedhashfamily with good
properties.Supposethatwehave two randomfunctions�




and �+* .
Thefunction �




mapsbucketsrandomlyto theunit interval, and �,*

doesthesamefor items. 	
�

��8

� is de�ned to be thebucket <

�




thatminimizes � �




�?<

�

- �+*
��8

�

� . In otherwords, 8 is mappedto the
bucket “closest”to 8 . For reasonsthatwill becomeapparent,weac-
tually needto have morethanonepoint in theunit interval associ-
atedwith eachbucket. Assumingthatthenumberof bucketsin the
rangeis alwayslessthan � , wewill need-:?A@ B*� �

� pointsfor each
bucket for someconstant- . The easiestway to view this is that
eachbucket is replicated-:?A@ B*� �

� times,andthen �




mapseach
replicatedbucket randomly. In orderto economizeon thespaceto
representa function in the family, andon the useof randombits,
we only demandthat thefunctions �




and �
* mappoints ? @�B*� �

� -
way independentlyanduniformly to K �

�

��Q . Notethatfor eachpoint
wepick in theunit interval, weneedonly pick enoughrandombits
to distinguishthe point from all otherpoints. Thus it is unlikely
thatwe needmorethan ?A@ B*� numberof points� bits for eachpoint.
Denotetheabovedescribedhashfamily as � .

Theorem4.1 Theranged hashfamily � describedabove hasthe
followingproperties:

1. � is monotone.



2. Balance: For a �xed view 
 ,
���

K 	��.��8

�

! <PQ �

�




 

�

�

�

� for
8

�

� and <

�


 , and,conditionedon thechoiceof �




, the
assignmentsof itemstobucketsare ?A@ B*� �

� -wayindependent.

3. Spread: If thenumberof views � ! #�� for someconstant
# , and the numberof items � ! � , thenfor 8

�

� , ".��8

� is
� � 	 ?A@ B*� �

� � with probabilitygreaterthan � -<�
� �98




 

�

.

4. Load: If � and � are as above, then for <

�

� , (
�?<

� is
� � 	 ?A@ B*� �

� � with probabilitygreaterthan � -<�
� �98




 

�

.

Proof (sketch): Monotonicity is immediate.Whena new bucket
is added,theonly itemsthatmovearethosethatarenow closestto
oneof thenew bucket's associatedpoints.No itemsmovebetween
old buckets.Thespreadandloadpropertiesfollow from theobser-
vationthatwith highprobability, apoint from everyview falls into
an interval of length � � 	 ���

� . Spreadfollows by observingthat
the numberof bucket points that fall in this size interval around
an item point is an upperboundon the spreadof that item, since
nootherbucketcanbecloserin any view. StandardChernoff argu-
mentsapplyto thiscase.Loadfollowsby asimilarargumentwhere
wecountthenumberof itempointsthatfall in theregion “owned”
by a bucket's associatedpoints.Balancefollows from thefactthat
when -:?A@ B*� �

� pointsare randomlymappedto the unit interval,
eachbucket is with highuprobabilityresponsiblefor no morethan
a

�




 

�

�

�

� fractionof theinterval. Thekey hereis to countthenumber
of combinatroiallydistinctwaysof assigningthislargeafractionto
the - ? @�B*� �

� pointsassociatedwith a bucket. This turnsout to be
polynomialin � . Wethenarguethatwith highprobabilitynoneof
thesepossibilitiescouldactuallyoccurby showing thatin eachone
anadditionalbucket point is likely to fall. We deducethat theac-
tual lengthmustbesmallerthan � � ����� 
 �

� . All of theaboveproofs
canbedonewith only ?A@ B*� �

� -way independentmappings.

The following corollary is immediateandis useful in the rest
of thepaper.

Corollary 4.2 With the sameconditionsof the previoustheorem,
���

K 	��.��8

�

!�< in any viewQ.�

�


�� % ')(�


2

� �

�

�

� for 8

�

� and <

�

� .
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In this sectionwe show how the hashfamily just dexcrobedcan
beimplementedef�ciently . Speci�cally, theexpectedrunningtime
for asinglehashcomputationwill be � � �

� . Theexpectationis over
thechoiceof hashfunction.Theexpectedrunningtime for adding
or deletinga bucket will be � ��?A@�B �

� where � is anupperbound
on thetotalnumberof bucketsin all views.

A simple implementationusesa balancedbinary searchtree
to storethecorrespondencebetweensegmentsof theunit interval
andbuckets. If thereare � buckets,thentherewill be -*� ?A@ B*� �

�

intervals, so the searchtreewill have depth � ��? @�B � �

� � . Thus,a
singlehashcomputationtakes � ��?A@ B � �

� � time. The time for an
additionor removal of a bucket is � ��?A@ B

%

� �

� � sincewe insertor
delete- ?A@ B � �

� pointsfor eachbucket.
Thefollowing trick reducestheexpectedrunningtimeof ahash

computationto � � �

� . Theideais to dividetheinterval into roughly
-�� ?A@ B � �

� equallengthsegments,andto keepa separatesearch
treefor eachsegment.Thus,thetimeto computethehashfunction
is the time to determinewhich interval � * ��8

� is in, plus the time
to lookup the bucket in the correspondingsearchtree. The �rst
time is always � � �

� . Since,theexpectednumberof pointsin each
segmentis � � �

� , thesecondtime is � � �

� in expectation.
Onecaveatto theabove is thatasthenumberof bucketsgrows,

the sizeof the subintervals needsto shrink. In orderto dealwith
this issue,wewill useintervalsonly of length ���.��� for some� . At
�rst wechoosethelargest� suchthat ���.�

�
�"�
��-*� ?A@ B*� �

� . Then,

aspointsareadded,we bisectsegmentsgraduallysothatwhenwe
reachthenext powerof � , wehavealreadydividedall thesegments.
In thiswayweamortizethework of dividing searchtreesoverall of
theadditionsandremovals.Anotherpoint is thatthesearchtreesin
adjacentemptyintervalsmayall needto beupdatedwhenabucket
is addedsincethey mayall now beclosestto thatbucket. Sincethe
expectedlengthof a run of emptyintervalsis small,theadditional
costis negligible. For amorecompleteanalysisof therunningtime
wereferto thecompleteversionof thepaper.
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In this section,we discusssomeadditionalfeaturesof consistent
hashingwhich,thoughunneccessaryfor theremainderof thepaper,
demonstratesomeof its interestingproperties.

To give insight into the monotoneproperty, we will de�ne a
new classof hashfunctionsandthenshow thatthis is equivalentto
theclassof monotonerangedhashfunctions.

A 	 -hash function is a hash function of the familiar form
	 F � 
 I � �S � constructedasfollows. With eachitem 8

�

� ,
associatea permutation	.��8

� of all thebuckets � . De�ne 	�� ��8

� to
be the �rst bucket in thepermutation	.��8

� that is containedin the
view 
 . Notethat thepermutationsneednot bechosenuniformly
or independently.

Theorem4.3 Everymonotoneranged hashfunction is a 	 -hash
functionandviceversa.

Proof (sketch): For arangedhashfunction 	 , associateitem 8 with
the permutation<

 

! 	




��8

���

N�N�N

�

<
5

�
 

! 	




��

�

��� � �

�

���

��8

���

N�N�N .
Suppose< 5 is the �rst elementof an arbitrary view 


 in this
permutation. Then 


 �




%

! � -

$

<

 

N�N�N�< 5

�

 % . Since
	

���
��8

�

!�<
5

�




 , monotonicityimplies 	
� �

��8

�

!�<
5 .

The equivalencestatedin Theorem4.3 allows us to reason
aboutmonotonicrangedhashfunctionsin termsof permutations
associatedwith items.

Universality: A rangedhashfamily is universal if restricting
every function in the family to a single view createsa universal
hashfamily.

This propertyis oneway of requiringthata rangedhashfunc-
tion bewell-behavedin every view. Theabove conditionis rather
stringent; it saysthat if a view is �x ed, items are assignedran-
domly to the bins in that view. This implies that in any view 
 ,
theexpectedfractionof itemsassignedto ; of thebucketsis ;�� � 
�� .
Usingonly monotonicityandthis factabouttheuniformity of the
assignment,we candeterminetheexpectednumberof itemsreas-
signedwhenthesetof usablebucketschanges.This relatesto the
informalnotionof “smoothness”.

Theorem4.4 Let 	 be a monotonic,universal ranged hashfunc-
tion. Let 


 and 


% beviews. Theexpectedfractionof items 8 for
which 	�� ����8

�

! 	 ������8

� is
�

� �������

�

�

� �������

� .

Proof (sketch): Countthe numberof itemsthat move aswe add
bucketsfrom 


 until theview is 


 ��




% , andthendeletebuckets
down to 


%

Notethatmonotonicityis usedonly to show anupperboundon
the numberof itemsreassignedto a new bucket; this implies that
onecannot obtaina “more consistent”universalhashfunctionby
relaxingthemonotonecondition.

We have shown thatevery monotonerangedhashfunctioncan
be obtainedby associatingeachitem with a randompermutation



of buckets. The mostnaturalmonotoneconsistenthashfunction
is obtainedby choosingthesepermutationsindependentlyanduni-
formly at random.Wedenotethis functionby

�

	 .

Theorem4.5 Thefunction
�

	 is monotonicanduniversal. For item
8 andbucket < each of the following hold with probability at least

� -<�
��0 : "O��8

�

� 	 ?A@ B*� 0 �

� and
(
�?<

�

� � � �

� �

2

�

�

�

	 �.?A@ B*� ��0 � �

�

� � 2.

Proof: Monotonicity anduniversalityare immediate;this leaves
spreadandload.De�ne:

" ! 	 ?A@ B*� 0 �

�

( ! �.� �

� �

�

	 �

#

	 �.? @�B � ��0 � �

�

�

We use 	�����8

� to denotea list of thebucketsin 


 �

N�N�N

�


  

whichareorderedasin 	O��8

� .
First, considerspread.Recallthat in a particularview, item 8

is assignedto the �rst bucket in 	O��8

� which is also in the view.
Therefore,if everyview containsoneof the�rst " bucketsin 	

�
��8

�

then in every view item 8 will be assignedto one of the �rst "

bucketsin 	
�

��8

� . This impliesthat item 8 is assignedto at most "

distinctbucketsoverall theviews.
Wehaveto show thatwith highprobabilityeveryview contains

oneof the�rst " bucketsin 	
�

��8

� . We do this by showing that the
complementhaslow probability; that is, theprobability thatsome
view containsnoneof the�rst " bucketsis atmost ����0 .

Theprobabilitythata particularview doesnot containthe�rst
bucket in 	

�
��8

� is atmost �O- �
��	 , sinceeachview containsat least
a �
�
	 fraction of all buckets. The fact that the �rst bucket is not
in a view only reducestheprobability thatsubsequentbucketsare
not in the view. Therefore,the probability that a particularview
containsnoneof the�rst " bucketsis at most � �:-$�
��	

�	�

!)� �:-

���
	

�


�� % ')(�
 *

 

� �

42�
� � 0 �

� . By the unionbound,the probability
thatevenoneof the � viewscontainsnoneof the�rst " bucketsis
atmost ����0 .

Now considerload.By similar reasoning,every item 8 in every
view is assignedto oneof the �rst 	 ?A@ B*� 0 � �

� buckets in 	

�

��8

�

with probabilityat least �:- �
� � � 0

� . We show below thata �x ed
bucket < appearsamongthe�rst 	 ? @�B*� ��0 � �

� bucketsin 	
�

��8

� for
atmost ( items8 with probabilityat least��->�
� � � 0

� . By theunion
bound,botheventsoccurwith highprobability. Thisimpliesthatat
most ( itemsareassignedto bucket < over all theviews.

All that remainsis to prove the secondstatement. The ex-
pectednumberof items 8 for which the bucket < appearsamong
the �rst 	 ?A@ B*� � 0 � �

� buckets in 	
�

��8

� is 	 �.?A@ B � ��0 � �

�

��� . Us-
ing Chernoff bounds,we �nd thatbucket < appearsamongthe�rst

	 ?A@ B*� � 0 � �

� bucketsin 	
� ��8

� for atmost ( items8 with probability
at least � -<�
� � � 0 � �

���

� -<�
� � � 0

� .

A simpleapproachto constructingaconsistenthashfunctionis
to assignrandomscoresto buckets, independentlyfor eachitem.
Sortingthescoresde�nesa randompermutation,andthereforehas
thegoodpropertiesprovedin thethissection.However, �nding the
bucket an item belongsin requirescomputingall thescores.This
couldberestrictivly slow for largebucket sets.
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In this sectionwe apply the techniquesdevelopedin the last sec-
tion to thesimplehotspotprotocoldevelopedin section3. Wenow
relaxtheassumptionthatclientsknow aboutall of thecaches.We

assumeonly thateachmachineknows abouta �
�
	 fractionof the
cacheschosenby anadversary. Thereis nodifferencein theproto-
col, exceptthat themappingE is a consistenthashfunction. This
changewill not affect latency. Therefore,we only analyzetheef-
fectson swampingandstorage.Thebasicpropertiesof consistent
hashingarecrucial in showing that the protocolstill works well.
In particular, theblowup in the numberof requestsandstorageis
proportionalto themaximum" and ( of thehashfunction.
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Theorem5.1 If E is implementedusingthe ? @�B*� �

� -way indepen-
dentconsistenthashfunctionof Theorem4.1andif each view con-
sistsof ���*! �R�
	 cachesthenwithprobabilityat least ��-6�
� �
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�

an arbitrary cache gets no more than � � � ��#�	

%

?A@ B � � � ? @�B �

�

�

��D

V

	 ? @�B ��� #�	

�

?A@�B �

� requests.

Proof (sketch): We look at the different treesof cachesfor dif-
ferentviews for onepage,	 . Let ��� ! � �
	 denotethe number
of cachesin eachtree.We overlaythesedifferenttreeson onean-
otherto getanew treewherein eachnode,thereis a setof caches.
Dueto thespreadpropertyof theconsistenthashfunctionat most

" !�� � 	 ?A@ BH�

� cachesappearat any nodein this combinedtree
with high probability. In factsincethereareonly  requests,this
will betruefor thenodesof all the  treesfor therequestedpages.
If �

��� 5 denotesthe event that � appearsin the ;

���

nodeof the
combinedtreefor page	 thenwe know from Corrollary 4.2 that
theprobabilityof thiseventis � �'(*� �

� , where ( is theloadwhich
is � � 	�?A@�B �

� with highprobability. Weconditionontheeventthat
" and ( are � � 	 ?A@ B �

� whichhappenswith highprobability.
Sinceacachein anodesendsoutatmost V requests,eachnode

in thecombinedtreesendsout atmost V

" requests.Wenow adapt
theproofof Theorem3.1to thiscase.In Theorem3.1whereevery
machinewasawareof all the � caches,an abstractnodewasas-
signedto any givenmachinewith probability ��� � . Wenow assign
andabstractnodeto agivenmachinewith probability =>�'(*� �

� . So
wehaveascenariowith �

�
!"�R�
	 cacheswhereeachabstractnode

sendsout up to V

�
requeststo its parentand � occursat eachab-

stractnodeindependentlyandwith probability =>�'(*���

� . The rest
of theproof is verysimilar to thatof Theorem3.1.
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Using techniquessimilar to thosein proof of Theorem5.1 we get
thefollowing lemma.Theproof is deferredto the �nal versionof
thepaper.

Lemma 5.2 Thetotal numberof cachedpages,over all machines
is � ��"!(
��? @�BC ?A@ B�� ���

�

�

� � with probability of �R-$�
�  
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So far we assumedthat every pair of machinescancommunicate
with equalease. In this sectionwe extend our protocol to take
the latency betweenmachines,� , into account.The latency of the
whole requestwill be the sum of the latenciesof the machine-
machinelinks crossedby the request.For simplicity, we assume
in thissectionthatall clientsareawareof all caches.

We extendour protocolto a restrictedclassof functions � . In
particular, we assumethat � is anultrametric. Formally, anultra-
metric is a metric which obeys a morestrict form of the triangle
inequality: � �

�

�

 

�

� >����*��� �

�

�������

���

�*�

 

� � .



Theultrametricis anaturalmodelof Internetdistances,sinceit
essentiallycapturesthehierarchicalnatureof theInternettopology,
underwhich, for example,all machinesin a given university are
equidistant,but all of themarefartheraway from anotheruniver-
sity, andstill fartherfrom anothercontinent.Thelogical point-to-
point connectivity is establishedatopa physicalnetwork, andit is
generallythecasethatthelatency betweentwo sitesis determined
by the “highest level” physicalcommunicationlink that mustbe
traversedon thepathbetweenthem. Indeed,anotherde�nition of
anultrametricis asahierarchicalclusteringof points.Thedistance
in theultrametricbetweentwo pointsis completelydeterminedby
thesmallestclustercontainingbothof thepoints.

��& � )

���'
�� � ���

The only modi�cation we make to the protocol is that when a
browser mapsthe tree nodesto caches,it only usescachesthat
areascloseto it asthe server of thedesiredpage.By doing this,
we insurethat our pathto the server doesnot containany caches
thatareunnecessarilyfaraway in themetric.Themappingis done
usinga consistenthashfunction,which is thevital elementof the
solution.

Clearly, requiringthatbrowsersuse“nearby”cachescancause
swampingif thereisonlyonecacheandservernearmany browsers.
Thus,in ordertoavoid casesof degenerateultrametricswherethere
arebrowsersthat arenot closeto any cache,andwherethereare
clustersin theultrametricwithout any cachesin them,we restrict
thesetof ultrametricsthatmaybepresentedto theprotocol.There-
strictionis thatin any clustertheratioof thenumberof cachesto the
numberof browsersmaynot fall below �
��# (recall that  7! #�� ).
This restrictionmakes sensein the real world wherecachesare
likely to be evenly spreadout over the Internet. It is alsoneces-
sary, as we can prove that a large numberof browsersclustered
aroundonecachecanbe forcedto swampthatcachein somecir-
cumstances.

��& �

�

�

���

�

�
� �

It is clearfrom theprotocolandthede�nition of anultrametricthat
thelatency will benomorethanthedepthof thetree,? @�B

�
� , times

the latency betweenthebrowserandtheserver. Soonceagainwe
needonly lookatswampingandstorage.Theintuition is thatinside
eachclustertheboundswe provedfor theunit distancemodelap-
ply. Themonotonepropertyon consistenthashingwill allow usto
restrictour analysisto ?A@ B*� �

� clusters.Thus,summingover these
clusterswehaveonly a ?A@ B*� �

� blowup in thebound.

��& � & � ���
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Theorem6.1 Let � bean ultrametric.Supposethat each browser
makesat mostonerequest.Thenin the protocol above, an arbi-
trary cachegetsnomore than ? @�B �>� # �

�

?A@ B
�

� � � �

% ')(,*

% ')(+% ')(,*

� �

�

� �

���

% ')(&*

% ')((


/�1

3

% ')(,*

�

� ?A@�BC0

� � requestswith probability at least � -

����0 where 0 is a parameter.

Proof (sketch): Theintuitionbehindareproofis thefollowing. We
boundtheloadonamachine� . Considertherankingof machines

�

 
���

�

%
�

N�N�N accordingto theirdistancefrom � . Suppose�
3 asks

for a pagefrom a machinecloserto itself than � . Thenaccording
to our modi�ed protocol,it will never involve � in therequest.So
weneedonlyconsidermachine� 3 if it asksfor apageatleastasfar
awayfrom itself as � . It followsfrom thede�nition of ultrametrics
thatevery �

5 , ; �<8 , is alsousedin therevisedprotocolby �
3 .

Intuitively, our original protocol spreadload amongthe ma-
chinesso that theprobabilitya machinegot on thepathfor a par-
ticular pagerequestswas � � ��? @�B

�
�

�

���

� . In our ultrametricpro-

tocol, � 3 playstheprotocolonasetof at least8 machines.So � is
on thepathof therequestfrom � 3 with probability � � ��?A@ B � 8

�

�
8

� .
Summingover 8 , theexpectedloadon � is � ��?A@ BC�

� .
Statingthingsslightlymoreformally, weconsiderasetof ?A@ BH�

nested“virtual” clusters � 3 !

$

�

 �

N�N�N

�

�

%��

% . Note that any
browserin � 3

�  

- � 3 will useall machinesin � 3 in theprotocol.We
modify theprotocolsothatsuchamachineusesonly themachines
in ��3 . Thisonly reducesthenumberof machinesit uses.According
to themonotonicitypropertyof our consistenthashfunctions,this
only increasestheloadon machine� .

Now we canconsidereach � 3 separatelyandapply the static
analysis.Thetotalnumberof requestsarriving in oneof theclusters
underthemodi�ed protocolis proportionalto thenumberof caches
in the cluster, so our static analysisappliesto the cluster. This
givesus a boundof � ��?A@ B � �

� on the load inducedon � by � 3 .
Sumnmingover the ?A@�B � clustersprovesthetheorem.
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Using techniquessimilar to thosein proof of Theorem6.1 we get
thefollowing lemma.

Lemma 6.2 Thetotal numberof cachedpages,over all machines
is � �  �

V

?A@ BC ?A@ B
�

� ?A@ B �

� with probability of �R-<�
�  98
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� � cachedcopieswithhigh
probability.
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Basically, asin Plaxton/Rajaraman,thefact thatour protocoluses
randomshortpathsto the server makesit fault tolerant. We con-
sidera model in which an adversarydesignatesthat someof the
cachingmachinesmaybedown, thatis, ignoreall attemptsatcom-
munication.Rememberthatour adversarydoesnot get to seeour
randombits, andthuscannotsimply designateall machinesat the
top of a treeto be down. The only restrictionis that a speci�ed
fraction � of the machinesin every view mustbe up. Underour
protocol,nopreemptive cachingof pagesis done.Thus,if aserver
goesdown, all pagesthatit hasnotdistributedbecomeinaccessible
to any algorithm. This problemcanbe eliminatedusingstandard
techniques,suchasRabin's InformationDispersalAlgorithm [10].
Soweignoreserver faults.

Observe that a requestis satis�ed if andonly if all the caches
servingfor the nodesof the treepath arenot down. Sinceeach
nodeis mappedto a machine( � -wise) independently, it is trivial
(using standardChernoff bounds)to lower boundthe numberof
abstractnodesthathaveworkingpathsto theroot. Thisleadsto the
following lemma:

Lemma 7.1 Supposethat D/! & ��?A@ BH0

� . With high probability,
thefractionof abstract-treeleavesthat havea workingpathto the
root is & ���

% ')(

/

2

� . In particular, if � ! �T- � � �
� ?A@ B�� �

� , this
fractionis a constant.

The modi�cation to the protocol is thereforequite simple.
Choosea parameter	 , andsimultaneouslysend	 requestsfor the
page.A logarithmicnumberif requestsis suf�cient to give a high
probabilityof oneof therequestsgoesthrough.Thischangein the
protocolwill of coursehave animpacton thesystem.This impact
is describedin thefull paper.

Note thatsincecommunicationis a chancy thing on the Inter-
net, failure to get a quick responsefrom a machineis not a par-
ticularly goodindicationthat it is down. Thus,we focusedon the
toleranceof faults,andnotontheirdetection.However, givensome
wayto decidethatamachineis down,ourconsistenthashfunctions
make it trivial to reassignthework to othermachines.If a you de-
cideamachineis down, remove it from yourview.
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So far, we have omittedany realmentionof time from our analy-
ses.We have insteadconsideredandanalyzeda single“batch” of

 requests,andarguedthat this batchcausesa limited amountof
caching(storageusage)ateverymachine,while simultaneouslyar-
guingthatno machinegetsswampedby thebatch.In this section,
weshow how thisstaticanalysiscarriesimplicationsfor atemporal
modelin which requestsarriveover time. Recallthatour temporal
modelsaysthatbrowsersissuesrequestsatacertainrate % .

Time is a problematicissuewhen modelingthe Internet,be-
causethe communicationprotocolsfor it have no guaranteesre-
gardingtime of delivery. Thus any one requestcould take arbi-
trarily long. However, we canconsiderthe rateat which servers
receive requests.Thisseemslike anoverly simplisticmeasure,but
therateatwhichamachinecanreceiverequestsis in factthestatis-
tic thathardwaremanufacturersadvertise.We consideraninterval
of time & , andapplyour“requestsall comeatonce”analysisto the
requeststhatcomein this interval.

Wecanwrite theboundsfrom thestaticanalysison  requests
asfollows:

cachesize !�:��� �� <�� cacheload !�:��  �� <��

Supposemachineshave cachesize � . Considera time interval
smallenoughtomake  "! %*& smallenoughsothat �J' :��� � <�� .
In otherwords,thenumberof requeststhatarrive in this interval is
insuf�cient, accordingto ourstaticanalysis,to usestorageexceed-
ing � permachine.Thusonceamachinecachesapageduringthis
interval, it keepsit for theremainderof theinterval. Thusourstatic
analysiswill applyover this interval. Thisgivesusaboundonhow
many requestscanarrive in the interval. Dividing by the interval
length,wegettherateatwhichcachesseerequests:% �?:

�
�

���
	��




� ���

� .
Pluggingin theboundsfrom Section3, wegetthefollowing:

Theorem8.1 If our machineshave � ! & ��?A@�BC0

� storage, for
someconstant0 , thenwith probability ����0 , the boundon the
rate of new requestsper cache whenwe have � machinesof size

� is %
�

%

% ')(

/

2

2

���
�

���
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Observe the tradeoffs implicit in this theorem. Increasing
� causesthe load to decreaseproportionately, but never below

& � %R?A@ BC� � �

� . IncreasingD increasesthe load linearly (but re-
ducesthe numberof hopson a requestpath). IncreasingV seems
only to hurt,suggestingthatweshouldalwaystake V

! � .
Theabove analysisusedtherateatwhich requestswereissued

to measurethe rate at which connectionsare establishedto ma-
chines. If we alsoassumethat eachconnectionlastsfor a �nite
duration,this immediatelytranslatesinto aboundonthenumberof
connectionsopenatamachineatany giventime.
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� �

�
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This paperhasfocusedon one particularcachingproblem—that
of handlingreadrequestson the Web. We believe the ideashave
broaderapplicability. In particular, consistenthashingmay be a
usefultool for distributing informationfrom nameserverssuchas
DNS andlabelserverssuchasPICSin a load-balancedandfault-
tolerantfashion.Our two schemesmay togetherprovide an inter-
estingmethodfor constructingmulticasttrees[4].

Anotherimportantway in which our ideascould be extended
is in handlingpageswhoseinformationchangesover time, dueto
eitherserveror clientactivity. If weaugmentourprotocolto let the
server know which machinesarecurrentlycachingits page,then
the server cannotify suchcacheswhenever the dataon its pages
changes.Thismightwork particularlywell in conjunctionwith the
currentlyunderdevelopmentmulticastprotocols[4] thatbroadcast

informationfrom a server to all theclient membersof a multicast
“group.” Ourprotocolcanbemappedinto thismodelif weassume
thateverymachine“caching”apagejoinsamulticastgroupfor that
page.Evenwithout multicast,if eachcachekeepstrack, for each
pageit caches,of theat most D othercachesit hasgiven thepage
to, thennoti�cation of changescanbe sentdown the treeto only
thecachesthathavecopies.

It remainsopenhow to dealwith time whenmodelingthe In-
ternet,becausethe communicationprotocolshave no guarantees
regardingtimeof delivery. Indeed,at thepacket level, therearenot
evenguaranteesregardingeventualdelivery. This suggestsmodel-
ing the Internetassomekind of distributedsystem.Clearly, in a
model in which thereareno guaranteesregardingdelivery times,
thebestonecanhopeto prove is someof theclassicallivenessand
safetypropertiesunderlyingdistributedalgorithms. It is not clear
whatonecanprove aboutcachingandswampingin sucha model.
We think thatthereis signi�cant researchto bedoneon theproper
way to modelthisaspectof theInternet.

We alsobelieve that interestingopenquestionsremainregard-
ing themethodof consistenthashingthatwe presentin this paper.
Among themare the following. Is therea � -universalconsistent
hashfunction that can be evaluatedef�ciently?? What tradeoffs
canbeachievedbetweenspreadandload?Are theresomekind of
“perfect” consistenthashfunctionsthat canbe constructeddeter-
ministically with the samespreadand load boundswe give? On
what other theoreticalproblemscanconsistenthashinggive us a
handle?
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