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1.1 OVERVIEW  /  A newly disclosed vulnerability in Secure Socket Layer version 3 
(SSLv3) CVE-2014-35661 may allow an attacker to calculate the plaintext (cleartext) in 
secure connections, effectively defeating SSL protection. The SSL security protocol is 
designed to protect communications on the Internet by wrapping them with encryption to 
preserve the confidentiality and integrity of communications. It is often used for banking 
transactions, shopping, secure messaging, instant messaging and email. The vulnerability 
affects only SSL version 3. It does not affect newer encryption protocols such as Transport 
Layer Security (TLS). 

A proof-of-concept attack called POODLE (Padding Oracle On Downgraded Legacy 
Encryption) crafted by Google researchers was provided with the vulnerability disclosure.2  
Malicious actors are likely to weaponize and create exploitation tools for the vulnerability. 
(Please note that the name padding oracle has nothing to do with Oracle Corporation or its 
products; it refers to the target system as an answer-providing oracle.)  

This vulnerability may be exploited via man-in-the-middle attacks where a malicious actor 
will force the fallback (downgrade) of the encryption protocol to SSLv3 and then target the 
system decrypting the data (the client), observing the exchange and applying a padding 
oracle attack3 to recover the plaintext. A more detailed explanation of how these types of 
attacks work can found on Daniel’s Franke blog.4 

Figure 1 shows a typical SSL handshake between a client and server before data is to be 
transferred. This handshake has to be established before the POODLE attack takes place, 
although the attack does not target the handshake. 
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The handshake begins with the client sending a hello message to which the server will 
respond with its own hello message. Once both sides have agreed to encryption terms and 
completed the handshake process, the encrypted data will begin to transfer.  In a web 
browser, this is the point where a page displays on the screen. 

The encrypted web traffic transferred between the client and server, which is called 
application data, is the data essential to this attack. The attacker could utilize any man-in-
the-middle technique to make requests to the victim server and perform a brute-force 
attack against the encrypted application data to reveal its plaintext variant. 
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Figure	
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1.2 IDENTIFICATION  OF RISK  /  It is important to identify which of your assets 
could be vulnerable to this type of attack. Server-side testing can be done by confirming 
cipher suites and supported protocols, using tools such as the following: 

§ Simple SSL TLS tester from PLXsert can check for the vulnerability quickly across 
multiple hosts5 

§ SSL Poodle test script from Nmap developers6 

§ POODLE vulnerability test from Tinfoil Security7 

§ SSL server testing service from Qualys SSL Labs8 

On the client-side, you can use POODLE Test to find out if your browser is susceptible to 
the attack.9 

1.3 SYSTEM HARDENING /  PLXsert recommends disabling SSLv3 wherever 
possible. This shouldn’t be a problem unless you must support legacy libraries or clients 
that do not support the TLS protocol. 

§ Follow the SANS guide to turn off SSLv3 on various servers and clients.10 It 
provides concise instructions. 

§ Apply patches and updates from vendors, especially in cases where SSLv3 can’t be 
disabled. 
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1.4 ATTACK  MITIGATION  /  The snort rule in Figure 3 detects client connection 
attempts via SSLv3: 

NOTE: The snort rule will detect any client hello messages sent using SSLv3. These may 
not all be malicious requests. Once SSLv3 is disabled at the infrastructure level, such 
messages should be limited. The rule can also be used to discover any legacy devices within 
the infrastructure that are still attempting to connect using SSLv3, alerting to the need for 
reconfiguration. 

The snort rule can be chatty if there are many users still using SSLv3 against a server.  A 
threshold limit can be used to limit log entries to find repeated attempts.11 

1.5 IMPLICATIONS FOR  AKAMAI  CUSTOMERS /  Detailed information can 
be found at Akamai’s blog “Poodle FAQ: What Akamai’s customers need to know.” A 
quick summary includes: 

§ Akamai has accelerated its deprecation of SSLv3 and earlier versions with a target 
date if early November.  

§ Akamai has deployed support for TLS Signaling Cipher Suite Value (SCSV) on the 
Secure Content Delivery Network (SCDN). SCSV is a cipher suite that prevents 
downgrading or fallback attacks to SSLv3 or earlier versions in case of a man-in-
the-middle attack.  

§ Akamai is applying the same measures to its internal systems. 
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Figure	
  3:	
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  rule	
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  SSLv3	
  connection	
  attempts	
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  The Prolexic Security Engineering and Research Team (PLXsert) monitors malicious cyber threats globally and analyzes these attacks using proprietary techniques and equipment. 
Through research, digital forensics and post-event analysis, PLXsert is able to build a global view of security threats, vulnerabilities and trends, which is shared with customers and the 
security community. By identifying the sources and associated attributes of individual attacks, along with best practices to identify and mitigate security threats and vulnerabilities, PLXsert 
helps organizations make more informed, proactive decisions. 
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