Akamai

The Costs of API Attacks
in 4 APAC Countries

This year, Akamai extended its annual survey of API security trends to
four of the largest economies in APAC. More than 800 individuals working
in AppSec, senior security, and C-suite (CIO, CTO, CISO) roles across eight
industries shared insights on the state of API incidents, which include
attacks and breaches, and how organizations address them.
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Top cybersecurity priorities over the next 12 months
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API security was ranked as the fourth-highest of 12 priorities in Japan, India, and Australia.
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Costs to fix the issue —

Increased stress for my team —

Loss of customer goodwill and churned accounts —
Increased internal scrutiny of our team —

Hurt our team'’s reputation with top leaders and the board —
Loss of trust and reputation —

Fines from regulators —

Loss of productivity —

Loss of employee goodwill —

There have been no costs and/or impacts —

What costs and/or impacts, if any, have API security incidents had on your business?
(Respondents from all four countries selected up to three impacts)

*All currency conversions as of March 27, 2025

Access the report for more insights into API security across roles
and industries for these four APAC countries, including:

«  What your peers identify as the causes of API attacks, including
vulnerabilities in the APIs of their GenAl tools

«  How your peers do (and don't) factor API risk into their
regulatory compliance efforts

+  How frequently your peers test their APIs for security
vulnerabilities
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