AKAMAI PRODUCT BRIEF

API Security Operationalization and Advisory Services

Protect your APIs and realize value through expert security guidance and customization

Securing your APIs and safeguarding your data is essential Benefits for your business

to protect against revenue loss and data exfiltration.
@ Posture and runtime

API Security Operationalization and Advisory Services security operationalization

With Akamai’s API Security Operationalization and Advisory Services, you can ensure
your APIs maintain a strong security posture. This service is staffed by top-tier specialists
who consistently engage with you, assess your API business use, and, most important,
enhance protection through regular security reviews and ongoing improvements.

Risk analysis of APIs

Enhanced protection through

For enterprises with multiple business units, the high-touch individualized approach API contextualization

provided by this offering is key to successfully managing the risk of your APlIs.

Guidance on industry

Key features best practices
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Advanced configuration and tuning

Detailed recommendations on configurations

Operationalization
End-to-end remediation
API security program
Active testing*

Customer advisor
Best practices

Guidance

Reporting
Incident review calls « Technical security and
Risk analysis and reporting business review (quarterly)

*Requires Noname Active Testing product.

Sizing recommendations (guidance for customers)

Noname protect API Security Operationalization and Advisory Services hours
spend (annual
contract value) Recommended option Minimum option
US$100K+ 10 hours/month 4 hours/month
US$250K+ 14 hours/month 6 hours/month
/\
US$500K+ 20 hours/month 8 hours/month ‘

Contact GS Product Management for more details.
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