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https://go.recordedfuture.com/hubfs/reports/cta-2022-0802.pdf
https://www.cobaltstrike.com/features/
https://www.cobaltstrike.com/features/
https://www.akamai.com/ja/blog/security-research/conti-hacker-manual-reviewed#toolkit
https://www.darkreading.com/dr-tech/google-releases-yara-rules-to-disrupt-cobalt-strike-abuse
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https://www.akamai.com/blog/security/pykspa-v2-dga-updated-to-become-selective
https://www.akamai.com/blog/security/pykspa-v2-dga-updated-to-become-selective
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Worm%253AWin32%252FPykspa.C
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https://vpnoverview.com/internet-safety/malware/flubot/
https://www.bleepingcomputer.com/news/security/flubot-android-malware-now-spreads-via-fake-security-updates/
https://www.bleepingcomputer.com/news/security/flubot-android-malware-now-spreads-via-fake-security-updates/
https://research.nccgroup.com/2022/07/05/flubot-the-evolution-of-a-notorious-android-banking-malware/
https://research.nccgroup.com/2022/07/05/flubot-the-evolution-of-a-notorious-android-banking-malware/
https://www.tripwire.com/state-of-security/flubot-malware-warning-after-70000-attacks-launched-over-sms
https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
https://www.cisecurity.org/insights/blog/the-mirai-botnet-threats-and-mitigations#:~:text=Mirai's%20attack%20peaked%20at%20an,145%252C000%20devices%20within%20the%20assault.
https://www.cisecurity.org/insights/blog/the-mirai-botnet-threats-and-mitigations
https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/
https://www.cisecurity.org/insights/blog/the-mirai-botnet-threats-and-mitigations
https://www.cisecurity.org/insights/blog/the-mirai-botnet-threats-and-mitigations
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https://blog.knowbe4.com/what-is-the-necurs-botnet-and-how-does-it-spread-locky-ransomware
https://blogs.microsoft.com/on-the-issues/2020/03/10/necurs-botnet-cyber-crime-disrupt/
https://blogs.microsoft.com/on-the-issues/2020/03/10/necurs-botnet-cyber-crime-disrupt/
https://thehackernews.com/2020/03/necurs-botnet-takedown.html
https://thehackernews.com/2020/03/necurs-botnet-takedown.html
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https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/connectivity-and-mobile-trends.html
https://www.statista.com/topics/5236/internet-of-things-iot-in-the-us/#dossierKeyfigures
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https://therecord.media/europol-shuts-down-flubot-malware-operation-alongside-11-countries#:~:text=Since%202020%252C%20the%20FluBot%20malware,Germany%252C%20the%20UK%20and%20Japan.
https://therecord.media/europol-shuts-down-flubot-malware-operation-alongside-11-countries#:~:text=Since%202020%252C%20the%20FluBot%20malware,Germany%252C%20the%20UK%20and%20Japan.
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https://cointelegraph.com/news/the-driving-forces-behind-crypto-adoption-in-latin-america-in-2022
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https://www.akamai.com/blog/security/pykspa-v2-dga-updated-to-become-selective

G

T4V 2D DBARICET D=

DNS S T4 v IBMDRIE/I\—KTIE. TawvS2TFv bhE TawvS2PdF v >R—
SERINESED ETD T4 vS>20F Y MDEERKEIICDVWTRTVEZOWERWET,
TAVIIONSRE., CNFETULITERTHDZ EF. REBEOFENELERIT, £
<DENBERAA> SAUICHIMTVWDIRRZRRLTWET, REEFTrvS>2I0%
AMS UK RERYV—SvILI>ZSZ 7Y IDOFEZRANTVWET., TLTT—HE C

NSOWEOHINEMEARE L TEWC EZRULTWED, Akamai BN R — T 1 w2

FERC DWW TR, BRERNGT DITHDITIRFEDLEMMNB SN CIRDF U,

SETICRWFEEELT, B0 [I1—Y—nFE] ZFAUEFERRYS, HTML 07> h—%&1{F

SHUWFECTEMR LT —DHZHRT A ST IOTASBDIEDNHDFT,

JOFREDFTLIO—IOMMER T EET A VS D IRBORABLEZH#H LU LTED. @
ANEHEBIECERZUTESETFDIRTYIZEDEOEEEMELTVET, =5I(C.

V=20 )L AT« PDIKR EA 2T =Ry MERT ) A ADBINEIREE (C &> THREZIL

RKIDERATY,

@AY —EXZBS IV ITFv I R—>

TJAVI D IHRTER/IRDITEUDEELZ TEEELZRAETIDICHIEDTE. LD
NOBEETT —HWENTRET. Fr>oR—2OBRBEWEBOREHEBMITELE. &
NICED, BEDITA4 I 2TFv>R—2DEINERE, BN ERD TULWIERDEIEEE

B CEEXY,
TAYVIIIRE — BEEERBEFT T ONR—>

40.3% 25.1% 4.5% 23.1% 7.0%

FrIR—>

68.4% 15.8% 5.1% 4.1% 6.6%

WEE

0% 25% 50% 75% 100%
B D1y DODE — | IPEQVZln: i B WDy O0E — By DDEN — B DS DD —
&R INAFTD AF 47 EJNV—X TOAh

B 19 : XKBHDI1 v 20Fv o NR—hERY—EXER%E
ENEUTWS (2022 55 4 MHA)

KED [HEEE]: 898, £15

SOTI


https://www.akamai.com/ja/blog/security-research/sophisticated-phishing-scam-abusing-holiday-sentiment
https://www.akamai.com/ja/blog/security-research/sophisticated-phishing-scam-abusing-holiday-sentiment
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