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United Kingdom public sector cyber security

- Public sector cyber attacks

Given its critical function in safeguarding critical infrastructure, delivering essential services,
and holding sensitive data, the public sector is a prime target for cyber threats and attacks.
Geopolitical conflicts have further influenced this, with nation-state and state-affiliated threat
actors intensifying their cyber activities against public entities.

Key drivers of organisational investment in resilience, security, and
trust (U.K. public sector)

Increase of cyber attacks
— 61%

Rising citizen privacy expectations

44%
Protection of IT/OT environments

44%
Emerging/disruptive technologies

34%
Regulatory requirements

32%

In 2025, government departments, local councils, NHS hospitals, and the Legal Aid Agency
experienced disruptive cyber attacks, including ransomware incidents. DDoS activity is
escalating as threat actors increasingly use Al to refine and scale existing tactics, while evasion
techniques such as residential proxy services are being adopted to disguise malicious traffic as
normal online activity.

Source: IDC's Government Insights Survey, U.K., April 2025
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- Application security and hybrid cloud ops

Today's public sector IT leaders have numerous options for delivering and managing their
applications to create superior digital experiences and unlock innovative opportunities or
public service models. Hybrid, multicloud deployments are becoming the go-to choice for
application and APl deployment due to their flexibility and scalability.

2 3

API exploits

P

I

Data theft/
exposure

Malware

2025: Key web

security threats
of concern

Malicious bots

Web exploits

- Al-driven risks for applications and APIs

Al introduces new risks to applications and APIs, including the potential for adversarial attacks,
data leakage, and automated exploitation of vulnerabilities. As public sector organisations
increasingly embed Al into workflows and services, safeguarding these interfaces becomes
critical to maintain security, trust, and regulatory compliance.

Source: IDC's Web Application and Availability Protection Buyer Insights Survey, U.K., April 2025

U.K. public sector

application and API
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The state of cyber resilience and zero trust

- The cyber resilience imperative

Given the increasingly disruptive nature of cyber incidents, there is a heightened focus on

the resiliency of business IT infrastructure and critical national infrastructure. The U.K. public
sector is behind its European counterparts in terms of prioritising cyber resilience as a
strategic concern with a defined strategy and goals and support from senior management.

Public sector approach to cyber resilience

M European public sector | U.K. public sector
64%
46% 46%
30%
9%
5% 1% oo
Mature/strategic Opportunistic Ad hoc Not engaged

Top 3 factors driving cyber resilience

@ Reputational

=) impact of

% T
security incidents

a Supporting
@ secure digital
transformation

Source: IDC's Security Technologies and Strategies Survey, Europe, May 2024
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Cyber attack
caused operational
downtime

- Zero trust

Return to table of contents

Zero trust principles provide an agile and dynamic security foundation that is resilient to

organisational change and flexible enough to meet the challenges faced by modern business,
workforce, and technology trends. Over half (52%) of public sector organisations have adopted
a strategic approach to zero trust, yet only 19% report high confidence in the effectiveness of

their application-level zero trust controls.

High confidence in applying zero trust controls across key areas

Network

Data

Identity and access

Applications

Top 3 factors driving zero trust adoption

Shift to more
proactive security

Secure hybrid
work models

Source: IDC's Security Technologies and Strategies Survey, Europe, May 2025;
IDC's EMEA Digital Transformation and Security Survey (sponsored by Akamai), September 2023

56%

37%

25%

19%

Security
best practice
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Cyber Assessment Framework: A tool for assessing

cyber resilience

The National Cyber Security Centre (NCSC) developed the Cyber Assessment Framework (CAF)
to be sector agnostic and as future proof as possible. Version 4.0 was released in August 2025,
and the framework will continue to evolve to remain aligned with regulatory developments
under the Cyber Security and Resilience Bill.

The CAF provides organisations with a structured approach to assess, achieve, and
demonstrate an appropriate level of cyber resilience. It is particularly relevant for:

- Organisations subject to the Network and Information Systems (NIS) Regulations

- Organisations that fall within the classification of Critical National Infrastructure (CNI)
- Organisations responsible for managing cyber-related risks to public safety

- Public sector organisations that support core government functions

The framework applies to both IT and OT environments.

The CAF in the public sector

- Central government: Mandated through GovAssure for annual critical
system assessments.

- Local government: Implemented via a sector-specific, adapted version
of the framework.

NHS: Integrated into the Data Security and Protection Toolkit (DSPT) as
the core cyber security and information governance standard.

=IDC
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The CAF adopts an outcome-based approach, rather than a compliance checklist of
specific actions.

2) &) ©) ©)
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Contributing

outcomes
X 41

Indicators of
good practice

Itis built upon a set of 4 objectives and 14 principles, and is supported by a series of 41
contributing outcomes, with indicators of good practice (IGPs) utilised to measure success
(i.e., whether the contributing outcome is judged to have been achieved, partially achieved,
or not achieved).
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NCSC Cyber Assessment Framework v4.0

CAF objectives and principles

- Al. Governance
- A2.Risk management
- A3. Asset management

- A4.Supply chain

- CI. Security monitoring

- C2.Threat hunting

=IDC
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B1. Service protection
policies and processes

B2. Identity and
access control

B3. Data security
B4. System security

B5. Resilient networks
and systems

B6. Staff awareness
and training

Dl1. Response and
recovery planning

D2. Lessons learned

What's changed: New stand-alone outcomes

-+ Understanding threats

Risk management A2.b — Requires organisations to understand
threat actors' capabilities, methods, and techniques and to
integrate threat intelligence into risk management decisions.

-+ Al cyber risks

Risk management A2.a — Indirectly references Al in the
context of considering "new and emergent technologies" and
“technological developments" within risk assessments.

-+ Secure software development and support

Supply chain A4.b — Requires security to be embedded
throughout the software life cycle, including secure coding,
vulnerability management, and patching, with attention to
the composition and provenance of third-party components.

- Security monitoring

Security monitoring C1.f — Requires going beyond traditional
log analysis to understand user and system behaviour and
identify anomalies indicative of malicious activity.

-+ Threat hunting

Threat hunting C2 — Requires proactively hunting for signs of
adverse activity, rather than relying solely on atomic indicators
of compromise such as file hashes, IP addresses, or

domain names.
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CAF Objective A: Managing security risk
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Objective A: Appropriate organisational structures, policies, and
processes are in place to understand, assess, and manage security risks
to network and information systems supporting essential functions.

Al. Governance

Principle: The organisation has appropriate management policies
and processes for the security of network and information systems.

A2. Risk management

Principle: The organisation identifies, assesses, and understands
security risks to networks supporting essential functions, establishing an
overall approach to risk management.

A3. Asset management

Principle: Everything necessary for the operation of essential functions,
including data, people, systems, and supporting infrastructure,

is determined and understood.

A4. Supply chain

Principle: The organisation understands and manages security risks
to networks and information systems arising from dependencies on
external suppliers, ensuring appropriate measures are taken.

March 2026 | #EUR25477726-IB | Sponsored by Akamai Technologies

- Security measures

While some of the security outcomes within this objective cannot solely be achieved through
technology, certain control areas can be supported by security solutions.

Akamai offers various solutions across application, API, bot, infrastructure, and zero trust
security that can contribute to achieving the following CAF outcomes:

A2. Risk management

A4. Supply chain

Firewall for Al
Protect Al-driven apps and LLMs from
prompt injection, data exfiltration, and

API security
Automatically discover and map APIs across
the enterprise, including shadow and Al-

harmful output.

related APIs, while assessing vulnerabilities,
evaluating risk posture, and detecting
anomalous behaviour. Coverage extends to

scanning code repositories for risks in API
A3. Asset management o P

Zero trust network segmentation
Enhance visibility through detailed insight
into network traffic and asset interactions,

specifications and code prior to deployment.

JavaScript supply chain

Shield websites in real time from JavaScript
threats, mitigate client-side script executions
with actionable alerts, and enable PCI DSS
v4.0 script security compliance requirements
to be met.

while reinforcing targeted controls and
policies to strengthen network asset security
and prevent lateral movement.
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CAF Objective B: Protecting against cyber attacks

- Security measures

@ Objective B: Proportionate security measures are in place to protect Akamai offers various solutions across application, API, bot, infrastructure, and zero trust

the networks and information systems supporting essential functions security that can contribute to achieving the following CAF outcomes:

from cyber attack.

e B2. Identity and access control
& B1. Service protection policies and processes e 9
Zero trust network access Multifactor authentication

B2. Identity and access control Secure, seamless zero trust access to Extend zero trust security for workforce

@ Principle: Organisations should have a clear understanding of who or enterprise applications and devices, with logins to cloud and web applications
& what has authorisation to interact with essential networks and information granular identity- and context-based controls by leveraging FIDO2-supported multi-
systems. Users, devices, and systems must undergo appropriate verification, informed by real-time threat intelligence, factor authentication.
authentication, and authorisation before accessing data or services. device posture, and user information.

B3. Data security
Public sector use Public sector use

58%

B5. Resilient networks and systems

B4. System security
0

C)\O

0)

2 B6. Staff awareness and training Already using Plan to use Already using Plan to use

Source: IDC's Networking and Life-Cycle Services Survey, U.K., July 2025 Source: IDC's Government Insights Survey, U.K., April 2025
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CAF Objective B: Protecting against cyber attacks
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Objective B: Proportionate security measures are in place to protect the
networks and information systems supporting essential functions from

cyber attack.

B1. Service protection policies and processes
B2. Identity and access control

B3. Data security

B4. System security
Principle: Protect critical networks, information systems, and technology

from cyber attack. A secure-by-default design approach is crucial. This includes:

- Visibility of cyber risks
- Effective detection of unauthorised attempts to bypass security measures

- Segmentation of network and information systems into appropriate
security zones.

BS5. Resilient networks and systems

B6. Staff awareness and training

March 2026 | #EUR25477726-IB | Sponsored by Akamai Technologies

- Security measures

Akamai offers various solutions across application, API, bot, infrastructure, and zero trust

security that can contribute to achieving the following CAF outcomes:

B4. System security

Dynamic DDoS protection and network
cloud firewall

Proactive protection of applications, data
centres, and cloud and internet-facing
infrastructure from DDoS attacks and
malicious traffic.

API security / Web app protection
Continuous discovery and visibility into all
web applications and APls, as well as their risk
posture, with behavioural analysis to uncover
threats and misuse.

Public sector use

DDoS protection

API security

Zero trust network segmentation

Protect critical assets with granular,
software-based microsegmentation to
stop malicious lateral network movement.

DNS firewall and security

posture management

Monitor traffic with a DNS firewall to block
access to malicious domains and defend
against phishing and malware, while
DNSPM enhances visibility and control by
continuously identifying misconfigurations,
policy gaps, and emerging threats.

Web app firewall DNS firewall

Source: IDC's Web Application and Availability Protection Buyer Insights Survey, U.K., April 2025
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CAF Objective C: Detecting cyber security events

- Security measures

(> Objective C: Capabilities exist to ensure security defences remain Akamai offers various solutions across application, API, bot, infrastructure, and zero trust
@ effective and to detect cyber security events affecting, or with the potential security that can contribute to achieving the following CAF outcomes:
to affect, essential functions.
C1. Security monitoring C2. Threat hunting
Complete API security / Web app protection Cyber threat hunting
Principle Cl: security monitoring Observability with integrated WAF, bot, AP, Proactive and systematic search for
and DDoS security controls to protect web anomalous behaviour and unknown,
Monitor the security status of networks and systems to detect applications against data exfiltration, account undetected threats that may have
potential security problems and track the ongoing effectiveness of takeover, and application downtime. evaded a network's automated
protective security measures. defence systems.

Public sector cyber threat hunting

Principle C2: Threat hunting The government cyber security strategy for the public

sector emphasises operating a threat hunting capability.
Proactively search for hidden or emerging threats across network and P P 9 g cap y

information systems, rather than relying solely on known indicators :JUSt under a quarter of pUbI"C se(‘:to.r respondents have
of compromise. it as a top operational security priority.

Source: IDC's Security Technologies and Strategies Survey, Europe, May 2024
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Guidance on conforming to the Cyber Assessment
Framework

o 2 3 (4]

Understanding . Self-assessment Addressing Cl:o
your needs gaps

Continuous Vi ﬁ
improvement il

-+ Perform regular reviews and

-+ ldentify essential
functions: Determine the
essential functions of your
organisation that rely on
critical IT systems and data.

Prioritise risks:

Evaluate the potential cyber
threats and vulnerabilities
associated with these
essential functions. This helps
prioritise your focus during
the assessment.

-+ Evaluate security posture:
Use the CAF as a guide to
conduct a self-assessment
of your organisation's cyber
security posture. Review
each objective, principle,
contributing outcome, and IGP.

Gather evidence:

Collect evidence to support
your assessment. This includes
existing policies, procedures,
security controls, and incident
response plans.

_—ID< March 2026 | #EUR25477726-I1B | Sponsored by Akamai Technologies
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-+ ldentify areas for
improvement: Based on your
self-assessment, identify areas
where your organisation fails
to meet the CAF objectives
and outcomes.

Develop action plans:

Create action plans to address
the identified gaps and
improve your overall cyber
resilience. This might involve
implementing new security
controls, revising policies, or
conducting staff training.

updates: Continually review
your organisation's cyber
security posture and update
your self-assessment

as required.

Consider external assessment:
While self-assessment is

a valuable starting point,
consider seeking an external
assessment from a qualified
security professional for a more
comprehensive evaluation.

1
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Ralf Helkenberg is a senior research manager with the European security research team,
responsible for leading IDC’s European Privacy and Data Security research practice. His
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encryption), end-user trends, and the future of digital trust.
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Akamai

Empowering the U.K. public sector to achieve cyber resilience

As the U.K. public sector accelerates its digital transformation, the threat landscape has become increasingly complex. The rise

of hybrid cloud operations, the proliferation of APIs, and the emergence of Al-driven threats mean that traditional perimeter-based
security is no longer sufficient. Akamai directly addresses this challenge. We recognise that achieving the outcomes defined in the
NCSC Cyber Assessment Framework is a foundation for public trust and service continuity. Akamai's security platform is designed to
help public sector organisations navigate these challenges by moving beyond simple compliance and towards true cyber resilience.

By integrating intelligence from Akamai's massively distributed edge and cloud platform, we empower government departments,
the NHS, and local authorities to:

- Protect new Al services and LLMs

- Enforce zero trust for hybrid operations
- Modernise application and API security
- Shift to proactive threat hunting

- Secure citizen portals and accounts

Together, we can build a resilient digital infrastructure that protects sensitive data and ensures the delivery of essential services to
every citizen, as a fundamental imperative for the nation's digital sovereignty.

Akamai Security for Public Sector
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The opinion, analysis, and research results presented herein are drawn from more detailed research and analysis
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International Data Corporation (IDC) is the premier global provider of market intelligence, advisory services, and events for

the information technology, telecommunications, and consumer technology markets. With more than 1,300 analysts worldwide,
IDC offers global, regional, and local expertise on technology and industry opportunities and trends in over 110 countries.

IDC's analysis and insight help IT professionals, business executives, and the investment community to make fact-based

technology decisions and to achieve their key business objectives.
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