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Key Findings

Organizations are building AI fluency in familiar 
areas like customer support while experimenting 
with, but not yet fully deploying, new capabilities 
like visual search.

Balance Innovation With Risk Management To 
Build And Scale AI Applications

As organizations accelerate their AI adoption, they’re focusing on 
established, lower-risk applications to build fluency and gain fast 
ROI. This iterative approach allows them to experiment with AI while 
minimizing potential disruptions and security vulnerabilities, learning 
from challenges in more controlled environments. 

Akamai commissioned Forrester to conduct a double-blind study 
of 400 senior AI and enterprise cloud strategy decision-makers to 
explore their near- and long-term approaches to AI for customer-
facing applications. We found that as organizations work to 
integrate AI, many face hurdles such as skills gaps and concerns 
about operational reliability. To navigate these complexities, they 
are turning to trusted partners who can provide guidance in safely 
building and deploying AI, addressing risks, and scaling successful 
implementations.

Leaders expect AI to boost CX, revenue, and 
efficiency, but only if it works — 45% worry 
about failures. Top challenges include security 
concerns and technology and skills gaps.

Organizations are relying heavily on partners 
with expertise and experience to help them build 
and deploy safe, reliable AI solutions today and 
lay the foundation for expansion in the future.
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Top Drivers Behind Using AI For Customer-
Facing Applications

AI Is Advancing CX And Efficiency

AI enhances CX by providing faster, more personalized interactions, 
such as chatbots that resolve queries instantly. At the same time, 
it improves efficiency by automating repetitive tasks, reducing 
costs, and streamlining workflows in customer-facing operations. 
Respondents in this study say their top drivers for using AI for 
customer-facing applications are improved CX (76%) and retention 
(71%), improved operational efficiency (76%), and the ability to 
augment skills/staff (62%). We also asked how organizations plan 
to measure the success of their initiatives, and their top metrics 
were improved CX (75%) and increased revenue (74%). Forrester’s 
research consistently shows that improved CX drives increased 
revenue.1 By leveraging AI to enhance CX and operational 
efficiency, organizations can create a virtuous cycle where happier 
customers drive higher retention, greater loyalty, and sustained 
revenue growth.

Note: Showing top three responses for each driver
Base: 400 director+ global respondents responsible for AI and enterprise cloud strategy
Source: Forrester’s Q2 2025 AI For Customer-Facing Applications Survey [E-63792]

EXTERNAL

INTERNAL

Improve CX

Improve operational efficiency

Improve customer retention

Augment skills/staff

Competitive differentiation

Improve developer experience

76%

76%

71%

62%

62%

58%
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Organizations Are Optimizing CX Today And 
Building AI Fluency

Organizations are leveraging AI to enhance existing customer-facing 
applications, such as delivering personalized recommendations and 
automating customer service resolution processes. These efforts are 
focused on achieving quick wins, such as demonstrating measurable 
ROI, improving CX, and driving operational efficiency. By prioritizing 
established applications, organizations can capitalize on proven use 
cases while minimizing risk, allowing them to build their AI fluency 
in a controlled and strategic manner. This approach not only fosters 
trust and confidence in AI but also sets the foundation for exploring 
more advanced capabilities in the future. For example, organizations 
are experimenting with AI for procedural content creation, visual 
search, facial recognition, and more. AI simplifies these complex use 
cases by automating processes, reducing technical barriers, and 
providing scalable solutions that were once resource intensive.

AI Application-Related Use Cases

Note: Showing top three responses for each use case 
Base: 400 director+ global respondents responsible for AI and enterprise cloud strategy
Source: Forrester’s Q2 2025 AI For Customer-Facing Applications Survey [E-63792]

CURRENTLY IMPLEMENTING/SCALING IMPLEMENTATION

CURRENTLY EXPERIMENTING

Personalized recommendations

Procedural content creation

Automating the customer service resolution process

Visual search

Answering consumer product/service questions

Facial recognition

53%

46%

53%

40%

52%

37%
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Harm to our brand reputation

Failure to function as intended

45%

45%

Security concerns

Technology/platform gaps

Compliance and regulatory concerns

63%

55%

55%

Difficulty hiring/retaining talent 37%
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Top AI Application-Related ChallengesBalancing Innovation With Risk Mitigation 
Is Key As Brand Reputation And Failure To 
Function Are Top Concerns

Although organizations are increasingly using and experimenting 
with AI to support various customer-facing use cases, they are 
proceeding cautiously. Forty-five percent of respondents express 
concerns about applications failing to function as intended, which 
could negatively impact CX, reputation, and revenue. This caution 
suggests a focus on optimizing existing applications rather than 
deploying entirely new innovations, allowing organizations time to 
build their AI fluency while addressing critical challenges. These 
challenges include security, technology, compliance, and skills 
gaps. Organizations must strike a balance between advancing 
AI capabilities and ensuring performance and scalability, all 
while mitigating risks that could compromise customer trust or 
operational stability. 

Note: Showing top responses for each application
Base: 400 director+ global respondents responsible for AI and enterprise cloud strategy
Source: Forrester’s Q2 2025 AI For Customer-Facing Applications Survey [E-63792]

Top AI Application-Related Risks
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Technology Adoption For Developing And 
Deploying AI Solutions For Customer-Facing 
Applications

Low-Latency, High-Performance Infrastructure 
Is Critical To Success

Low-latency, high-performance infrastructure is crucial for enabling 
respondents’ top use cases, where real-time processing and 
responsiveness is key to great CX. Cloud-native technologies 
provide scalable, distributed environments that organizations 
can optimize for AI workloads, such as AI inferencing, which 
requires low-latency systems to deliver near-instant outputs 
like personalized recommendations or query resolutions. Cloud 
infrastructure providers offer managed services for model training 
as well as development with preconfigured, performance-optimized 
environments, reducing complexity. At the same time, open-
source AI frameworks provide flexible, community-driven tools that 
integrate easily into cloud-native infrastructures, enabling faster 
innovation and cost-effective implementation. Together, these 
technologies create the foundation needed to power advanced 
AI-driven applications while maintaining the speed, scalability, and 
reliability required for success.

Note: Percentages may not sum to totals due to rounding
Base: 400 director+ global respondents responsible for AI and enterprise cloud strategy
Source: Forrester’s Q2 2025 AI For Customer-Facing Applications Survey [E-63792]

Implemented, but not expanding/upgrading
Expanding or upgrading implementation

Cloud-native technologies

AI inferencing through our 
own implementation

AI inferencing through cloud 
providers’ managed AI services

Cloud providers’ managed AI 
services for model training

Open-source AI

26% 55% 81%

44% 34% 78%

32% 46% 77%

27% 47% 74%

22% 50% 72%
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BUILDING AI SOLUTIONS

DEPLOYING AI SOLUTIONS

Edge provider Global systems 
integrator/service 

provider

Public cloud 
platform

31% 50% 54%

Specialty AI 
provider

59%

39% 55% 70%52%

Edge provider Global systems 
integrator/service 

provider

Public cloud 
platform

Specialty AI 
provider
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Preferred Partners Trusted Partners Drive Success Through 
Experience And Expertise

Organizations recognize that trusted infrastructure partners with 
proven expertise and experience are critical to successfully enabling 
top AI use cases such as personalization, visual search, customer 
service automation, and procedural content creation. Respondents 
in our study show a clear preference for specialty AI providers 
(59%) and public cloud platforms (54%) when building AI solutions, 
valuing their deep domain knowledge and scalable infrastructure. 
For deployment, public cloud platforms (70%) and global 
systems integrators/service providers (55%) are the top choices, 
underscoring the importance of reliable, scalable systems and 
expert guidance. Edge providers (31%) play a key role as well. These 
trusted partners not only provide the technical capabilities needed 
to support complex AI applications but also offer the operational 
expertise to help organizations navigate challenges in security, 
compliance, and scalability, ensuring AI initiatives are effective and 
sustainable.

Base: 400 director+ global respondents responsible for AI and enterprise cloud strategy
Source: Forrester’s Q2 2025 AI For Customer-Facing Applications Survey [E-63792]
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Conclusion

Organizations are leveraging AI to improve customer-facing 
applications like personalization, customer service automation, 
and visual search, focusing on established use cases to achieve 
rapid success like improved CX and operational efficiency with 
measurable ROI. This approach allows them to build fluency while 
minimizing risks and disruptions. However, advancing AI capabilities 
requires overcoming challenges like security, compliance, and 
skills gaps. Choosing the right partners with expertise in scalable 
infrastructure and AI deployment is critical to overcoming these 
hurdles. Trusted partners provide the technical capabilities and 
guidance needed to ensure AI initiatives are reliable, secure, and 
capable of driving immediate and long-term success.

Endnotes
1 Source: The ROI Of CX Transformation, 
Forrester Research, Inc., February 6, 2024.
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Resources

Project Team:

Mandy Polacek,  
Principal Market Impact Consultant

Contributing Research:

Forrester’s Technology Leaders 
research group 

Related Forrester Research: 
Budget Planning Guide 2026: Technology Executives, Forrester 
Research, Inc., July 10, 2025.

Embrace The AI-Native Cloud Now, Forrester Research, Inc., May 30, 
2025.

How to Get Started With AI-Native Cloud, Forrester Research, Inc., 
June 27, 2025.

Related Resources

Faram Medhora, Software Giants’ Q4 2024 Earnings: Tech 
Executives Are Still Responding, Forrester Blogs.

Dario Maisto, Lee Sustar, and Charlie Dai, Choosing The Right Public 
Cloud Platform In 2025: What’s At Stake?, Forrester Blogs.
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https://www.forrester.com/go?objectid=res184519?utm_source=forrester_tlp&utm_medium=web&utm_campaign=consulting&utm_content=E-63792
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https://www.forrester.com/blogs/choosing-the-right-public-cloud-platform-in-2025-whats-at-stake/?utm_source=forrester_tlp&utm_medium=web&utm_campaign=consulting&utm_content=E-63792
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Methodology

This Opportunity Snapshot was commissioned by Akamai. To create this 
profile, Forrester Consulting supplemented this research with custom 
survey questions posed to 400 AI and cloud strategy decision-makers at 
the director level and above globally. The custom survey began and was 
completed in June 2025. The survey was conducted in a double-blind 
fashion. 

Note: Percentages may not total 
100 due to rounding.

ABOUT FORRESTER CONSULTING
Forrester provides independent and objective research-based consulting to help 
leaders deliver key outcomes. Fueled by our customer-obsessed research, Forrester’s 
seasoned consultants partner with leaders to execute their specific priorities using 
a unique engagement model that ensures lasting impact. For more information, visit 
forrester.com/consulting.
© Forrester Research, Inc. All rights reserved. Unauthorized reproduction is strictly 
prohibited. Information is based on best available resources. Opinions reflect 
judgment at the time and are subject to change. Forrester®, Technographics®, 
Forrester Wave, and Total Economic Impact are trademarks of Forrester Research, Inc. 
All other trademarks are the property of their respective companies. [E-63792]

Demographics

COUNTRY

China 20%

Germany 19%

India 21%

United Kingdom 20%

United States 21%
INDUSTRY (TOP FIVE)

Technology and/or 
technology services 20%

Retail/CPG 17%

Financial services and/
or insurance 14%

Media and/or 
entertainment 13%

Travel and hospitality 12%

COMPANY SIZE (ANNUAL 
REVENUE)

$500M to $999M 49%

$1B to $5B 35%

>$5B 16%

RESPONDENT LEVEL

Director 43%

Vice president 36%

C-level executive 21%
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