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Executive summary
Resilience anchors digital transformation.
AP governments are accelerating modernization, but resilience, cybersecurity, and digital 
sovereignty are now foundational requirements. Internal resilience and critical infrastructure 
protection rank among the top five strategic priorities for governments across the region over 
the next two years.

Governance and skills gaps constrain progress.
Budget pressures, tool complexity, and cyberskills shortages fragment security architectures. 
Decentralized decision-making and regulatory burden delay execution, creating persistent 
gaps between cybersecurity strategy and operationalization across ministries.

Escalating threats demand urgent action.
Eighty-nine percent of AP government organizations reported ransomware attacks in the
past year, outpacing the 77% rate across other industries. AI-enabled threats such as 
automated phishing, deepfakes, and model manipulation are rapidly expanding the public 
sector attack surface.

Sovereignty and secure-by-design are the next frontier.
Forty-five percent of AP governments are prioritizing sovereign cloud for AI workloads.                 
The region’s next modernization phase requires a shift toward secure-by-design architectures, 
zero trust operating models, and cross-border threat collaboration.
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Resilience is now a top government priority

Source: IDC’s Industry Intelligence — Government Survey 2025; Australia, India, Japan, Korea, New Zealand, Singapore (n = 262) 

Over the next two years, AP governments 
will intensify their focus on operational 
efficiency, citizen engagement, and 
data-driven services to accelerate 
modernization.

Critically, internal resilience and critical 
infrastructure resilience rank among 
governments’ top five priorities, 
signaling that secure, reliable, and 
adaptive government foundations are 
viewed as essential to sustaining digital 
transformation.

AP government top priorities [% selecting as top priority]

Operational 
efficiency

Public and citizen 
experience

Data-driven services 
and programs

Internal resilience, 
security, and trust

Critical 
infrastructure 

resilience

18% 17% 15% 15%17%
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Governments are high-value targets in an 
AI-expanded threat landscape

Top AI-driven threats concerning AP governments [% concerned]

LLM prompt 
injection and model 

manipulation

AI-driven zero-day 
exploitation

AI-enhanced 
phishing and 

deepfakes

AI-driven business 
logic attacks

Automated malware 
using AI

Sources: IDC’s FERS Survey Wave 5, 2025; IDC’s AP Security Study, 2025

AI-enabled threats are widening 
the public sector attack surface. 
Governments must embed adaptive, 
intelligence-driven defenses 
combining AI-powered threat 
detection and real-time intelligence 
sharing to stay ahead of rapidly 
emerging attack vectors.

of AP government 
organizations experienced 
ransomware attacks in the 
past year, versus 77% across 
other industries.

89%
62% 60% 58% 57% 57%
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Source: IDC’s Governmental Digital Resilience Framework 1.0

Organization
Mission alignment, 

digital skills, data-driven 
decisioning, scenario 

planning

Finance
Revenue stewardship, 

funding diversification, 
risk modeling, cloud 

FinOps

Operations
Operational 

continuity, climate 
risk management, 

automation, digital twins

Technology
Cybersecurity, AI/ML, 
5G networks, disaster 
recovery, zero trust, 

data governance

Ecosystems
Supplier diversity, 

public-private 
partnerships, 
community 

engagement, supply 
chain management

2 3 4 51

IDC’s government digital resilience framework
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Source: IDC’s Industry Intelligence — Government Survey 2025; % already using solution (n = 262)

AP governments are reinforcing existing security foundations across five core domains, reflecting a defense-in-depth strategy focused 
on optimization and resilience rather than adopting unproven tools.

Securing the core: A defense-in-depth approach

Protecting citizen 
records, government 

databases, and sensitive 
policy information 
against breaches, 
exfiltration, and 

unauthorized access

57%
Data security

57%
Network security

55%
Application security

48%
Identity and risk 

management

47%
Endpoint security

Securing inter-agency 
connectivity, critical 

infrastructure networks, 
and digital public service 

delivery channels

Defending citizen-facing 
apps, government 

portals, and APIs against 
exploitation, injection 
attacks, and service 

disruption

Modernizing IAM 
systems to enable 

secure digital identity 
for citizens and civil 

servants, with AI-driven 
incident detection

Protecting devices 
across distributed 

government workforces, 
remote operations, 
and expanding IoT 

environments
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AI: Expanding both threats and defenses

Source: IDC’s Industry Intelligence — Government Survey 2025 (n = 262) Source: IDC’s AP Security Study 2025 (n = 65)

AI adoption in government security

Key AI security use cases include real-time threat detection, AI-powered 
incident response, ML-assisted web application firewall, and continuous 
vulnerability monitoring.

of AP government organizations have already 
invested in AI/GenAI, with deployments 
increasingly embedded in integrated threat 
management and critical infrastructure protection.

73%

Barriers to AI security adoption

AP security study 2025 

Regulatory uncertainty 
around AI security governance

Concerns about transparency, 
compliance risks, and AI 

hallucinations

Integration challenges with 
legacy security stack

Lack of trusted vendors and 
verified solution providers

48%

40%

48%

38%
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Governance and execution gaps 
constrain resilience

These structural barriers fragment security architectures and 
impede the operationalization of resilience strategies across 

government ministries.

Governments must adopt simplified, interoperable security 
platforms and empower localized, accountable cybersecurity 

governance, aligning funding, skills, and decision authority with 
operational risk realities.

Cost and budget 
restrictions on 
cybersecurity 

tooling

46%

Security decisions 
being made outside 
the region/country

28%

Complexity from 
AI/automation 

layers within 
existing stacks

42%

Navigation of complex 
and fragmented 

regulatory 
requirements

28%

Lack of in-house 
skills to manage 

integration

42%

Limited executive 
sponsorship or 
prioritization of 

security

23%

Source: IDC’s AP Security Study 2025 (n = 65)

Structural integration barriers Internal governance constraints



10

Return to Table of ContentsBuilding Resilient Digital Government Across Asia/Pacific

 September 2026  •  #EUR254677926-IB  •  Sponsored by Akamai

Source: IDC’s Industry Intelligence — Government Survey 2025; Australia, India, Japan, Korea, New Zealand, Singapore (n = 262) 

Top advantages of sovereign cloud adoption (%)

Data residency 
and localization

Protection versus 
extraterritorial 

requests

Greater control 
of international 

transfers

Enhanced data 
security and 

privacy

Stronger 
compliance 

posture

Operational 
resilience

Sovereign cloud: The new resilience pillar

of governments say 
geopolitical uncertainty has 
increased interest in digital 
sovereignty adoption.

54%

are prioritizing sovereign 
cloud specifically for AI 
workloads, reflecting the 
strategic importance of 
data localization, regulatory 
control, and infrastructure 
independence.

45%

32% 21%29%50% 46% 32%
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Building secure-by-design government
Where governments are today
Cybersecurity spending across the region remains largely risk-driven 
and defensive, responding to threats and compliance mandates 
rather than re-architecting resilience from the ground up.

Top investment drivers cited by governments 
reflect this reactive posture:

The shift required
The next phase of government digitalization demands a 
fundamental re-orientation from security as a response mechanism 
to security as an architectural principle embedded in every initiative 
from the outset.

	B Secure-by-design architectures: Designing in resilience, not 
bolting it on

	B Zero trust operating models: Replacing perimeter-based 
thinking with continuous verification

	B AI assurance frameworks: Ensuring trustworthy, explainable, and 
bias-free government AI

	B Cross-border threat collaboration: Sharing intelligence to 
protect regionally interdependent digital infrastructure

	B Edge-distributed infrastructure: Reducing dependency on 
centralized cloud concentration and single points of failure

Source: IDC’s Industry Intelligence — Government Survey 2025 (n = 262)

37%
Increase in 

cyberthreats and 
attacks

36%
Evolving citizen 

expectations around 
privacy

32%
Regulatory 

requirements driving 
compliance spend
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IDC segments AP public sector markets by digital maturity and sovereignty orientation.

Resilience maturity across Asia/Pacific 
market clusters

Innovation-led resilience
These regions have high digital 
maturity, performance-driven 

procurement, and strong innovation 
culture. PDPA/IM8 (Singapore) 

and IRAP (Australia) compliance 
are non-negotiable gating criteria. 
These regions benchmark against 

hyperscaler-native stacks and have a 
focus on co-innovation, ML-assisted 

WAF, and API security expansion.

Trust-governed sovereign
Japan has high digital maturity but 
strong domestic orientation. ISMAP 
and APPI accreditation determine 

vendor eligibility. SI-led architecture 
recommendations shape all vendor 

selection. This requires deep 
localization, patient trust-building, 

and vendor-agnostic multicloud 
positioning.

Sovereignty-led digital 
infrastructure

These regions have rapid digital 
expansion paired with strong 

localization mandates (India DPDP Act, 
Indonesia GR 71/2019) and a preferece 

for domestic alignment and cost 
stability. They focus on compliance-

aligned architecture, in-country PoPs, 
and interoperability with digital public 

infrastructure.

Value-led digital expansion
These regions are developing digital 
ecosystems with budget sensitivity 
and are open to foreign vendors but 
price-conscious. Security maturity 

varies by ministry. Foundational 
security (DDoS, WAF) is the entry 

point. City-building workshops 
and TCO comparisons against 

hyperscalers accelerate adoption.

Singapore and Australia
Advanced digital maturity | 

Open to innovation

Japan
Advanced digital maturity | 

Sovereignty-centric

India and Indonesia
Emerging digital maturity | 

Sovereignty-centric

Malaysia and Thailand
Emerging digital maturity | 

Open
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Key recommendations for technology leaders

Consolidate from fragmented tools to integrated platforms.
Replace siloed point solutions with interoperable security platforms that span data, network, application, 
and identity layers. Simplicity reduces gaps and lowers the skills burden on stretched government teams.

2

Shift from reactive defense to secure-by-design architecture.
Move beyond threat response toward proactive resilience. Mandate secure-by-design architecture for all new digital 
public infrastructure, embed AI assurance frameworks, and establish cross-border threat intelligence sharing. 

5

Prioritize identity modernization as the new perimeter.
With cloud-based citizen services eliminating traditional network perimeters, IAM and zero trust principles 
are the new security backbone. Invest in AI-assisted identity and incident management as a foundation.

3

Close the skills and governance gap through structured investment.
Partner with industry to establish cybersecurity academies, localized training programs, and clear governance 
accountability. Decentralized decision authority must be replaced by empowered, accountable security leadership.

6

Treat resilience as infrastructure, not an add-on.
Embed cybersecurity, continuity planning, and sovereign alignment into the architecture of every new digital 
government service. Resilience is not a project but a design principle.

1

Build sovereign cloud and compliance into procurement criteria.
Data localization, in-country infrastructure, and vendor certification alignment (ISMAP, IRAP, and IM8/PDPA) 
should be formal procurement requirements, not afterthoughts.

4
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Asia/Pacific governments stand at a critical inflection point. The foundations 
of digital government (citizen services, data infrastructure, and AI-enabled 
policy) are now inseparable from the question of resilience. The threats are 
real, the gaps are documented, and the pressure to act is mounting from 
every direction amid geopolitical volatility, evolving regulatory frameworks, 
and adversaries’ rapidly changing capabilities.

The next phase is not about planning for resilience but about 
operationalizing it. This means moving from reactive cyberdefense 
to continuous, proactive resilience management, including zero trust 
architectures that adapt to shifting threat surfaces, AI assurance 
frameworks that keep public sector AI trustworthy and secure, sovereign 
cloud deployments that give governments control without sacrificing 
capability, and cross-border intelligence sharing that treats regional 
interdependence as a strength, not a vulnerability.

The governments that will lead this transition are those that choose the right 
technology partners: those who understand regional regulatory complexity, 
invest in a local presence, and can integrate seamlessly with evolving 
national digital architectures. Resilient government is not a destination but 
a continuous capability.

Looking ahead: From resilience 
planning to resilience operations
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