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Airlines rely on APIs to power every part of the traveler’s experience, from booking and boarding to loyalty
redemption and in-flight connectivity. But each new integration, partner, and Al-driven experience expands
exposure to threats. Akamai’s analysis across select major airlines revealed an average of 30,000 active
APls, which far exceeds what most teams believed they managed.

That hidden complexity opens pathways for data leaks, compliance gaps, and fraud. Akamai API Security
gives airlines complete visibility and control across every APl — protecting critical systems and passenger
data without compromising the performance or reliability travelers depend on.

The growing API challenge in aviation
Quick facts

Airlines now operate in one of the world’s most API-dependent industries. Every
booking, check-in, and flight update relies on data exchanged through a dense mesh
of APIs that connect internal systems, mobile apps, Al-driven chatbots, and partner
networks from online travel agencies to payment processors. But AP| adoption is
accelerating faster than governance and security programs can evolve to meet it,
creating turbulence in the threat landscape. The most common API data tags

Airlines typically manage
thousands of APIs across complex,
multiprovider ecosystems.

include financial information,

Airlines process millions of passenger records, payment details, and loyalty credentials . .
location, and access credentials.

daily, often through APIs that remain unmonitored or undocumented. A single

misconfiguration can trigger cascading exposure across global systems. For modern Misconfigurations and
carriers, APl visibility and protection have become foundational to operational resilience, unauthenticated endpoints rank
regulatory compliance, and passenger trust. among the top five findings.

Connectivity across tens of thousands of APIs creates both opportunity and exposure.
Many of these APIs are invisible to legacy monitoring tools, leaving security teams unsure
of where sensitive data travels or which endpoints are most critical.

Once discovery begins, that picture changes. Airlines can map every connection, classify
data flows, and apply consistent protection policies across environments. Visibility turns
aonce-hidden attack surface into something measurable, governed, and secure.

Key takeaway

You can’t secure what you can’t see. Discovery transforms unknown risk into
actionable insight.

(Akamai
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5 key airline industry trends

1. Partnerintegrations are reshaping exposure. Airlines increasingly depend on
online travel agencies, loyalty networks, and payment processors to deliver seamless
experiences and extend market reach. Yet, each integration expands the airline’s
digital perimeter. Recentindustry breaches linked to third-party service providers
demonstrate how data exposure often originates beyond direct control, underscoring
the need for continuous API monitoring and governance across the entire API
footprint.

2. Misconfigurations remain a leading source of risk. Akamai’s analysis across global
airline environments shows that misconfigured or unauthenticated APIs continue to
rank among the most common and impactful vulnerabilities. These issues often arise
from decentralized ownership and rapid digital expansion; a landscape in which APIs
are deployed faster than they can be governed. Addressing this requires automated
posture management and continuous testing to maintain consistent security and
compliance across every integration.

3. Compliance requirements are expanding. Frameworks like PCI DSS v4.0, the
OWASP API Security Top 10, and regional data protection mandates are driving
airlines toward continuous monitoring and audit-ready transparency. Leading carriers
now view APl security and governance as a pillar of compliance and brand trust, not
merely a regulatory checkbox.

4. Runtime protection is becoming mandatory. Attackers are increasingly blending in
with legitimate traffic through credential abuse and business logic attacks. Airlines
are shifting toward behavioral analytics and adaptive runtime protections that
distinguish real passengers from malicious automation in real time.

5. Automation acceleratesresilience. Airlines are automating detection, triage,
and blocking to respond at machine speed. Akamai’s comprehensive workflow
automation capabilities help enable real-time mitigation without impacting
passenger experience, and help security teams scale protection as digital ecosystems
grow.

How Akamai helps

Airlines often struggle to maintain visibility into how and where sensitive data moves
through their APIs, especially when legacy and partner systems are involved. Akamai’s
analyses show that many environments include untracked endpoints, expired
certificates, and data exposure risks that go unnoticed until they cause disruptions or
compliance violations.

Akamai API Security provides a unified view of the entire APl estate so teams can detect
and address these weaknesses before they escalate.

Key capabilities include:

= Discovery: Continuously identifies every APl across the entire digital estate, including
those found in traffic and source code, to eliminate visibility gaps and provide an
always-accurate inventory.

= Real-time security posture and compliance visibility: Automatically analyzes
configurations, authentication models, and data exposure to highlight vulnerabilities
and compliance gaps. The built-in Compliance Dashboard maps API posture against
10+ frameworks to streamline audits and reporting.

Top risks for airlines

Partner APIs exposed across
booking and loyalty systems

Sensitive personally identifiable
information and payment data
transiting through unmanaged or
undocumented APIs

Shadow APIs bypassing governance
and compliance monitoring
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Native connectors and rapid time to value: Enables fast onboarding through
Akamai’s built-in connector for existing App & API Protector users, allowing teams to
activate discovery and protection in minutes. Akamai API Security is vendor-agnostic
and integrates seamlessly with your existing security stack, enabling teams to extend
API visibility and protection without disrupting current tools or workflows.

Runtime protection: Uses behavioral analytics to identify and mitigate business-logic
abuse, credential stuffing, data exfiltration, and other API-specific attacks in real
time, providing continuous protection beyond the perimeter.

API testing: Integrates with CI/CD pipelines to automate APl security testing during
development and pre-production. This shift-left approach helps teams detect
vulnerabilities earlier, reduce manual effort, and shorten time to remediation.

By maintaining stable, secure APl connections across distributed environments, Akamai
helps businesses minimize risk and demonstrate compliance.

Akamai products strengthen airline APl security

Protecting APIs across the airline ecosystem requires more than visibility alone. Airlines
need layered defenses that safeguard applications, control data flow, stop automated
abuse, and contain threats before they disrupt operations. In addition to API Security,
Akamai’s portfolio delivers this protection at every layer — from the edge to the data
center — through integrated solutions that work together to keep passengers, partners,
and critical systems secure.

Akamai App & API Protector: Akamai’s web application and APl protection that
combines web application firewall, APl protections, distributed denial-of-service
mitigation, and bot defenses. It protects complex web and API estates across hybrid
and multi-CDN environments.

Akamai Bot Manager: Detects and mitigates sophisticated bots while allowing good
automation. Useful against inventory hoarding, scraping, credential stuffing, and fare
search abuse that can distort revenue signals.

Akamai Account Protector: Protects against account takeover and other account
abuse using risk and trust signals to help safeguard loyalty and payment interactions.

Akamai Guardicore Segmentation: Limits lateral movement across applications and
workloads with microsegmentation, improving blast-radius control if an APl-exposed
service iscompromised.

Gain visibility that drives smarter security

APIs are critical to
bridging legacy
systems and powering
modern digital
experiences. Akamai
APl Security gave us a
strategic starting point
to manage risk without
requiring changes

to our applications.
Integration with Apigee
was completed in
under 30 minutes,
reducing complexity
and accelerating
deployment.

— Alarge North American airline

See what’s really powering your airline. Most airlines manage thousands more APIs than they
realize — each one a potential target for attackers or compliance violations. Akamai API Security
gives you the visibility and control to protect every API, from booking to baggage claim, without

slowing innovation.

Learn more

© 2025 Akamai Technologies | Support | ] X @ [ | Published 12/25

akamai.com



https://www.akamai.com/
https://www.akamai.com
https://www.akamai.com/global-services/support
https://linkedin.com/company/akamai-technologies
https://x.com/Akamai
https://www.youtube.com/akamaitechnologies
https://www.facebook.com/AkamaiTechnologies
https://www.akamai.com/solutions/app-and-api-security
https://www.akamai.com/products/app-and-api-protector
https://www.akamai.com/products/bot-manager
https://www.akamai.com/products/account-protector
https://www.akamai.com/products/akamai-guardicore-segmentation

