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Security at the speed of the mission

Enabling secure, resilient, and high-performance operations from enterprise to the tactical edge so the

warfighter can focus on the mission.

Proven Army partnership

For nearly a decade, Akamai has helped the Army keep soldiers connected, informed,
and protected anywhere the mission takes them. Our work supports millions of users
and thousands of applications, ensuring operational continuity from headquarters to the
frontline.

= Tactical ICAM for PEO C3N
In contested, degraded, or denied environments, losing access to mission systems can
put soldiers at risk. Akamai’s authentication in Denied, Disrupted, Intermittent, and
Limited (DDIL) environments ensures warfighters can log in and stay connected, even
with limited or unstable communications.

= Army Enterprise Access Management System (EAMS-A)
In an Army that operates 24/7, even seconds of downtime can disrupt operations.
Akamai’s zero-downtime migration for EAMS-A kept 2M+ daily authentications flowing
without interruption across thousands of Army applications, allowing soldiers and
commanders to focus on the mission rather than login issues.

= Army Master Identity Directory (AMID)
Quick, secure access to the right information improves readiness. Akamai’s unified
identity management reduces duplication and speeds access to enterprise systems, so
soldiers can spend more time acting on intelligence and less time waiting for systems
to load.

= Current Army ECE Support
From CONUS installations to OCONUS deployments, global missions depend on fast,
reliable application performance. Akamai’s high-availability delivery through DISA
GCDS improves responsiveness, increases operational resilience, and ensures mission
systems remain accessible under any conditions.

Defense Edge: Built for the Army’s future cloud and
cyber posture
Modern Army operations require secure, high-speed access to applications and data

anywhere and anytime, often over contested networks. Akamai is meeting this need
without adding latency, increasing the attack surface, or driving up costs.

Defense Edge (launching 2026)

» Combines DoD-grade security (FedRAMP High / DoD IL5, roadmap to IL6) with a
global edge footprint to meet performance needs in CONUS and OCONUS theaters.

Key benefits

Enhanced threat protection
Akamai App & API Protector blocks
evolving cyberthreats through
integrated WAF, DDoS mitigation,
and bot management.

Improved network security
Akamai Guardicore Segmentation
prevents lateral movement and
isolates compromised assets.

Comprehensive threat blocking
GovShield PDNS blocks malware,
phishing, and C2 activity across
Army networks and Defense
Industrial Base partners.

24/7 monitoring

Managed services with cleared
personnel provide continuous
monitoring and compliance
oversight.
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- 4,400+ global edge locations deliver content and applications at low latency, ensuring
commanders and soldiers get real-time data anywhere the mission takes them.

+ Zero Trust architecture with NIPRNet integration ensures compliant, identity-based
access without sacrificing speed.

+ Cost optimization via intelligent edge caching reduces cloud egress fees and
infrastructure overhead, freeing budget to invest directly in capabilities, training,
and equipment for the warfighter.

Zero Trust and ICAM next-generation capabilities

Army missions depend on secure, identity-based access that works from enterprise
headquarters to contested and disconnected battlefields. Akamai’s Zero Trust and
ICAM solutions deliver the scale and resilience needed to keep soldiers connected
and battle ready.

- Attribute-based access control with CAC/mobile integration enforces Army identity
policies globally, enabling secure access for the right user at the right time.

+ Continuous authentication detects and counters credential compromise immediately,
safeguarding mission data.

+ FIDO2-compliant MFA blocks phishing and machine-in-the-middle attacks before
they impact operations.

+ Automated API discovery and inspection shut down shadow APIs before adversaries
can exploit them.

Securing multi-domain operations at the tactical edge

Operationsin contested, bandwidth-limited, and high-threat environments require
that applications, APIs, and data remain available and uncompromised when traditional
infrastructure is unreachable. Akamai’s global edge architecture delivers the scale,
visibility, and resilience to protect Army operations anywhere in the battlespace,
especially at the tactical edge.

- Akamai App & API Protector integrates WAF, DDoS mitigation, and bot management
to block evolving cyberthreats before they reach Army networks, keeping mission
systems online.

- Akamai Guardicore Segmentation prevents lateral movement, containing
compromised assets to safeguard command and control and sustain operations.

- GovShield PDNS, integrated with NSA capabilities, blocks malware, phishing, DNS
exfiltration, and C2 activity across Army networks and Defense Industrial Base
partners, protecting logistics and supply chain the warfighter depends on.

* Managed services with cleared personnel provide 24/7 monitoring, adaptive tuning,
and compliance oversight, ensuring continuous protection without pulling warfighters
away from their primary mission.

For more information about Akamai’s public sector solutions, please visit our website.

To learn more about implementing your federal Zero Trust strategy with Akamai,
contact your Akamai public sector security sales team.
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