
From Visibility to Control 

Cyber-physical systems (CPS) — from MRI machines and infusion 
pumps to HVAC controllers and PLCs — are increasingly targeted  
by ransomware, data exfiltration attempts, and other persistent  
threats that rely on lateral movement. Traditional tools can’t see 
or protect these connected devices, posing a risk to infrastructure 
availability. Akamai Guardicore Segmentation and Armis Centrix™ 
integrate to deliver unified visibility and risk-based segmentation  
for all managed and unmanaged assets, including IT, OT, IoMT, and 
beyond. This joint solution enables organizations to reduce risk,  
stop lateral movement, and strengthen CPS security and compliance 
without disrupting operations.

The challenge:

Securing the unseen
Hospitals, factories, utilities, and government organizations rely on cyber-
physical systems (CPS) as critical infrastructure to run mission-critical 
operations. These systems include a rapidly growing number of building 
automation systems, industrial control systems, medical devices, and other 
IoT devices — systems that often can’t be patched, updated, or monitored with 
traditional IT security tools.

Attackers know this, which is why CPS environments are increasingly targeted 
by ransomware groups, espionage operations, and nation-state actors. Yet 
many organizations still lack comprehensive visibility into these devices, let 
alone have the ability to secure them with proactive segmentation.

And it’s not just a technical issue. It’s a strategic one. Gartner projects that by 
2027, 75% of CPS-intensive organizations will adopt CPS protection platforms, 
seeking integrated solutions that move beyond passive monitoring to deliver 
real-time remediation and risk reduction from potential vulnerabilities and 
other threats.
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Securing cyber-physical systems with Armis and Akamai

Benefits for your business

See the unseen 
Gain full visibility into unmanaged  
and agentless devices across IT, OT, 
and IoMT networks.

Segment what matters 
Apply contextual segmentation  
based on device behavior, type, OS,  
or risk score.

Reduce risk faster 
Proactively contain ransomware 
and reduce blast radius, even for 
unpatchable systems.

Speed up compliance 
Quickly enforce and attest access 
controls and segmentation around 
in-scope CPS for HIPAA, PCI DSS, 
ISO 27001, and more.

Satisfy insurance requirements 
Cyber insurers are increasingly 
looking for segmentation of CPS, 
offering premium reductions for  
IT-OT segmented architectures.

Simplify security ops 
Unify IT and OT segmentation to 
reduce your attack surface from a 
single interface. No rip-and- 
replace needed.
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The solution:

Actionable CPS protection with Armis and Akamai
The joint solution from Armis and Akamai Guardicore Segmentation delivers precisely what modern organizations 
need: agentless discovery and classification, contextual risk insights, and enforcement of segmentation policy 
based on real-time device intelligence.

This integration enables organizations to:

	Ź Identify and classify every asset, even those that cannot support agents

	Ź Automatically label devices within Akamai Guardicore Segmentation using metadata from Armis

	Ź Visualize and monitor communication paths across environments via Akamai’s Reveal maps

	Ź Build and enforce device segmentation policies on either the CPS or server side, with policies based on 
manufacturer, device type, OS, or Armis risk score

	Ź Reduce lateral movement, isolate high-risk assets, and contain potential breaches

By combining Armis’ industry-leading device intelligence with Akamai’s segmentation capabilities, security teams 
can finally protect what they previously couldn’t even see.

Use case:

Containing ransomware in a hybrid CPS environment
Consider a healthcare provider whose MRI machines and patient monitors, along with other connected medical 
devices, are exposed due to a flat network design. If ransomware gets in through a vulnerable workstation, these 
critical medical devices could be encrypted before the threat is even detected.

With Armis and Akamai Guardicore Segmentation in place:

	Ź Armis identifies and flags the relevant medical devices as high-risk, unpatchable assets.

	Ź Akamai applies CPS segmentation rules to prevent east-west communication from  
unauthorized sources.

	Ź If and when an attack begins, the ability to move laterally across the network is immediately blocked, 
keeping the infection contained.

This scenario plays out across industries where unmanaged devices represent the weakest links. Armis + Akamai 
secures those links by delivering CPS security with powerful segmentation controls.

Learn how Armis and Akamai Guardicore Segmentation work together to protect unmanaged  
and critical devices across your environment. Talk to our team today.
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