
Financial institutions face some of the world’s most complex 
cyber risks. Discover how microsegmentation is reshaping 
security, compliance, and operational resilience — unlocking 
advantages for those ready to evolve.

Nearly 8 in 10 have faced attacks in the past two years, proving that 
even the most security-mature sector needs stronger containment.

Financial institutions rank among
the top ransomware targets worldwide.

The State of Segmentation:
Financial Services 

Segmentation maturity
lags despite high awareness.

44%
92% of organizations use

traditional segmentation, but only
44% in financial services have 

advanced to microsegmentation.

Organizations with microsegmentation contain ransomware
21% faster — and large enterprises see 33% faster containment.

Resilience pays.

Top 3 drivers for
segmentation in financial services

Top 3 obstacles

Network
complexity

62%

Implementation
cost

57%

Internal
resistance

48%

Isolate high-risk
assets

76%

Contain
ransomware 

66%

Protect against
insider threats

62%

60% of insured financial institutions earn premium reductions,

Segmentation boosts financial outcomes.

60%

73%

while 73% report improved claim approvals thanks
to segmentation maturity.

Momentum is building.

Build resilience that pays off.

A good solution should:

Stop segmenting the hard way.

©2025 Akamai Technologies Support  |   | Published 11/25

Provide unified visibility

across hybrid environments

Automate policy creation

with AI-powered templates

Reduce operational overhead Deliver quick ROI

Two-thirds of adopters plan to increase their 
microsegmentation budgets over the next 
two  years — making it a baseline expectation 
for financial institutions.

Read the 2025 Segmentation Impact Study 
to see how Akamai helps financial institutions 
reduce risk, improve compliance, and deliver 
measurable ROI.

DOWNLOAD THE STUDY

https://www.akamai.com
https://www.akamai.com/global-services/support
https://www.facebook.com/AkamaiTechnologies/
https://www.youtube.com/user/akamaitechnologies
https://www.linkedin.com/company/akamai-technologies/
https://x.com/akamai
https://www.akamai.com/resources/research-paper/segmentation-impact-study-financial-services-industry

