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Financial services institutions sit at the epicenter of cyber risk. Nearly 8 in 10 have faced ”: .,o’ i : : :
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ransomware in the past two years, yet most still rely on legacy segmentation approaches coe® 0 .: :
. &
that leave attackers room to attack laterally. In fact, more than half (56%) of companies ¢ '.'. s o ... o
have not deployed advanced microsegmentation — the granular control needed to ¢ '.':, " .
contain lateral movement and protect high-value assets. DR ..
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This adoption gap is especially concerning for a sector in which the stakes couldn’'t be
higher. Breaches in this sector carry severe financial, reputational, and regulatory
consequences. Financial institutions also face sharper scrutiny from insurers and
regulators than do most industries, with 77% reporting that underwriters now assess
segmentation posture and 30% saying it’s already a formal requirement for obtaining
or renewing coverage.

This spotlight on almost 250 financial services leaders across the United States; Europe,
the Middle East, and Africa (EMEA): Latin America (LATAM); and Asia-Pacific (APAC)
draws on the results of Akamai’s 2025 Segmentation Impact Study conducted by
Phronesis Partners.

Financial services institutions face some of the world’s highest ransomware risks,
yet less than half have adopted advanced technologies — a maturity gap that leaves
them vulnerable. As insurers and regulators increasingly demand segmentation,
advancing to microsegmentation will put them ahead of the curve.
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The state of cybersecurity in financial services

Financial services institutions are among the most security-mature organizations in the world when
it comes to traditional measures like network firewalls, VPNs, and web security tools to safeguard
transactions, secure remote access, and protect applications from constant attacks. They have also
invested heavily in advanced controls like cloud security and data security, underscoring the sector’s
commitment to defending sensitive workloads and customer records. Together, these investments
create one of the broadest security profiles of any industry (Table 1).

Adoption of key IT security technologies in financial services

Technology Adoption rate

Network firewalls 98%
Remote access/VPN 93%
Web security 83%

Cloud security (CNAPP) 15%

Data security 1%

dentity and access management (PAM, IGA) 65%

Zero Trust Network Access 64%

Application security 60%
S’E)hs/r;%olss(g'&e;)t intelligence, EDR, SIEM, 30% - 53%

Table 1: Financial institutions report varying levels of adoption across
different IT security technologies, with the highest proportion of
organizations using network firewalls and remote access/VPN
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Even so, most institutions recognize the limits of in-house defenses. A total of 73% of financial services
organizations outsource security operations to a managed security service provider (MSSP), reflecting
both the complexity of global financial networks and the need to access specialized expertise.

Despite this extensive coverage, however, 79% of financial institutions have experienced or detected
at least one ransomware attack in the past two years. The persistence of ransomware, despite such
widespread investment and outsourcing, demonstrates that traditional tools are necessary but
insufficient. Attackers continue to exploit gaps between systems, moving laterally until they reach the
most critical assets. That's why many institutions now view segmentation — and microsegmentation,
in particular — as the missing layer that transforms strong defenses into true resilience.

79% of financial institutions have faced

ransomware attacks in the past two
years. The persistence of ransomware, O
despite such widespread investment 79 /O
and outsourcing, demonstrates that

traditional tools are necessary but

insufficient.

Segmentation Impact Study: Financial Services Industry akamai.com/security | 4


https://www.akamai.com/security

Segmentation adoption in financial services: A strong
foundation for a secure future

The financial services sector demonstrates a notable level of segmentation adoption, aligning with
global trends in key areas. Globally, 92% of organizations across all industries have deployed
traditional network segmentation. Within financial services:

48% use identity-based segmentation to manage access, compared with a global average
of 43%

44% have advanced to next-generation microsegmentation, applying workload-level
controls to contain lateral movement, compared with a global average of 35%

The top objectives driving segmentation adoption in financial services remain consistent with the
sector’s unique challenges. Financial institutions are prioritizing:

Isolating high-risk assets (76%)
Containing ransomware (66%)
Countering insider threats (62%)
Achieving regulatory compliance (58%)

Microsegmentation provides the necessary granularity to achieve these objectives, enabling
enforceable security at the workload and application levels. While nearly half of financial institutions
have adopted microsegmentation, there’s still an opportunity to bridge the maturity gap and enhance
the industry’s security posture (Table 2).

The push and pull of segmentation in financial services

Why financial services need segmentation What holds them back

76%: To isolate high-risk assets 62%: Network complexity

66%: To contain ransomware 57%: The cost of implementation
62%: To protect against insider threats 48%: Internal resistance
58%: To achieve regulatory compliance 35%: Operational disruptions

Table 2: The business case for segmentation is compelling, but achieving resilience requires
overcoming internal and technical challenges
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The payoff: Resilience and financial advantage .

For financial services institutions, segmentation maturity delivers benefits that go beyond security.
Segmentation maturity directly strengthens operational resilience and leads to more streamlined
compliance processes and favorable cyber insurance terms, which ultimately reduces costs and
improves overall risk posture.

Operational resilience

The 2025 study results found that, across all industries, organizations with microsegmentation are
measurably better at containing attacks: Ransomware containment is 21% faster on average, and
large enterprises (more than USS1B in revenue) achieve containment 33% faster. This speed matters.
Faster containment reduces the blast radius of ransomware, limits downtime, and keeps critical
services available even under pressure. It also boosts confidence: Adopters are twice as likely to rate
their containment response as effective or very effective.

Compliance and cyber insurance advantages

The impact of segmentation carries directly into financial outcomes. The 2025 study results indicate
that 84% of financial services institutions carry cyber insurance — and they stand out from other
industries in how aggressively insurers evaluate their defenses: 77% say underwriters now assess
segmentation posture, and 34% report segmentation is already a formal requirement for obtaining
or renewing coverage. Among the financial institutions that carry cybersecurity insurance, 60%
reported premium reductions tied to stronger segmentation, and 73% said segmentation maturity
improved claim approvals.

For compliance and audits, the payoff is equally clear: 85% of organizations across all industries said
segmentation maturity simplified audit reporting, and 33% reported reduced attestation costs.

Segmentation maturity isn’t just a security benchmark — it’s a way

to reduce costs.
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How Akamai helps financial institutions with Al-powered .

microsegmentation

Financial services institutions face four stubborn challenges in advancing segmentation: simplifying
network complexity, reducing implementation costs, enhancing segmentation and cybersecurity,

and overcoming departmental resistance. Akamai Guardicore Segmentation is designed to address
all four, powered by Al capabilities that make microsegmentation faster, simpler, and more effective.

Simplifying network complexity

Financial services environments are notoriously intricate. They are a blend of legacy systems,
multicloud workloads, software as a service (SaaS) applications, and strict regulatory boundaries.
Traditional segmentation often stalls in this environment because legacy tools usually stop at IP or
port level, leaving application-level behavior hidden from sight. Akamai addresses this challenge by
providing unified visibility across hybrid environments, surfacing dependencies and traffic patterns
that would otherwise remain obscured.

Reducing implementation costs

Another critical factor when implementing any program is cost vs. risk reduction. Although
segmentation is emerging as the industry standard for security, it’s also manual, slow, and resource
intensive. Many financial institutions cite the price of deployment as a leading obstacle because of
lengthy discovery, manual policy creation, and skills gaps. Akamai’s cloud native architecture helps
reduce those costs by accelerating deployment through prebuilt policy templates, like Essential
Policy, and automation that cut down the time to policy by more than 80%.

By lowering financial and staffing burdens, reducing operational
overhead by 33%, and delivering a 152% ROI with payback in less

than six months, Akamai makes microsegmentation achievable
even for institutions constrained by budgets or talent shortages.
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Enhancing segmentation and cybersecurity

Akamai also strengthens segmentation outcomes across the broader financial services
infrastructure. Its solutions, informed by extensive threat research, protect applications, APIs,
networks, and data against ransomware and Al-driven attacks, which leverage Al to accelerate
reconnaissance and lateral movement. Enhanced visibility into and control over API traffic is
particularly critical for the financial services industry, in which APIs form the backbone of digital
transactions and customer-facing services. Together, these solutions limit lateral movement,
reduce the blast radius of attacks by at least 70%, and reinforce trust among regulators, insurers
and customers.

Overcoming departmental resistance

Security initiatives often falter when different teams disagree on ownership, priorities, or compliance
demands. Akamai helps overcome these barriers by providing a unified view of risks and compliance
requirements across the organization. Automated compliance assessments and integrated reporting
tie segmentation directly to audit and regulatory needs by adding visibility for network/IT teams and
helping institutions secure buy-in across departments to maintain both efficiency and accountability.

Segmentation Impact Study: Financial Services Industry
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The road ahead

Microsegmentation is quickly becoming a baseline expectation in financial services. Two-thirds of
adopters plan to increase their microsegmentation budgets over the next 24 months, and half of the
nonadopters expect to begin implementing it in the same period.

For early movers, the advantages are already clear: faster ransomware containment, lower insurance
costs, and simplified compliance. For those who delay, the risks grow steeper — higher premiumes,
tougher audits, and longer recovery times when attacks occur.

In a sector in which every hour of downtime magnifies financial and reputational damage,
microsegmentation delivers more than security — it builds resilience, safeguards trust, and provides
a measurable financial edge.

For more information, read the full 2025 Segmentation Impact Study.

Research methodology

Thisreportis informed by proprietary research that was conducted by Phronesis Partners for Akamai
in 2025. It captures insights from 242 security and technology leaders who represent the financial
services industry, offering a rare window into how organizations are approaching segmentation and
evolving toward microsegmentation maturity. The sample spans regions and organizational sizes,
providing a high-resolution view of current practices, challenges, and emerging priorities.

Akamai

Akamai Security protects the applications that drive your business at every point of interaction, without compromising performance or
customer experience. By leveraging the scale of our global platform and its visibility to threats, we partner with you to prevent, detect,
and mitigate threats, so you can build brand trust and deliver on your vision. Learn more about Akamai’s cloud computing, security,
and content delivery solutions at and , or follow Akamai Technologies on X, formerly known as Twitter,
Elglel . Published 11/25.
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