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Phishing in Finance

We partnered with threat intelligence company WMC Global to offer a
more rounded picture of how threats impacted the financial sector in 2020.
Here's what we found...

ATTACKS AGAINST THE FINANCIAL SERVICES INDUSTRY

<) 5 ﬁ ﬁ
736,071,428 3.4 Billion 110% Increase

Web Attacks Credential Stuffing Attacks in DDoS Attacks
+ 62% vs. 2019 +45% vs. 2019 vs. 2019

63 Million Highest 1-Day Credential Stuffing Attack Total

COMPLEX TOOLS HELP FACILITATE ATTACKS

Complex phishing kits are, in some cases, nearly flawless replicas of
the targeted brand. They come complete with back-end operational
support and functionality. Lesser-skilled criminals can simply buy these
kits and unleash them on the public. Learn more in the full report.

THE RISE OF PHISHING AS A SERVICE

Domains where Kr3pto phishing kits have API hits attributed to Ex-Robotos
been observed since 2020; 11 banks phishing kits, January 1 -
targeted in the United Kingdom alone February 12,2021

Criminals now target 2FA and MFA protections —
victims are tricked into filling out their OTP or
revealing it to the threat actor during a conversation.

HOW CAN YOU STAY SAFE?

According to our new report, “Limit and control access, enforce

multiple layers of authentication, and layer defenses so that
incident detection is as quick as possible. Because the faster

you can detect a problem, the sooner it can be resolved.”
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Download the report to learn about the latest trends
and the attacks that are being used to target the financial
services industry — and how to defend against them.

Download now
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