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Key insights of the report

The publishing industry segment accounts for 63% of Al bot triggers in the other
digital media landscape, which is likely tied to extensive content scraping. This
illustrates how the rise of Al bots poses an existential threat to web-based business
models — organizations face plummeting traffic and ad revenue while their
analytics become polluted with bot activity from agentic assistants that mimic
human behavior but generate zero value.

Online businesses are experiencing side effects from bots — whether from
helpful bots like search engines and monitoring bots that help with accessibility
tools, or harmful bots such as FraudGPT, WormGPT, ad fraud traffic, and return
fraud bots — leading to increased expenses, site performance degradation,

and key metrics pollution.

The explosive growth of Al-enabled tools has lowered the bar for both skilled

and novice threat actors to conduct impersonation and other fraudulent activities,
such as social engineering, phishing, and identity fraud with fake documents by
using Al-generated images.

Commerce has the most Al bot activity of any industry, reaching more
than 25 billion bot requests during a two-month observation period.

More than 90% of the Al bot triggers within the healthcare industry are
attributed to scraping activities, mainly from search and training bots.

The OWASP Top 10 frameworks — for web application, API, and LLMs — offer
critical security guidance. By mapping vulnerabilities such as access control flaws,
authentication gaps, injection attacks, business logic abuse, misconfigurations,
and data exposure to an organization’s fraud risk tolerance, security teams can
better prioritize protections.
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