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Introduction

The commerce industry is entering a sophisticated new chapter — one in which the interaction between brands 
and consumers is increasingly automated, and the line between legitimate activity and malicious exploitation  
has never been harder to discern. Three years have passed since a State of the Internet/Security report took a 
comprehensive look at the commerce landscape, and the environment has shifted fundamentally from traditional 
digital transactions to what is now known as agentic commerce — an ecosystem where AI-driven shopping  
tools, autonomous agents, and automated processes have become the new standard.  

Although agentic commerce unlocks significant opportunities for growth and personalization, it also raises the 
baseline of resilience that organizations must achieve — consistently — to remain competitive. Commerce has 
become a high-interest target for application-layer distributed denial-of-service (DDoS) activity, user-targeted 
fraud, sustained web traffic anomalies — and, critically, these pressures are no longer seasonal. The threat  
window has expanded to be year-round, making uptime and reliability the ultimate currency.

This State of the Internet (SOTI) Security report examines the key factors that are shaping the commerce landscape.

	Ź The evolution of bot activity: Beyond simple automation, sophisticated bot-driven processes are  
directly impacting daily economic stability, from inventory manipulation to checkout abuse.

	Ź The intersection of APIs and account security: As organizations rely more on interconnected  
systems, the focus has shifted toward securing the API gaps that often serve as a bridge between  
a legitimate login and a fraudulent transaction.

	Ź The impact of generative AI: From synthetic storefronts to AI-enhanced phishing, generative AI  
is reshaping how adversaries target both brands and their customers.

	Ź The proliferation of industrialized phishing and malware: The growth of daily phishing attacks — 
coupled with specialized access tools like Remote Access Trojans (RATs) — fuels a highly monetized 
account takeover (ATO) pipeline targeting widely used identity and ecommerce platforms.

As security teams begin their holiday preparation, the goal should be to build a foundation of integrated 
situational awareness. Three years of rapid innovation have expanded the digital footprint, and protecting  
that footprint — reliably, at scale, and year-round — is no longer an operational goal. It is a strategic one.

This report is designed to serve as a strategic guide, and it includes a mitigation roadmap that helps commerce  
leaders balance the openness their customers expect with the steady, reliable protection business requires. 
Understanding these shifts is what separates organizations that successfully navigate the autonomous economy 
from those that are left managing its consequences.
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