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Introduction

When the State of the Internet/Security report first analyzed the emerging artificial intelligence (AI) 
landscape in early 2025, enterprise adoption was largely characterized by caution and curiosity; today,  
it is a structural mandate. What began as sporadic experimentations with ChatGPT has evolved into  
a sprawling ecosystem of AI assistants, AI browsers, AI agents, AI extensions, and autonomous  
workflows that touch every aspect of enterprise work.

Employees use AI to write code, analyze contracts, summarize meetings, generate content, research 
customers, and automate repetitive tasks. As a consequence, enterprises are racing to capture the 
productivity benefits of AI while simultaneously struggling to understand where their data goes, who  
has access to it, and how these systems can be abused.

Unlike previous technologies, AI continuously consumes, generates, stores, and acts upon enterprise  
data. The downside is that AI introduces entirely new categories of risk that traditional security tools  
were never designed to address.

With Akamai’s recent acquisition of LayerX, we received access to their data. As a result, this special edition 
State of the Internet (SOTI) examines how organizations are adopting AI, where governance is failing, and  
how attackers are already exploiting AI-powered workflows.

For CISOs and security leaders, this report dissects where (and how) AI is being used in the enterprise  
and how it can be exploited by threat actors. It also provides a roadmap to limiting the risk from these 
attack vectors without losing the productivity enhancements of AI.

A practical, fact-based analysis of the top 5 enterprise  
AI risks of 2026

This report focuses on the top five risks from AI use that enterprises face today:

1.	 The expansion of the threat surface via the proliferation of AI in the workplace

2.	 Personal AI accounts and unapproved AI apps that drive shadow AI

3.	 Data leak risks via AI data exposure

4.	 Browser and IDE extensions that go unnoticed in most organizations

5.	 AI agents that penetrate the enterprise environment and operate outside of existing guardrails

https://akamai.com/security
https://www.akamai.com/glossary/what-is-artificial-intelligence-ai
https://www.akamai.com/glossary/what-is-an-ai-agent



