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How to Disrupt
the Burgeoning
Ransomware
Economy

Building resilience to counter quadruple extortion
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maximize pressure:

PO

Encrypting critical data and systems;

NTERPRISES FACE anincreasingly complex ransomware landscape.
Today’s threat has evolved beyond simple encryption to quadruple
extortion, where attackers combine four interconnected tactics to

Exfiltrating sensitive information and leaking the information publicly;
Launching or threatening DDoS attacks to disrupt operations; and
Contacting customers, partners, or regulators to escalate reputational damage.

This “extortion stack” allows cyber-
criminals to amplify their leverage,
inflict greater damage, and extract
larger payments from their victims.
Indeed, according to an Akamai
Technologies study, Ransomware
Report 2025: Building Resilience

Amid a Volatile Threat Landscape,

the sophistication and coordination
of these campaigns continue to
accelerate.

A recent CIO Foundry virtual round-
table, sponsored by Akamai, brought
together security and technology
leaders from multiple industries to

examine this shifting threat landscape.
The key takeaway: How resilience, not
ransom, is the ultimate defense.

We all, sadly, now operate
inaransomware-based
economy

“There’s now a ransomware-based
economy,” said Tony Lauro, an Akamai
Purple Team Leader and Cyber
Security Advisor who participated

in the CIO roundtable discussion.
“CISOs must ask: Are we treating
ransomware as a strategic risk, not

a security incident? Do we have the

CISOs must ask: are we treatingransomware as a
strategicrisk, not asecurityincident?
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layered defenses, board engagement,
and playbooks needed to respond?”

Countering coordinated ransomware
threats means establishing a CEO-
and board-level approach to resilience.
This should include not only a cyber
insurance program but also layered
Zero Trust and microsegmentation
defenses. Microsegmentation limits
lateral movement and isolates high-
value assets, ensuring that an intrusion
doesn’t become a business-wide
outage.

Attackersincreasingly target
companiesthat are large
enough to pay, but small

enough to lack mature defenses.
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Still, attempts at ransomware in
multiple industries, sectors, and geo-
graphies will grow. “We don’t succumb
to ransom or evil forces,” said the VP
of IT at a major hotel chain. “We do
have a policy and also rely on off-site
backups.”

Other participants in the roundtable
were not as absolute in how they
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would respond to a ransomware
demand. Some said that there might
be circumstances -i.e., if the attackers
threaten to render critical data or
business processes inaccessible —
where some ransom might be paid.
(Akamai’s Lauro, however, noted that
the growing consensus in the industry
is to refuse any payment.)

How largeis the typical
corporateransomware
target?

That’s easier said than done, especially
as attackers target what Lauro called
“the Goldilocks zone.” Attackers
increasingly target mid-sized enter-
prises, companies that are large
enough to pay, but small enough to
lack mature defenses. These organiza-
tions are often the most vulnerable to
operational disruption and reputational
damage. Whether large, medium, or
small, companies, public agencies, and
academic institutions are learning to
respond to ransomware demands on a
case-by-case basis.

So, what happens when there is a

ransomware demand, whatever kind or
size of organization is the target? Most
participants in the roundtable said they
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work with their legal teams, insurance
companies, and hostage negotiators.
Lauro noted the importance of noti-
fying — and using the resources of -
the FBI. Said a senior director of cloud,
data, and ETL at a major FinServ
payments company, “We have a
playbook.”

And while participants differed on who
has the final say as to whether to pay
attackers — and how much that pay-
ment might be — most agreed that
because of the threats to business
continuity and reputation, the CEO or
the board should be involved.

Like all cyberattacks, there are two
phases to any ransomware attack:
before the attack itself and after
ransomware demands are made. For
the former, Lauro pointed out, creating
resilience and mitigating vulnerability
means companies should engage in
thorough IT architectural reviews.
“It’'s not just establishing policies”,

he said, “but [how to get] to visibility
and observability.”

The director of global enterprise
architecture at a soft-drinks firm
was more specific, emphasizing Zero
Trust, limiting the attack surface, and

How to prepare for aransomware attack

Before the attack After the attack

Conduct architectural reviews and Engage legal, insurance, and law

reduce the attack surface. enforcement.

Implement Zero Trust and Follow reporting obligations.

.mlcro.segmentatlon to contain Make payment decisions based on
Intrusions. business impact, legal guidance, and
Build immutable, off-network backups policy.

and test restoration processes.

Use the MITRE ATT&CK framework to
validate defenses.
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employing microsegmentation, where

a company divides its network into
smaller, isolated security zones. The
goal: to prevent or mitigate lateral
movement during the attack. A key
strategy, said the director, is to “create
a copy of immutable back-ups.”

Lauro reminded the group of the
importance of the MITRE ATT&CK
(Adversarial Tactics, Techniques,

and Common Knowledge) framework
to help improve the cybersecurity
posture by providing a comprehensive
view of potential adversary tactics,
techniques, and procedures (TTPs).

Legal,operational,and
strategicrealities

Even after paying a ransom, many
victims face renewed targeting. “If you
take down one group of actors, anoth-
er comes up to take their place,” noted
Lauro.

Moreover, there are legal requirements
- especially in healthcare, financial
services, and some locations (such as
Australia or California) to report pay-
ments. One participant, the CIO of a
road equipment company, called it,
simply, “a nightmare.”
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Akamairesearchers
estimate that ransomware
groups have extorted

millionUS dollarsin
cryptusing techologies
linked to TrickBot, atrojan
developed by cybercrime
actors.

And while some localities require
companies or public entities to report
payments, other countries or U.S.
states, including the U.K., Florida and
North Carolina, have enacted full or
partial ransomware payment bans.

The financial stakes are enormous.
Take the ransomware groups using
technologies linked to TrickBot, a
Trojan developed and operated by
cybercrime actors that provides
ransomware tools. Using just this
technique, researchers at Akamai
estimate that ransomware groups have
extorted a total of US$724 million in
cryptocurrency.
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Ransomware-as-a-Service platforms make it
easy for even low-skilled actors to execute
sophisticated campaigns

How Alisreshaping
ransomware offense
anddefense

Attackers are now using Al to
accelerate reconnaissance, automate
vulnerability discovery, and scale
ransomware operations. Ransom-
ware-as-a-Service platforms make it
easy for even low-skilled actors to
execute sophisticated campaigns that
follow one of the four extortion paths,
according to Lauro.

But Al also is transforming defense.
Security leaders are leveraging Al to
simulate likely attack paths, analyze
behavioral baselines, and shift their
security posture from reactive to
predictive. As one roundtable partici-
pant noted, this capability allows
organizations to anticipate and disrupt
malicious activity before it impacts
operations.

Third-party risk remains a persistent
challenge. Vendors, contractors,
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government entities, and cloud
providers often have deep access

to enterprise data through APls,
creating potential blind spots. As one
CISO put it, “We are fanatical about
getting our data back,” areminder
that strong controls over shared data
are essential.

The people who work in organiza-
tions are another critical layer of
defense, and one that technology
alone can'’t replace. Regular training
and tabletop exercises build organi-
zational “muscle memory,” so teams
know exactly how to respond under
pressure.

As Akamai’s Lauro noted, “Training is
such a massive piece of the puzzle.”
A VP from a mortgage service pro-
vider shared how their organization
runs frequent simulations to rehearse
decision-making and cross-functional
coordination, ensuring that when an
attack happens, no one is impro-
vising.
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Tools and tactics will continue to
evolve on both sides. The consensus
amongst the participants in the round-
table was well summed up by one
participant, the vice president of
infrastructure and infosec at an
apparel manufacturer. “Decisions and
reactions will be driven by business
impact,” he said. Paying ransom,
protecting reputation, and maintaining
operations all are strategic consider-
ations that demand board-level
visibility.

ULTIMATELY, resilience depends
upon preparation. A well-defined
ransomware playbook, complete with
decision trees, escalation paths, and
communication plans, can’t always
prevent an extortion attempt. But it
ensures that when one occurs, the
organization is ready to respond
quickly, confidently, and in alignment
with business priorities. m
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Report 2025

Building Resilience Amid a Volatile Threat Landscape

State of the Internet/Security

Read the fullreport

Learn more about ransomware and
mitigation steps in the Ransomware
Report 2025: Building Resilience
Amid a Volatile Threat Landscape.

p Download the report
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