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Throughout the retail and e- 

commerce sector, AI has become 

both a business catalyst but also a 

threat multiplier. AI transforms how 

attackers operate, lowering the barrier 

to entry and fueling new forms of 

fraud. And that makes identification, 

protection, detection, response, and 

recovery increasingly challenging.

Brent Maynard, Akamai’s senior director 

of security technology and strategy, 
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framed the problem at a recent virtual 

roundtable hosted by CIO, a Foundry 

media brand. “AI collapses the distance 

between intent and capability,” said 

Maynard. “Attackers can leverage AI to 

reach expertise and scale faster than 

ever.”

In addition to Maynard, the roundtable 

brought together security, technology, 

and business leaders from office 

supply, footwear, restaurant, beverage, 

educational assessment, transportation- 

logistics, and payments organizations 

and enterprises.

The participants at the roundtable, 

which occurred earlier this year,  

focused on the unique security  

challenges facing the retail and  

e-commerce sector. They also dis-

cussed how to defend AI fraud and 

abuse by building resilience with an 

architecture and cultural posture that 

constantly adapts in an AI-driven 

threat environment.

“When incidents do happen, trust [and] 

the challenge to the brand” is in jeopardy,  

said one roundtable participant from 

the footwear sector. We need to 

“better validate and trust transactions,” 

he said.

Akamai’s Maynard suggested his 

company’s most recent Fraud and 

Abuse State of the Internet Security 

Report. The study outlines challenges 

facing the retail industry, the global 

economy in general, and mitigation 

strategies including layered defense, 

response playbooks, and multi-source 

threat intelligence. 

How Threats Are Amplified 
in the Commerce Sector

At the opening of the roundtable, 

Maynard focused on the growth of AI 

driven bots and how they both help – 

and hinder – retail and commerce 

companies. “The economics of AI 

[fuels] a lot of innovation,” he said, “but 

also abuse.”

The executives at the roundtable 

highlighted three evolving challenges 

during the hour-long discussion: 
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1)   �the growth of agentic AI bots that 

autonomously shop, order, and use 

a wallet to complete transactions; 

2)   �credential stuffing and the resale  

of validated credentials; and 

3)   �data leakage into public large 

language models (LLMs).

One apparel participant, who had been 

dealing with a breach of internal data 

on the dark web, said: “We just had a 

harsh learning that could be brand 

damaging in terms of exposure. The 

landscape is changing every day.”

In retail and e-commerce, the chal-

lenge is particularly daunting because 

of the industry’s large network of 

surface areas, access through multiple 

edge points, and secondary product 

market pressures.

The group focused on a key set of 

questions, outlined by another apparel 

industry roundtable participant: “What 

is this data that AI is using? Who else 

has access to it?” And is the data 

“proprietary to the company?”

Other challenges brought to the 

forefront at the event included:

•   �Voice and video deepfakes that trick 

both call centers and treasury 

functions (e.g., a CEO’s faked voice 

asking to send gift cards or pay-

ments).

•   �Agentic commerce created bots that 

autonomously shop, order, and pay 

for goods and services.

•   �Credential stuffing, where hackers 

use stolen usernames and pass-

words.

•   �The resale of validated credentials.

•   �Botnets that automate the scraping 

of product or customer data.

•   �Data leakage into public models that 

puts intellectual property in jeopardy.

•   �Falsely recreating proprietary  

content (i.e., product catalogs).

•   �So-called “friendly” fraud (also 

known as chargeback fraud), where 

a consumer makes a legitimate 

purchase, but later claims it was 

fraudulent or unauthorized.

•   �Cargo theft, fake carriers, package 

rerouting.
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This last challenge was a surprise for 

many participants. An executive pres-

ent at the roundtable from the shipper 

/ logistics carrier explained: “Deep 

fakes go in and impersonate custom-

ers.”

Even B2B fraud impacts the retail 

sector. “It’s usually the distribution 

channel that gets hacked,” explained 

the global director of IT for a dealer-

ship services and auto component 

manufacturing concern.

Added Maynard: “It could be a car, a 

shoe, a meal. It depends on where you 

are in the supply chain. It’s not always 

the shrink or the loss. If anyone is 

shipping [and there’s a fraud or abuse 

issue], everyone in the chain is impact-

ed.”

Mitigation Strategies for 
Retail and Beyond

 Over the course of the roundtable, 

each participant talked about strate-

gies that each of their organizations 

now use. Overall, the group discussed 

how not all bots are malicious. “Some 

are driving search; some are driving 

indexing,” said Maynard. Broadly 

speaking, response and recovery in 

commerce today leads enterprises 

“back to the zero-trust conversation” 

by validating inputs.

That’s table stakes for cybersecurity, 

whether AI is involved. The key is 

understanding identity, intent, and 

behavior. For each request, companies 

in the commerce sector need to 

evaluate with whom they are interact-

ing (identity), what is asked for during 

communication or the sales process 

(intent), and how that communication 

occurs (behavior). AI may be increas-

ing fraud and abuse in the sector, but it 

also can be deployed to help organiza-

tions grapple with identity, intent, and 

behavior.

Indeed, the director of global enter-

prise architecture at a major beverag-

es firm talked of a “shift away from 

rule-based to behavior intelligence.” 

The idea here is that bad agents 

behave differently than good agents. 

Bad agents try to mimic human behav-

ior.

These bad actors often operate on 

multiple levels at the same time. “The 

challenge is identity and intent togeth-

er,” offered Maynard. Understanding 

and defining business intent is crucial. 
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The first defense is to identify and 

know traffic. The recommended strat-

egy: whitelist good behavior, and block 

everything else.

The group offered additional ideas and 

tactics that each have begun to em-

ploy:

•   �Continue monitoring device and 

signal patterns before log-in.

•   �Don’t allow intellectual property into 

public LLMs.

•   �Maintain both vendor (partner) and 

data guardrails. (“We pretty much 

upload validation to the bank and 

have them take on the risk,” said the 

director of technology at one large 

restaurant chain.)

•   �Layer controls to counter credential 

stuffing and “friendly” fraud.

•   �For large orders, employ both 3DS 

and risk tagging.

•   �Where manufacturing feeds the 

retail channel, utilize appropriate 

segmentation and operational 

control of OT and distribution net-

works.

•   �Look for anomaly detection in data 

access patterns.

The Challenge of  
Balancing Mitigation with 
the Speed of Business

Many mitigation strategies, on the face 

of it, may run counter to the relentless 

speed of business. The commerce 

sector must adopt “layers of caution 

as they try to get their shields hard-

ened,” said the vice president of infra-

structure and cybersecurity at a 

footwear manufacturer and retailer. 

Added the director of global tech

nology project management office at 

another fashion brand: “Retail must 

balance conversion and customer 

experience with anti fraud interro

gation at scale.”

Noted Akamai’s Maynard: “There’s a 

tension between opportunity and risk. 

Everyone is trying to figure out what 

that bridge looks like and how we 

balance it.

“In the age of AI, the issue becomes 

how best to prioritize the identification 

and mitigation of fraud functions or 

business applications that are most 

important to my business. [The goal is] 

to identify how these functions or 

applications should behave.”

White paper



6CIO  |  Akamai  |  AI Fraud and Abuse: Practical Defenses for Retail and E-commerce

“We are here to protect trust, not just 

the access point,” said the vice presi-

dent of ecommerce and digital AI at a 

major office retail chain.

With that in mind, every player in the 

retail sector must be mindful of how 

their company designs applications 

and platforms for customers. “You 

can’t close all the holes,” said the retail 

chain executive. But signal and user 

device modeling does help.

Despite the addition of AI to so many 

business processes, the end goal is to 

safely interact with consumers. That 

security credo hasn’t changed in 

decades. Indeed, near the conclusion 

of the roundtable, the beverages 

executive noted that “every action a 

consumer has with our brands must 

be safe.”   
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