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Gkamai Security

Executive summary

Today, organizations must operate under the assumption that breaches will occur, and that
response times may not keep pace with rapidly evolving threats, automation, and Al-driven
attack techniques. The question is no longer whether an attacker gets in. It is how quickly you
can contain them before patient care, critical systems, or PHI are impacted.

Healthcare organizations rely on digital infrastructure that’s more distributed and federated
than ever before, with complex networks linking clinical systems, medical devices, and legacy

environments. As these environments continue to expand, it becomes harder to manage and
monitor how they communicate.

When internal connections are dynamic or loosely controlled, a single compromise can spread
quickly. In healthcare settings, that can expose protected health information (PHI) or disrupt
critical systems that must remain continuously operational for patient care.

The most effective strategy is to not only stop attacks but also contain them and isolate affected
systems before they can spread.

Akamai Guardicore Segmentation enables workload-level segmentation that reduces PHI
exposure and improves visibility, helping prevent the lateral spread of malware. By containing
threats at the point of compromise, organizations can minimize blast radius and maintain
continuity for critical care systems.

When internal traffic is poorly understood, a single compromise can
spread quickly. Akamai Guardicore Segmentation helps healthcare

organizations contain threats, protect PHI, and maintain continuity
of care across hybrid infrastructure.
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Complexity is growing
inside the perimeter

Today’s IT teams are being asked to protect hybrid environments where applications deploy faster,
infrastructure spans cloud and data centers, and internal dependencies are constantly changing.

As attackers increasingly use automation and Al to accelerate reconnaissance and movement, the
window to respond is shrinking. This evolving threat landscape requires organizations to adopt an
“assume breach” mindset. Containment is the only reliable control once an attacker gains access.

At the same time, regulated data such as PHI continues to move across more systems, services,
users, and dependencies than most teams can easily track.

That combination creates a dangerous mismatch because many of today’s internal controls
are still built around static assumptions like “known” assets, predictable traffic patterns,
and a recognizable perimeter that defines where risk begins and ends.

In reality, much of the risk to sensitive PHI lives in the traffic moving laterally inside the
environment between workloads, applications, systems, clinical platforms, medical devices, and
users. Agentic innovation is adding to this pattern, with less predictability and agent “creativity”
challenging static security policies. One compromised workload or outdated security policy can
quickly expose regulated data or serve as a launchpad for ransomware.

Akamai’s 2025 Segmentation Impact Study shows that 76% of healthcare organizations faced

at least one ransomware attack in the past two years, with 27% experiencing breaches at least
once per quarter. The pressure first shows up in identifying these moving targets. Teams struggle
to answer basic but crucial questions:

Which workloads actually need to communicate?
Which connections are routine, and which are unnecessary?
Are assets exposed if one workload is compromised?

Do policies still reflect reality, or are they legacy rules that no one wants to touch?

76% of healthcare organizations faced
atleast one ransomware attack in the 76 0/
past two years, with 27% experiencing O
breaches at least once per quarter.
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The invisible villain: Post-perimeter
lateral movement

Most organizations already have security solutions to keep threats out. The harder problem is
containing adversaries once inside.

This challenge is amplified by modern attack techniques that prioritize speed, automation, and
adaptability, often outpacing traditional detection and response workflows.

Ransomware, credential misuse, and human-operated attacks rarely stop at initial access.
According to Akamai’s 2025 Ransomware Report, ransomware now accounts for 44% of
global data breaches, with GenAl and LLMs enabling less-technical attackers to accelerate
reconnaissance, lateral movement, and extortion at greater scale and speed.

In those unsecured environments, threat actors routinely move within minutes to compromise
backups, identity systems, and critical workloads such as electronic health records, imaging
platforms, and patient data systems.

By the time alerts are triggered, the damage is often already in motion. This is why containment,
not detection alone, has become the defining control in modern cybersecurity.

Attacker dwell time is especially pernicious in healthcare, where breaches now take an
average of 279 days to fully identify and contain — over a month longer than the typical breach
elsewhere.

Traditional approaches, such as broad network zones and static firewall rules, are often too
rigid to reflect how modern applications actually communicate and too slow to update as

environments change.

Average healthcare ransom payouts reached US$860,000 in Q12025.

Beyond direct financial losses, organizations also face operational disruption, prolonged
investigations, delayed digital health initiatives, weaker audit readiness, and increased risk
to continuity of care and patient safety.
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How Akamai Guardicore enforces
east-west traffic control

Akamai Guardicore Segmentation addresses these challenges by combining visibility, context,
and control into a single approach.

Visibility into east-west traffic allows teams to see how applications, workloads, medical
devices, and mobile workstations actually communicate.

This creates the necessary context that teams need to understand which interactions are
required for operations and which introduce unnecessary risk.

With that understanding, Akamai enforces precise, least-privilege control by allowing only
necessary communication and blocking everything else.

Continuous validation ensures your security posture evolves with your environment by
automatically adapting policies to new workloads and devices and by providing the real-time
evidence needed for ongoing audit and compliance readiness.

Visibility alone does not stop threats. Akamai is enabling healthcare organizations to take
immediate, precise action safely by enforcing segmentation policies that actively contain threats

and prevent lateral movement.

Unlike solutions that rely solely on network boundaries, Akamai Guardicore Segmentation
enforces policies directly at the workload level.

Workload-level enforcement now becomes the control point for containment — isolating
compromised assets in real time without disrupting the broader environment.

Because these controls are enforced independently of the underlying infrastructure, they can be
created or changed without complex network changes or downtime — an important advantage
in healthcare environments where clinical systems, medical devices, and mobile endpoints must

remain continuously available.
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The most effective segmentation strategy is the one that can enforce consistent, least-privilege
control across the environment, at scale and regardless of where your organization is on its
journey.

In an assume-breach world, this ability to immediately isolate compromised systems is what
determines whether an incident becomes a contained event or a widespread outage.

For example, if a zero-day vulnerability or malware attack compromises a single workload, teams
need to be able to apply consistent policies across different environments to contain the threat
— without manually reconfiguring network controls or disrupting critical healthcare systems.

Akamai Guardicore Segmentation supports this by helping security teams move from a state of
implicit trust for all internal traffic toward precise, granular least-privilege policies that reflect
actual application behavior.

Yet despite this clear need for precision, many organizations remain stuck at a superficial level
of protection. While 90% of organizations have adopted some form of segmentation, only 35%
have implemented microsegmentation across their network environment.

This gap leaves most organizations exposed to uncontrolled lateral movement — the primary
driver of breach impact, operational disruption, and ransomware success.

Benefits for your business

Protect continuity of care

Contain threats at the point of compromise before they move laterally across clinical systems, electronic health
records, and connected medical technologies. Enforcing least-privilege communication helps reduce lateral
movement and limits blast radius of attacks by isolating compromised systems in real time — protecting the systems
clinicians rely on to deliver care.

Secure complex healthcare environments

Apply consistent segmentation policies across data centers, cloud platforms, and hybrid healthcare infrastructure
without disruptive network redesigns. Akamai helps simplify control over growing connectivity between clinical
applications, patient data systems, and medical devices.

Strengthen compliance and governance

Turn internal visibility and enforceable policy into clear, defensible evidence for regulators, auditors, and leadership.
Akamai helps healthcare organizations demonstrate stronger control over PHI access, system connectivity, and
risk exposure.

akamai.com/security
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Why this matters in the modern
healthcare environment

Healthcare environments continue to expand the attack surface in two key ways.

On one hand, new medical devices, clinical systems, and connected services create more paths
into and across the environment, increasing the number of systems that must be secured
without disruption or downtime.

On the other hand, the pace of change continues to accelerate. At the same time, Al-driven
innovation is introducing new classes of applications and workflows that interact with sensitive
data in dynamic and unpredictable ways, expanding the attack surface faster than traditional
controls can keep up.

Akamai Guardicore Segmentation helps organizations adjust to this speed by:

Applying consistent segmentation across hybrid environments, including clinical systems,
medical devices, and supporting infrastructure

Providing visibility into how critical systems and devices interact and exchange data

Identifying and removing unnecessary connections that could allow threats to spread
between systems

Enforcing least-privilege access to contain threats and protect both sensitive data and the
availability of critical systems

Enabling rapid isolation of compromised workloads to stop lateral movement before it
impacts patient care or critical operations

The resultis a more practical way to secure modern environments without creating a separate
security model for each platform. It also helps align DevOps and SecOps around a shared
understanding of application dependencies and acceptable communication.

According to Akamai research, enterprises using microsegmentation contain ransomware
attacks almost 22% faster on average. For organizations with over USS1billion in revenue, that
number rises to almost 33%. In healthcare settings where every minute of downtime or data
exposure can affect patient care, this level of control delivers clear results.

More important, they reduce the scale and impact of those attacks — turning potential

enterprise-wide incidents into isolated management events.
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A stronger resilience
and compliance posture

When teams can see traffic clearly and enforce least-privilege communication, they can
significantly reduce the blast radius. They can also improve incident response because they’re
no longer trying to reconstruct unknown dependencies in the middle of an attack.

This is especially timely given the 2025 HIPAA Security Rule updates that strengthen
requirements for network segmentation to better protect ePHI. The updated rule emphasizes
technical controls that limit lateral movement and contain threats, moving segmentation from
alargely “addressable” safeguard to a more explicit expectation for safeguarding electronic
protected health information.

With a microsegmentation solution in place, teams are better equipped to demonstrate control
in regulated environments where visibility, ssgmentation, and policy enforcement all support
stronger governance for sensitive healthcare data and clinical systems.

That’s especially important for organizations balancing rapid Al adoption with regulatory
pressure. Agentic Al workloads and unsanctioned “shadow Al” are expanding fast inside the
network, creating dynamic, difficult-to-govern east-west traffic that traditional tools struggle
to map and secure.

Compliance today isn’t just about having controls documented. It’s about proving those controls
reflect how systems actually behave. Akamai supports that by making internal connectivity
more visible, deliberate, and defensible.

Operational outcomes

Gain full visibility into internal traffic and application dependencies across your environment.

Eliminate security risks by identifying allowed communication and removing unnecessary lateral pathways.

Secure your operations with adaptive segmentation policies without complex network redesigns.
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The future state

As development continues, IT environments will only become more distributed, automated,
and difficult to secure with legacy approaches. Organizations will need to figure out how to keep
pace with that reality.

Akamai Guardicore Segmentation is giving security teams a path forward: Understand your
internal traffic, define intended system interactions, and stop threats from turning one foothold
into a larger incident before it can affect sensitive information, clinical workflows, continuity of
care, or critical healthcare systems.

As a next step, you should ask: If a threat moves laterally inside our environment, how quickly
could our team identify it, contain it, and prevent it from reaching critical systems or connected
medical devices?

Stop lateral threats to clinical systems

Map internal traffic across healthcare applications and connected medical devices, apply
precise segmentation, and reduce attack paths to protect PHI and maintain operational stability.

Work with Akamai to assess your east-west risk
and build a tailored segmentation strategy. Start by
booking a workshop or live demo customized for
your healthcare environment.

Akamai is the cybersecurity and cloud computing company that powers and protects business online.
Akama' Our market-leading security solutions, superior threat intelligence, and global operations team provide
defense in depth to safeguard enterprise data and applications everywhere. Akamai’s full-stack cloud
computing solutions deliver performance and affordability on the world’s most distributed platform.

Global enterprises trust Akamai to provide the industry-leading reliability, scale, and expertise they
need to grow their business with confidence. Learn more at akamai.com and akamai.com/blog, or follow

Akamai Technologies on X and LinkedIn. Published 07/26.
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