
1. The foundation

Visibility is the prerequisite for protection
The first pillar of securing AI applications is based on a simple but difficult truth: If you cannot continuously  
see and govern your APIs and automated interactions, you cannot confidently secure your AI.

In traditional application environments, API traffic was relatively predictable. A mobile app or a partner 
script followed a linear logic path ($A \to B \to C$). In the age of agentic AI, this model is collapsing.  
AI agents are non-linear; they jump between endpoints based on their internal reasoning to fulfill a  
human goal. They don’t just call APIs; they bombard them. IDC predicts that by 2027, G2000 agent  
use will increase tenfold, with token and API call loads rising a thousandfold3.

The rise of ghost APIs and shadow AI

According to Akamai’s 2026 API Security Impact Study, 52% of the 1,840 global security professionals we 
surveyed rated API security as their No. 1 ranked risk, when it comes to their enterprises’ cyber resilience. 
It’s a marked departure from years past. In the 2024 study, only 18% of organizations ranked securing  
APIs as one of their top priorities. The heightened attention is understandable. For years, enterprises have 
struggled with accounting for all their APIs — notably shadow APIs, which are created outside of regular 
cybersecurity protocols. AI is only adding to the problem.

Developers, driven by board-level pressure to innovate, are frequently spinning up local AI agents 
and experimental infrastructure without involving the central AppSec team. This creates a dangerous 
disconnect: A skunkworks project might be processing sensitive customer data through a brand-new  
API that the security team doesn’t even know exists.

The high cost of the unknown

The risks of this visibility gap are not theoretical. The 2026 API Impact Study reveals a sobering reality:

87% of organizations experienced an API-related security incident in the  
past year — a significant jump from 76% in 2022.

42% of incidents involved APIs specifically linked to AI technology — the most  
common type of attack, according to respondents. 

Only 18% of organizations feel “fully prepared” to handle attacks involving APIs  
linked to AI, tied for the lowest preparedness score in the study.

Without a comprehensive, real-time inventory of every API — including those used by AI agents and hidden 
context servers — enterprises are unprepared for an increasingly risky environment.

3 IDC Blog, Agent Adoption: The IT Industry’s Next Great Inflection Point, December 2025
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