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Executive summary

When agents move at machine speed, defense must too

Autonomous Al agents interpret goals, select tools, and execute multistep operations without
human approval at every step. That autonomy is the source of their value and of a new attack
surface that perimeter controls were never designed to contain.

Anthropic’s guidance in Zero Trust for Al Agents establishes a simple premise for this new
landscape: Trust nothing, verify everything, and assume breach has already occurred. They
warn that frontier models are compressing the timeline between vulnerability and exploit
from months to hours. Furthermore, traditional access controls cannot prevent an agent from
misusing the legitimate permissions it already holds.

The guidance is explicit on one point that maps directly to Akamai’s strengths: Identity-based
isolation is the primary control, and traditional north-south network segmentation is the
backstop. An attacker who reaches a network boundary will pivot through it if the services on
the other side accept any caller from that network. The durable control is to give every workload
its own cryptographic identity and have each service accept connections only from the specific
callers its policy names.

Thisis precisely the model Akamai Guardicore Segmentation enforces. Its agents inspect
connections at the process level — distinguishing an authorized database client from an
unauthorized process attempting the same port — and bind policy to identity rather than
location. As Al workloads, containers, and ephemeral infrastructure multiply, that distinction is
what makes Zero Trust enforceable at scale.

The organizations best positioned for this shift will not be those

with the most advanced Al. They will be the ones whose agent
deployments were architected for breach from day one.
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What this white paper covers

The agentic threat landscape and the three principles of Zero Trust as applied to autonomous
systems

A control-by-control mapping of Anthropic’s tiered framework to Akamai Guardicore
Segmentation capabilities

How Akamai’s Discovery - Intelligence - Action - Assurance lifecycle operationalizes
least agency

An implementation path from Foundation to Advanced maturity and defensive operations
at the speed of autonomous threats
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What makes agentic
systems different

Traditional software executes predefined logic. Agentic systems operate with varying degrees of
autonomy, and that introduces security considerations existing models were not built to address.

Autonomous execution: Agents act without human initiation at each step, so a manipulated
agent causes harm at machine speed.

Tool access: Agents reach APls, databases, and file systems — often through MCP —
expanding what a single compromise can touch.

Multi-agent coordination: Implicit trust relationships let attackers compromise one agent
and pivot through others.

Context persistence: Memory across sessions creates new data-protection needs and
poisoning vectors.

Two concepts frame the response. Blast radius measures the potential damage if an agent is
compromised, and the design posture assumes every agent’s blast radius will eventually be
tested. Least agency extends least privilege: It restricts not just what an agent can access but
what each tool can do, how often, and where.

The three principles

1. Never trust, always verify 2. Assume breach 3. Least privilege
Every accessrequestis Design expecting Grant only the minimum
authenticated and compromise. Segment by access a task requires,
authorized, regardless of identity and contain the constraining the blast radius
origin. Internal traffic damage rather than only of any single compromise.
earns the same scrutiny trying to prevent intrusion.

as external traffic.

akamai.com/security


https://www.akamai.com/security/

Gkamai Security

A design test for every control: Does it make the attack impossible
or just tedious? Tactics like friction, extra hops, rate limits, and
nonstandard ports lose their efficacy against an adversary with
unlimited patience and near-zero per-attempt cost.

Controls that survive this test share a pattern: cryptographic identity, expiring credentials, and network paths
that do not exist rather than paths that are merely inconvenient. Akamai Guardicore Segmentation’s identity-
bound enforcement is built on exactly that principle — it removes capability rather than throttling it.
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From principles to enforcement

Anthropic presents its controls across three maturity tiers. Akamai Guardicore Segmentation
operationalizes them through a continuous four-stage lifecycle that turns visibility into enforced
policy without business disruption.

Al maps application dependencies and auto-labels unknown assets for one real-time
view of what is communicating across IT, cloud, OT, and Al workloads.

Traffic patterns and exposure are analyzed to generate policy recommendations with
confidence scoring, evidence, and a phased rollout plan.

Granular, process-level enforcement stops unauthorized communication in real time
and contains threats with precision.

Continuous validation confirms only authenticated, verified traffic reaches applications
and that controls still hold as the estate changes.

The pages that follow map each of Anthropic’s control domains to specific Akamai capabilities.

Tiers are color-coded throughout:
Foundation — minimum viable security
Enterprise — target for most organizations

Advanced — regulated and high-risk deployments

Akamai’s differentiator is that its Al understands applications, not
just IP addresses — modeling dependencies, process behaviors,

and contextual signals to generate policy based on how applications
actually function.
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Agent identity and authentication

Without verifiable identity, you cannot enforce access, audit actions, or attribute outcomes.
Identity is the foundation every other control depends on.

Tier Zero Trust control Akamai enforcement

Every workload carries a persistent

. Unique cryptographic identifiers per  identity used in policy, logs, and
Foundation , -
agent instance access decisions — not an IP or label

that an attacker can spoof.

Akamai Guardicore Access (ZTNA)
grants per-application access
__ R on verified identity, integrating
. Certificate-based authentication ) e )
Enterprise _. with enterprise identity context
with lifecycle management ) )
so connections are authorized
individually rather than trusted by

network location.

The agent’s identity is
cryptographically tied to its
Hardware-backed identity with workload’s machine ID so its
Advanced i .. .
attestation network traffic is authorized only
from that workload and cannot be

impersonated elsewhere.

Why it matters: In dynamic cloud and container environments, IP addresses change, but
identity persists. Binding security to identity rather than location is what makes Zero Trust
enforceable at scale.
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Access control and
privilege management

Even perfectly authenticated agents cause damage with excessive permissions. This layer
enforces least agency.

Tier Zero Trust control Akamai enforcement

Segmentation policy blocks all
; communication not explicitly
. Role-based access control with .
Foundation allowed, and least-privilege rules
deny-by-default ) e
are derived from real application

behavior, not static IP ranges.

Policies are written as intersections
of asset labels (e.g., environment,

. Attribute-based access control role, risk tier), enabling attribute-
Enterprise ) .
with context-aware policies based control that adapts to
workload risk signals, vulnerability
posture, and behavioral deviation.
Every connection is constantly
Continuous authorization with reevaluated against live policy.
Advanced ; : . .
real-time policy evaluation The moment policy changes,

non-compliant traffic is dropped.

Proof-driven enforcement: Teams can simulate the impact of a policy before it goes live,
eliminating the risk of business downtime while accelerating the path to Zero Trust maturity.
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Resource boundaries and isolation

This control uses Akamai Guardicore Segmentation as its primary enforcement mechanism.

Isolation contains the blast radius by preventing lateral movement between agents and the

systems they can reach.

Akamai Guardicore Segmentation applies enforcement on both
ends of every connection through distributed policy. If an attacker
compromises one workload, the other side still rejects any flow its

policy doesn’t name.

Tier Zero Trust control

Identity-based isolation of agent
Foundation workloads, backed by network

segmentation

. Sandboxed execution environments
Enterprise
per agent

Hardware isolation with confidential
Advanced .
computing

Akamai enforcement

Process-level agents enforce
identity-named connections and
block unnecessary east-west traffic.

Not applicable

Not applicable
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Secure Al workload isolation

The agentic era creates its own high-value targets. Akamai Guardicore Segmentation discovers
Al training nodes and inference APls, enforces strict boundaries around model repositories

and feature stores to prevent data exfiltration, and continuously validates that policy remains
accurate as models and infrastructure evolve, directly addressing shadow Al growth.

An attacker who can reach a segment boundary will pivot through it

if the services on the other side accept any caller from that network.
Managing the blast radius is key.

Coverage without blind spots: Agent-based sensors deliver maximum visibility and control,
while agentless collectors ingest network telemetry for loT, OT, and PaaS environments where
agents cannot be installed. This data is then unified into one living map of the entire estate.
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Observability and auditing

Access controls prevent unauthorized actions — observability reveals what actually happened,

why, and who authorized it.

Tier Zero Trust control

Comprehensive logs of agent
Foundation actions with timestamps and
context

. Immutable audit trails and
Enterprise o .
distributed tracing

Real-time streaming to SIEM with
Advanced .
correlation

Akamai enforcement

Every connection is logged with
source identity, destination,
process, and protocol.

Logging enforcement and flows at
multiple independent points keeps
audit trails resilient — no single point
of failure.

Flows are aggregated, correlated,

and streamed to your SIEM as
actionable events.
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Behavioral monitoring
and response

Detecting compromise requires a baseline of normal behavior and the ability to act at detection
speed, not discovery speed.

Tier Zero Trust control Akamai enforcement

A real-time map of expected flows

. Manual baselines with threshold- establishes the reference behavior;
Foundation _ . C .
based alerts deviations and policy violations raise
alerts.
Al learns thousands of applications
. Automated baseline learning from and millions of flows, auto-labeling
Enterprise . . .
normal operations assets and recommending policy
without added overhead.
Al-driven threat hunting surfaces
ML behavioral analysis with aranked incident-response plan.
Advanced ) - :
automated containment Ready-to-apply policies validate

and contain threats with precision.

Automate the bookkeeping, not the decision. Models collect evidence, correlate, and draft
response plans while humans retain control over containment, disclosure, and communication.
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Part lll — The path forward

A maturity roadmap,
not a finish line

Each tier builds on the one before it. Advancing means strengthening existing controls, not
replacing them. Today’s Advanced tier will become tomorrow’s Enterprise standard as the
space matures.

Tier Target organization Akamai focus

Establish coverage and apply
o essential policies to address the
. Smaller teams and initial . )
Foundation most common and easily exploited
deployments o
vulnerabilities for any type of

attacker.

Deploy Al policy generation,
risk-based adaptive segmentation,
. o and application ringfencing to
Enterprise Most organizations at scale . . .
automate audit evidence and unify
control through a hybrid-cloud

single pane.

Conduct exposure analysis and
response (ExAR) and Al threat

Advanced Regulated and high-risk estates hunting to secure Al workload
isolation and Al-crafted response
with a human in the loop.
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The case for autonomous defense

When exploits appear within hours of a patch, response processes measured in days are too
slow. The answer is not to remove humans — it is to move them off the bookkeeping and onto
the decisions. Akamai Guardicore Segmentation executes containment: Quarantine a workload,
block lateral movement, or revoke a path the moment risk indicators change.

From visibility to granular control — not days or months

Lateral movement contained at the process level, where ransomware spreads

Data center, cloud, Kubernetes, OT, and Al workloads in a single living view

For globally regulated industries — such as healthcare, finance, and government — international
frameworks (including GDPR, the EU Al Act, HIPAA, and FedRAMP) already impose strict
requirements that align with Zero Trust. Akamai Guardicore Segmentation turns those

obligations into provable, continuously enforced controls with the evidence to demonstrate
them on demand.
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From principles to practice

Architect for breach from day one

Al agents face a different threat landscape than traditional software. Zero Trust gives you the
framework to address it: Verify every action, grant only the access each task requires, and

contain damage when compromise occurs.

Anthropic defines the framework. Akamai Guardicore Segmentation enforces it. It evaluates
every connection at the process level and enforces policy at both ends of each flow — so a
breach of one workload can’t bypass the control on the other. Its Al maps how your applications
actually behave and turns that into ready-to-apply policy. Traffic is evaluated continuously, and
the moment policy changes, non-conforming connections are dropped.

Start at Foundation: Deploy Akamai Guardicore Segmentation, and enable essential policies
and deny-by-default isolation. Advance the tiers as your deployments scale from Al-generated
policy and risk-based adaptive segmentation to continuous authorization and secure Al
workload isolation. With Akamai enforcing the boundaries, the organizations that build for
breach from day one are the ones that deploy Al with confidence.

To learn more about securing your organization against
evolving Al risks, visit our Frontier LLMs solutions page.

To see our threat-containment solution in action, request
an Akamai Guardicore Segmentation demo.

Akamai is the cybersecurity and cloud computing company that powers and protects business online.
Akama' Our market-leading security solutions, superior threat intelligence, and global operations team provide
defense in depth to safeguard enterprise data and applications everywhere. Akamai’s full-stack cloud
computing solutions deliver performance and affordability on the world’s most distributed platform.
Global enterprises trust Akamai to provide the industry-leading reliability, scale, and expertise they

need to grow their business with confidence. Learn more at akamai.com and akamai.com/blog, or follow
Akamai Technologies on X and LinkedIn. Published 07/26.
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