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利用 Akamai Guardicore Segmentation 实现混合
环境中的快速微分段

第 1 步：揭示

自动发现应用程序，并直观显示流量
Akamai Guardicore Segmentation 具有出类拔萃的监测能力，能够自动发现并直观显示

所有应用程序、工作负载和通信流量——无论其位于何处，并提供进程级的情境信息。

您可以通过同一个视图查看本地环境、云环境、多云环境及更多环境中的资产。这种可

视化功能与自动导入编排元数据的功能相结合，让您的安全团队能够快速、轻松地标记

和分组所有资产和应用程序，进而简化策略开发。

SOLUTION BRIEF

The path to implementing micro-segmentation isn’t a straight line; there are 

many twists and turns as you discover, understand and control application 

flows. Without the right approach to navigating the path, you can encounter 

several challenges along the way. Network blind spots often prevent sufficient 

discovery and communication mapping of applications, workloads and 

underlying processes. Rigid policy engines can force sweeping decisions 

which run the risk of breaking applications. Inconsistent policy expression 

across operating systems can result in dangerous security gaps. Lastly, 

complex, and often manual, integrations of policy violation data with breach 

detection tools can slow down incident investigation and response. The 

Guardicore Centra Security Platform helps you successfully navigate the 

path to micro-segmentation in three steps.

Micro-Segmentation in Hybrid Clouds 
with Guardicore Centra™

Reduce the Attack Surface, Secure Critical 
Applications, Ensure Compliance

#1 Reveal: Automatically Discover Applications
and Visualize Flows
Guardicore Centra features best-in-class visibility that automatically discovers 

and visualizes all applications, workloads and communication flows with 

process-level context. This visualization, coupled with automatic importation 

of orchestration metadata, enables security teams to easily label and group 

all assets and applications and streamline policy development.

保护位于任何环境中的关键 
应用程序

不受平台制约

Akamai Guardicore Segmentation  
可直观显示资产，并跨多种基础架构 

（本地、云和多云）执行安全策略。

快速制定策略

自动规则建议、灵活的策略引擎和直观

的用户界面都能让策略的创建和执行

更加省时

集成化入侵检测和响应

直观显示策略违规情况，快速应对主动

威胁，保护您至关重要的资产—无论其

位于何处

微分段的实施之旅并非一马平川；在您着手发现、了解和控制 IT 环境中的应用程序流量时，一定会遇到许多曲折。

但如果没有正确的方法来应对这一切，您就会遇到一些难题。网络盲点往往会造成您无法充分地对应用程序、工作

负载和底层进程进行发现和通信映射。僵硬刻板的策略引擎会强制采用一刀切的决策，造成用程序中断风险。不同

操作系统之间不一致的策略表达会造成高风险安全漏洞。最后，策略违规数据与入侵监测工具之间的复杂集成（往

往需要手动完成）会拖慢事件调查和响应的速度。Akamai Guardicore Segmentation 可帮助您通过简单三步实现微

分段。
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第 2 步：构建

快速设计、测试和部署策略
Akamai Guardicore Segmentation 简化了微分段策略的开发和管理工作。只需点击“揭示”映

射中的通信流，该解决方案就能根据历史观察结果生成自动规则建议，支持您快速构建强大的 

策略。直观的工作流和灵活的策略引擎助您不断优化策略，减少代价高昂的错误。

第 3 步：执行

在任何环境中提供强有力的安全机制
Akamai Guardicore Segmentation 能够覆盖多种系统，在网络和进程级别执行通信策略，因此

无论操作系统有怎样的执行限制，您都能维护安全性。此外，集成的入侵检测和响应功能可让

您在遭遇入侵期间查看策略违规，从而快速识别攻击方法并实施补救措施。
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Micro-Segmentation in Hybrid Clouds with Guardicore Centra™

#2 Build: Quickly Design, Test and Deploy Policies
Guardicore simplifies micro-segmentation policy development and 

management. A single click on a communication flow generates automated 

rule suggestions based on historical observations and quickly builds a strong 

policy. An intuitive workflow and a flexible policy engine supports continuous 

policy refinement and reduces costly errors.

#3 Enforce: Strong Security, in Any Environment
With the ability to enforce communication policy at the network and process 

level on both Windows and Linux systems, Centra maintains security regardless 

of operating system enforcement limitations. Integrated breach detection 

and response capabilities enable you to see policy violations in the context 

of an active breach and identify the method of attack.

About Guardicore
Guardicore is an innovator in data center and cloud security that protects 
your organization’s core assets using flexible, quickly deployed, and easy 
to understand micro-segmentation controls. Our solutions provide a 
simpler, faster way to guarantee persistent and consistent security - for 
any application, in any IT environment. v. 2.0
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