ak amai’s [ st at e o f t h e in t e r n e t ] / security
Q 4 2 0 1 6 e x e c u t ive su mmar y

[ st at e o f t h e i n t e r n e t ] / security / Q4 2016 execu ti ve su mmary

about the summary / Akamai, the world’s leading

Content Delivery Network (CDN) provider, uses
its globally distributed Intelligent PlatformTM to
process trillions of Internet transactions each day.
This allows Akamai to gather massive amounts of data
on metrics related to broadband connectivity, cloud
security, and media delivery. The State of the Internet
was built to leverage that data in order to better enable
businesses and governments to make intelligent,
strategic decisions. Each quarter, Akamai uses this data
to publish reports in the State of the Internet focused
on broadband connectivity and cloud security.
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CLOUD SECURITY
LARGEST
ATTACK

DDoS ATTACKS [Q4 2016 vs. Q4 2015]
4% increase in total DDoS Attacks

Q4 2016

517 Gbps

6% increase in infrastructure layer (layers 3 & 4) attacks

Q3 2016

22% increase in reflection-based attacks

623 Gbps

140% increase in attacks > 100 Gbps: 12 vs. 5

Q4 2015

309 Gbps

Web Application Attacks [Q4 2016 vs. Q4 2015]
19% decrease in total web application attacks
53% decrease in attacks sourcing from the U.S.
(current top source country)
44% increase in SQLi attacks

AVERAGE ATTACKS
PER TARGET
Q4 2016 Q3 2016 Q2 2016

30

30

29

Report Overview / The q4 2016 State of the Internet / Security Report combines
Distributed Denial-of-Services (DDoS) attack data on the routed network with web
application and DDoS attack data from the Akamai Intelligent PlatformTM.
DDoS Update / Insecure Internet of Things (IoT) devices continued to be a large source of
traffic for DDoS attacks. The rapid proliferation of these devices will provide an expanding
pool of attack resources, fueled by the discovery of new vulnerabilities and vulnerable
systems. The number of devices that fueled Mirai attacks in the third quarter was a small
subset of all IoT devices on the Internet, primarily IP-enabled cameras and routers. As
vulnerable devices are added to IoT-based botnets, we will continue to see surges in botnet
capabilities and DDoS attack size.
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There is a counter-balance to this trend however. The Federal Trade Commission
(FTC) has taken a consumer wireless router manufacturer to court in California. This
manufacturer put consumers at risk, creating flawed and insecure software for their
systems. This is not the first time that the FTC has targeted manufacturers for creating
insecure software. These efforts should be treated as a warning for other manufacturers
to secure their systems.
DDoS attacks greater than 300 Gbps have become more common. Seven of the 10 DDoS
attacks greater than 300+ Gbps ever tracked by Akamai occurred in 2016, including three
in Q4. Compared to Q4 2015, there has been a 140% increase in attacks greater than
100 Gbps. Of the 12 mega attacks in Q4 2016, software & technology organizations were
targeted by two mega attacks, while gaming organizations were targeted by five mega
attacks. Media & entertainment organizations were also targeted by five mega attacks —
three of which reached or exceeded 300 Gbps.

Q4 2016 DDoS Attacks > 100 Gbps

Attack Date

Gaming
Oct. 11
Oct. 15
Oct. 17
Oct. 18
Nov. 1
Nov. 13
Dec. 2
Dec. 4
Dec. 5
Dec. 17
Dec. 17
Dec. 20

Media & Entertainment

Software & Technology

261
517
300
306
173
292
104
163
122
151
161
157
Gbps

Twelve DDoS attacks exceeded 100 Gbps in Q4 2016, with five exceeding 200 Gbps
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While Mirai and IoT botnets have been part of the news since Q3, this quarter’s largest
attack, of 517 Gbps, came from a botnet with a different source — the Spike DDoS toolkit.
Spike is a type of malware more commonly associated with x86 Linux-based malware,
such as XOR and BillGates. When Akamai Security Intelligence Response Team (SIRT)
released an advisory on Spike in September 2014, the peak attack was measured at 215
Gbps, less than half the size of this quarter’s 517 Gbps Spike attack.
DDoS attacks greater than 300 Gbps are new, but not surprising. Looking at a history
of botnets that have sourced the largest mega attacks, we saw XOR in mid-2014;
BillGates in late 2015; Kaiten, the predecessor to Mirai, in the first half of 2016; Mirai
in September; and Spike in Q4. Half of the 300+ Gbps attacks to date occurred from
September–December 2016.

DDoS Attacks > 300 Gbps by Botnet, July 2014 – December 2016
Mirai

BillGates

Kaiten

XOR

Spike

623
555

321

312

309

July 14

July 14

Dec. 15

337

Apr. 16

517

363

June 16

Sept. 16

Sept. 16

Oct. 16

300

306

Oct. 16

Oct. 16

Four botnets generated 10 DDoS attacks exceeding 300 Gbps from July 2014 –
December 2016. Of these, seven occurred in 2016
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Of the 25 DDoS attack vectors tracked this quarter, the top three were UDP fragment
(27%), DNS (21%), and NTP (15%). Unlike IoT resources, which are growing, NTP
resources for DDoS attacks are shrinking as servers are patched and older servers are
taken out of service. CHARGEN, the fourth most popular attack vector, is a testing and
measurement protocol used by printers. Its continued use begs the question of why this
service is externally exposed.
Akamai added a new reflection DDoS attack vector to this quarter’s report: Connectionless
Lightweight Directory Access Protocol (CLDAP). Attackers abuse the CLDAP to amplify
DDoS traffic. CLDAP is provided on Windows networks to access authentication
information for network logon.
The top three source countries for DDoS attacks were the U.S. (24%), the U.K. (10%), and
Germany (7%). This was unusual, driven in part because of the Mirai botnet. In the past
year, China dominated the top 10 list of source countries. In Q4 2016, China dropped to
the fourth position overall, with 6% of traffic. Canada was 11th, a significant uptick from
previous quarters.
The average number of DDoS attacks remained steady this quarter at 30 per target,
indicating that after the first attack, an organization has a high likelihood of experiencing
another. Some organizations are under almost continuous attack — three to five attacks a
day were launched at the most targeted organizations.
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Web Application Attack Statistics / Three vectors accounted for 95% of all web
application attacks this quarter: SQL Injection (SQLi), Local File Inclusion (LFI), and
Cross-site Scripting (XSS). While the combined use remained similar to Q3, the use of
SQLi increased from 44% (Q2) to 49% (Q3) to 51% (Q4) — a 44% increase since Q4 2015.
At the same time the use of LFI decreased from 45% (Q2) to 40% (Q3) to 37% (Q4).

Web Application Attack Frequency, Q4 2016

51.29%

Combined, SQLi and LFI accounted for
88% of observed web application attacks

37.26%

SQLi

LFI

7.16%

1.96%

1.48%

0.85%

XSS

RFI

PHPi

Other

Akamai served an average peak of 33 Tbps of traffic during the U.S. Thanksgiving period,
from November 22–29. During that time, four sub-verticals in the retail industry were
targeted by significant web application attacks timed for the holiday shopping season.
These included a group of apparel & footwear retailers, regional websites of a consumer
portals merchant, consumer electronics firms, and media & entertainment organizations.
Following the Mirai attacks in Q3, Akamai performed a retrospective analysis, scanning
on ports 23 and 2323. Mirai uses these ports to log in to unprotected digital video recorders
(DVRs) and IP-enabled closed-circuit television (CCTV) systems. The initial versions of
Mirai may have been compromising systems as early as May 13, 2016, when the major
increases in scanning traffic began. At the end of July, a second increase in traffic may
have been caused by the full release of the Mirai code.
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Global Web Application Attack Source Countries, Q4 2016
<100,000

100,000 – 1M

10M – 25M

1M – 5M
>25M

5M – 10M
NA

Web application attacks are sourced
worldwide, with the U.S. as the most
prolific source country

Country

Attacks Sourced

Percentage

U.S.

97,918,896

28%

Netherlands

61,499,919

17%

Germany

32,384,205

9.2%

Brazil

19,379,729

5.5%

Russia

16,643,150

4.7%

China

14,275,358

4.0%

U.K.

11,908,055

3.4%

Lithuania

9,793,507

2.8%

France

8,772,176

2.5%

India

8,638,666

2.4%

The U.S. and the Netherlands were the first and second leading sources of web application
attacks for the second consecutive quarter, with Germany in third. Reviewing the source
data by region provides additional insight. In the Americas, the top three sources of web
application attack traffic were the U.S., Brazil, and Canada, respectively. Within EMEA,
the top sources were the Netherlands, Germany, and Russia, in that order. In Asia Pacific,
the top sources were China, India, and Japan, respectively.
Resources / Access these Q4 2016 cybersecurity resources from Akamai:
1. Mirai Botnet Threat Advisory / Attacks and findings prior to the release of the Mirai
code, and attacks following its release
2. mDNS Reflection Threat Advisory / Abuse of the Multicast Domain Name System
protocol in attacks against the Gaming and Software & Technology industries
3. State of the Dark Web 2016 / New cryptocurrencies, changing marketplaces and
product offerings, privacy services, and policy, and enforcement efforts
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As the global leader in Content Delivery Network (cdn) services, Akamai makes the Internet fast, reliable, and secure for its customers. The company’s advanced web
performance, mobile performance, cloud security, and media delivery solutions are revolutionizing how businesses optimize consumer, enterprise, and entertainment
experiences for any device, anywhere. To learn how Akamai solutions and its team of Internet experts are helping businesses move faster forward, please visit www.akamai.com
or blogs.akamai.com, and follow @Akamai on Twitter.
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